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Instructions For Installing and Configuring a Hardened Version of the
Solaris 8 Operating System for Use as an Oracle Database Server

(provided by Tony Schloss)

This instruction document is specific to Sun Microsystems Enterprise-level hardware (not
including the Starfire E10000), and for the Sun Operating System Solaris, version 8.
While most of the instructions will readily apply also to Solaris 7, and possibly to later
versions, it has been written explicitly for Solaris 8 and should be taken as such if thereis
aneed or desire to use it with another version of the Operating System.

Har dwar e

These instructions were performed and tested on a Sun E250 server (sundu architecture),
with 256MB of RAM, and asingle internal 9GB hard drive. Obviously, some
consideration will need to be taken with other hardware platforms, especialy if the
architecture is different, but by and large these instructions should well suffice.

This document assumes that the hardware decisions for your requirements &
environment have already been made, and that the system isin-place and ready to be
installed. Server sizing, capacity planning, load & load balancing considerations are
beyond the scope of this document, and are the responsibility of the individual system
manager(s), along with his’her case management team.

Network Installation

A word about installation while connected to a network: don’t. That is, unless you
absolutely have to do so, don’'t. Thereisnormally no real need to be connected to a
network at this stage of an installation, and doing so can put in you harm’s way.
However dlight that may be, it’s still an unnecessary risk, and one that you shouldn’t take
unless circumstances dictate. However, you are the system administrator or systems
manager for this server, and should make the decision based on your experience and the
situation at hand.

If you feel you need to do thisinstallation while connected to a network, you need to get
approval from the Office of . The request must include ajustification as to why you
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feel you need to do an on-network installation, and a detailed step-by-step Install Plan
with arealistic timeline.

If you choose not to do a network-connected installation, be prepared to transfer files

(e.g., the Recommended Patch Cluster) from a machine that does have Internet
connectivity, to thisone. The most logical method is viatape.

How to Use This Document

While these instructions are not explicitly formatted as a checklist, per se, it is easy to use
the document as such. The outline of the document is generally sequential, in that you
can (should) start at the beginning and work your way through step-by-step. |

recommend you read through the entire document before beginning, however; it will help
to be prepared if you encounter a question or need explanation whilst in the middle of
something.

The installation and configuration detailed here is meant to be done at one sitting, but in
theory could be spread out over aday or so. It truly should not take more than a couple
of hours. If for some reason you must leave and come back, make sure that the physical
security for the server is high —in other words, it needs to be locked up tight in a
controlled-access room. Otherwise, when you return to the machine after being away for
any period of time, you should assume the machine is compromised and start over.

Remember, this instruction set, and the changes that will be made to the machine asa
result of following them, are not a panacea — this will not magically declare your sever to
be“A Secure Server of the Realm,” or any such nonsense. It'ssimply a set of tools,
among many others, that will help you maintain a secure environment. It’ s still up to you
to monitor and stay current.
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Step-by-Step Instructionsfor Solaris 8 Installation & Configuration

Boot the machine:

Boot from the Software (1 of 2) CD, *not* the Solaris Installation CD. Asthe
machine boots, go through the language & locale selection; it will then take you
into OpenWindows and the start the Solaris installation program.

I dentify the System:

1.

2.

Network Connectivity:
Choose"Yes"
DHCP:
Choose "No"
Hostname
Enter the machine's hosthame as provided by the Office of
IP Address:
Enter the machine's | P address as provided by the Office of :
Enable IPv6?
| recommend choosing yes. Enabling IPv6 will add no additional
processing requirements at this time, and will in essence have no effect on
anon-1Pv6 network. However, when in the future the Office of
beginsto migrate to I1Pv6, you will have a much easier timeif it's enabled
from the beginning. 1Pv6 will require no additional administration
while not in use. Choose your response accordingly, or based on guidance
from the Office of
Confirm Information:
Confirm the information presented there, and click "Continue," or
"Change" if changes are required.
Configure Kerberos Security:
Choose "No" unless explicitly informed to do so by the Office of
They should be able to provide you with detailed implementation
instructions if they require Kerberos.
Confirm Information:
Confirm the information presented there, and click "Continue," or
"Change" if changes are required.
Name service:
Choose "None." Y ou will modify this manually to your specific
requirements later.

10. Confirm Information:

Confirm the information presented there, and click "Continue," or
"Change" if changes are required.

11. System part of a subnet?

Choose"Yes."
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12. Netmask:
Enter the appropriate netmask.

13. Specify timezone by:
Choose your preferred method of selecting the timezone (if unsure, select
"Geographic Region;" it's the easiest), and click "Set..."

14. Set the timezone based on your choice above.

15. Date and Time:
Set the date and time. If the machine is new from the factory, it will most
likely have Pacific time preset. Simply correct the date & time, and click
"Continue."

16. Confirm Information:
Confirm the information presented there, and click "Continue," or
"Change" if changes are required.

This completes System Identification. At this point the installation program will

configure the system and begin execution of install scripts. After a short hiatus, the
install program comes back and begins asking more questions.

Solaris Interactive I nstallation

Y ou will probably be informed that the system is upgradeable, and you will be
asked if you want to Upgrade the existing installation, or begin an Initia Install.
Choose "Initial"

Select Geographic Region

There should be no reason to install support for any region other than the United
States.
Choose North America, then U.SA.

Select Software

Here's where you will select the cluster, or Software Group, for installation, and
begin the customization of that selection. Normally for a hardened Solaris box,
you would choose the Core System Support only. However, you eventually will
be installing Oracle and related products; Oracle no longer has a CLI (Command
Line Interface) installation program, and you must install Oracle using their Java-
based installer. Because of this, you need to install an X windows system on the
Solaris box.

As such, select "End User System Support,” ensure that Solaris 64 Bit Support is
checked, and click "Customize."
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1. Having selected the End User System Support cluster, a number of packages will
be preselected for you. The following table indicates which preselected packages
(or clusters) that you should deselect, and afew unselected packages (or clusters)
that you should select. Again, use your judgment: look at each of the packages
(not just those listed here), and make sure that you either need them or don’t need
them, as appropriate to your situation. Packages listed should be deselected unless
otherwise noted.

Select Full Package Name Package )
64-bit incov conversion for Eastern European Locales SUNWiIslcx
64-bit incov conversion for SO Latin Character Sets SUNWisolx
Audio Drivers (64-bit) SUNWauddx
Authentication Management Infrastructure SUNWami
Authentication Management Infrastructure (64-bit) SUNWamix
CDE End User Software

CDE Help Runtime SUNW(dthe
CDE Help Volumes SUNWdtev
CDE Release Documentation SUNWtrme
Java Media Framework Player SUNWjmfp
PDA Synchronization for Solaris SUNWpdas
Solaris CDE Image Viewer SUNWdtim
Solaris Desktop Extensions Applications SUNW(dtezt
Solaris Smart Card Administration GUI SUNWSscgui
Configuration Files for Authentication Management Infrastructure | SUNWamir
Font Downl oader SUNWfd
Font Server Cluster
Font Server SUNWxwfs
X Window System optional fonts SUNWxwoft
Frame Buffer Configuration Utility SUNWTfbc
Freeware Compression Utilities

Select The GNU Zip (gzip) compression utility SUNWQgzip

Select The INFO-Zip (zip) compression utility SUNWzip
Freeware Other Utilities

Select The GNU Patch utility SUNWgpch

Select The GNU pager (less) SUNWIess

Select | Freeware Shells SUNWCfwshl
Install Software SUNWinst
JavaVM

JDK 1.2 demo programs SUNWj2dem
Locale Conversion Library SUNWIc
Locale Conversion Library (64-bit) SUNWIclx
Localization Common Files SUNWIccom

Select | On-Line Manual Pages SUNWman
On-Line Open Issues Readme SUNWrdm
OpenWindows Version 3
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Select Full Package Name Package ¥
OPEN LOOK Audio applications SUNWolaud
OpenWindows online Handbooks SUNWolbk
Select X Window System online user man pages SUNWxwman
Perl 5
Select Perl 5.005 03 (POD Documentation) SUNWDIp5
Select Perl 5 On-Line Manual Pages SUNWpI5m
Power Management OW Utilities SUNWCpmon
Power Management Software SUNWCpm
Power Management Software (64-bit) SUNWCpmx
Print Utilitiesfor CTL Locales SUNWCctlu
Russian 1251 fonts SUNW1251f
Solaris Product Registry & Web Start runtime support SUNWwsr
@O | Sparc Storage Array Drivers SUNWSssad
@) | Sparc Storage Array Drivers (64-bit) SUNWSssadx
@ | sun Fibre Channel Transport Software SUNWCHct
@ | Sun Fibre Channel Transport Software (64-bit) SUNWCHctx
Select | System Accounting SUNWacc
Select | Termina Information SUNW!ter
Web-based Enterprise Management (WBEM) Services SUNWCwbem
X Window System Minimum Required Fonts for Multibyte Locales | SUNWCxmft
X11 Arabic required fonts SUNWarrf
X11 1SO-8859-x optional fonts SUNWCiof
X11 1S0O-8859-x required fonts SUNWCirf
X11 sun_eu greek fonts SUNWeugrf
XCU4 Utilities SUNWXxcu4
XCU4 Utilities (64-bit) SUNWxXcu4x
XSH4 Conversion for Eastern European Locales SUNWislcc
XSH4 Conversion for SO Latin Character Sets SUNWisloc
en US.UTF-8 SUNWCutf8
en US.UTF-8 (64-hit) SUNWCutf8x

" packages with a“C” in the fifth position (SUNWC....) indicate a software
cluster. Individual packages that comprise the cluster are listed in the file

/ cdrom Sol ari s_8/ Product /. cl ust ertoc (assuming the CD is mounted
on/ cdrom).

Package may be required, depending on your hardware configuration
Deselection of this package may show broken dependencies when first
deselected, but will be resolved as you progress through the list.

@
©)

2. From the Customize Software screen, once done selecting packages, click "OK,"
which brings you back to the Software Group selection screen.
Click "Continue" to go on from here.
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3. Select Disks
Select the disk or disks on which you want to configure filesystems. At
this point | recommend you work solely on the boot disk, unless your
install plan uses any secondary disks for OS-required filesystems (e.g.,
/opt, /var, et cetera). The primary (boot) disk should be labeled as such
on the listing displayed, and pre-sel ected.

4. Preserve Data?
Y ou should be asked if you want to preserve any existing data. There
should be no reason to preserve any of the filesystems preloaded at the
factory.
Select "Continue."

5. Automatically Layout File Systems
Choose "Manual Layout."

6. File System and Disk Layout
Y ou will be presented with a summary of the current filesystem & disk
layout; there should be only one partition listed — the overlap (slice 2).
Choose "Customize."

7. Lay Out File Systems
I'm not going to get into the philosophical & near-metaphysical argument
over filesystem sizes here. Presumably you have some experience as a
system administrator of a*NIX system, or you wouldn't be here doing this
now. | will make recommendations based on my experience with this
client (Department of , Office of ) and the specifics of Oracle
database servers within this environment; you will need to make the final
choices as to what to do.

Beginning with Solaris 8, the Installer program seems to want to minimize
the number of system filesystems, putting most everything under the root
(/) filesystem itself. For various reasons, | recommend against this.

Below are my recommendations for the minimum filesystems you should

create:
Slice Filesystem M ninmm Size
s0O / 100MB
sl (swap) (1
s2 -- (overlap — entire disk)
s3 / usr 200MB
s4 /var (? 500MVB
s5 / opt (® 500MVB
s6 /extra remai nder of disk(®
s7 (unused) ®

@ theold rule of thumb of having a swap size equal to twice the
amount of physical memory is becoming less necessary. |
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make the assumption here that since thiswill be an Oracle
server, you more than likely have 512MB or more of physical
memory. If thisisthe case, | recommend simply having

512MB of swap space, unless you explicitly need more (e.g., if
thiswill be a development Oracle server on which you will do
core file analysis), and depending on your available disk space.
the more log information you expect, the larger this should be.
with Solaris, | recommend keeping this; too many third-party
applications (as well as Sun apps) require this, and it helps
significantly having it asits own filesystem. Also note that

/ opt iseasy to put on another disk, if you are short on space or
on available disk partitions (Sun only givesyou 7).

@ | normally leave the remainder of the disk "unused" and
mounted as/ ext r a -- this simply gives you a place for some
empty filesystem space for when you need it -- I've never
regretted having it.

I recommend you leave between 5 and 10 megabytes free
(unformatted) to give you some working room should you
decide in the future to use Online Disk Suite or another disk
management product. Note also that Veritas Volume Manager
requires two free partitions to encapsul ate the root drive.

@
®

®)

Note: If you intend to use Veritas Volume manager (or any other
disk management product), | highly recommend that you be very
familiar with its requirements before beginning the process of disk
partitioning & filesystem layout.

Optional:

[usr/| ocal
Usually should not be required on a production Oracle server, but
if thiswill be a database/devel opment server and you expect to use
alot of 3rd-party development toolsinstalled in/ usr/ 1 ocal , then
I recommend this be a separate filesystem (on another disk,
normally)

Once you are done and satisfied with the filesystem layout as you haveit, click
"Continue."

8. Mount Remote Filesystems?
Select "Continue."

9. Profile
Here you are presented with the profile, or summary, of all the choices
you just made. Verify that all is as you wish them to be for the
installation.
Click "Begin Installation.”
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10. Auto Reboot / Manual Reboot
Select "Auto reboot.”

11. Root Password
Enter the root password. Immediately write this down on the same
form (see Appendix B) you will use to record the EEPROM password
later in thisinstallation. Make sure you don’t leave that step for another
day, thereby leaving the password form out in the open.

12. Insert the Solaris Software 2 of 2 CD.
a Click “Continue.”

13. Installation Summary
This screen provides you with the opportunity to view the details of the
OSinstallation.
Click "Next" to continue.

14. Reboot
Remove the CD; click "Reboot Now" to continue.

15.Login
Login asroot; take afew minutesto get your desktop arranged and
organized the way you likeiit.

16. Create Y our Account
Immediately create an account for yourself. Once completed, log off as
root, log in as yourself, and su to root.

17. Once the system is back up, stop the volume management daemon (this will make
it easier to do the following steps with the CD), & mount the CD manually.
a. ensurethedirectory / cdr omexists, and is mode 777; if not, create and

chmod it before running the next commands:
nkdir /cdrom && chnod 777 cdrom

b. stop the Volume Manager & mount the CD
letc/rc2.d/ S92vol ngt st op
mount -o ro -F hsfs /dev/dsk/cOt6d0s0 /cdrom
cd /cdrom Sol ari s_8/ Product

18. Install the following packages that were left out of the initia installation (note that

these packages are al on CD 2 of 2, which should still be in the drive).:
[ usr/sbin/pkgadd -d . SUNWarc SUNWbt ool SUNWsprot \
SUNWhea SUNW nfc SUNW nfd SUNW i bm
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Post-installation Networ k Configuration Changes

1. Createthefile/ et c/ def aul trout er. Theformat issimply the IP address (or
hostname) of one or more default routers for the network, separated by white
space. Notethat if you use hosthames (not recommended), you need to add and
maintain static hostname entriesin the /etc/hosts file for those routers.

2. Createthefile/etc/resol v. conf. Theformatisalist of keyword-value pairs,

oneto aline, asfollows:
naneserver 192.168.1.1
naneserver 10.10.2.2

There is (currently) a maximum of three nameserver entries for thisfile.
3. Change the name service switch file.

a. After aninitial installation, the current / et c/ nsswi t ch. conf should be
identical to/ et ¢/ nsswi t ch. fil es. Run the following command to
verify this:

diff /etc/nsswitch.conf /etc/nsswitch.files
If the two are identical, you will get no errors or other messages; continue
with the next step. If the latter file does not exist, or if the two are not
identical, you will get an output from the di f f command enumerating the
differences and their locations within the files; go to step 3.c (the output
itself isirrelevant here).

b. If thetwo files(/ et c/ nsswi tch. conf and/etc/nsswitch.files)are
identical, ssmply run the following copy command to set the name service

to use DNS (secondarily to files):
cp /etc/nsswitch.dns /etc/nsswtch. conf

c. Ifthetwofiles(/etc/nsswi tch. conf and/etc/nsswitch.files)are
different, smply edit the existing nsswi t ch. conf file, and change the

line that begins with the word “hosts’ to read
hosts files dns

4. Set the domain for the machine:
domai nname {domai n name provided by Ofice of }
domai nnane > /etc/ defaul tdomain

5. Reboot the machine.

I nstall Patches

1. Using amachine that is connected to the Internet (since you are doing thisinstall
while disconnected from any network, right?), obtain the latest release of the
Recommended Patch Cluster for Solaris 8 from http://sunsolve.sun.com. Thefile
will bein ZIP format, as opposed to the older .Z format (UNIX compressed).

2. Unpack the ZIP file (assuming you downloaded it to /tmp):
cd /tnp
unzi p 8 _Recomended
3. Apply the patch cluster:
cd 8 Recommended
./linstall _cluster —-nosave
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Note 1. the - nosave option disallows backout — thisisn’t an issue at this point
(you are freshly installing the OS, there' s nothing to break yet), but you should
generally not use this strategy once the system is operational, without making an
informed decision).

Note 2: you will in all likelihood get a number of errors; error code 8 indicates
that the patch applies to a package that is not installed on the system, and error
code 2 indicates that the patch was aready installed from the OS CD.

4. Remove the patch cluster:
rm—r /tnp/8 Recomended*

5. Reboot.

Strip down the Operating System

The default Solaris installation enables a number of services that are simply not
needed, and are therefore potential security problems. The best way to protect
yourself from security problems dealing with a service that you don’'t need is
simply to not run the service. The following section eliminates as many of the
normally unneeded services and their respective start-up scripts as possible. As
with anything, however, please use your experience and common sense — don’t
disable a service that you are going to use (whether recommended or not).

The easiest way to accomplish the basic task of removing these servicesisto run
the script that you’ ve been provided (and is reproduced at the end of this
document). Again, this script is not a panacea— some things will be turned off or
removed that you may want for your installation. Likewise some things may be
left enabled that, through your experience, you feel you simply don’t need and
would rather do without.

While the script is documented to explain what it isdoing as it goes aong, |
recommend that you read through the script carefully to understand what it is
doing before running it. That way, if you disagree with any of the services or files
that it is set to remove, you can comment that section out of the script.
Alternatively, you can do each of the steps listed within the script manually.

Fine Tuning the OS Security

Some things yet need to be done that cannot be automated in a script, or are perhaps
better |eft to be done manually. These steps are detailed below.

1. Remove (or comment out (using #)) the following line from/ et c/i ni tt ab:
sc:234:respawn:/usr/lib/saf/sac -t 300
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2. Edit the /et c/ passwd file, and make/ dev/ nul | the shell for all non-root users
left after running the post-install script provided (assuming you’ ve created no
other accounts yet, and not including the account you created for yourself). Do
not leave the shell field blank —add / dev/ nul | asthe shell for added security.

3. Editthe/ et c/ vf st ab file, and change the mount options on the filesystems other
than root (/). The rule of thumb is that normal UFS filesystems (n/i root) are
mounted either read-only or no-suid. Asthe/ usr filesystem has all of the suid
files, it should be mounted read-only. The remainder of the files systems should
be mounted nosuid. Below isan example / et ¢/ vf st ab file:

#device device mount FS fsck mount  mount

#to mount to fsck point type pass  atboot options

#

#/dev/dsk/c1d0s2 /dev/rdsk/c1d0s2 /usr ufs 1 yes -

fd - /dev/fd fd - no -

lproc - lproc  proc - no -

/dev/dsk/c0t0d0s3 - - swap - no -

/dev/dsk/c0t0d0sO /dev/rdsk/cOt0d0sO / ufs 1 no -
/dev/dsk/c0t0d0s6 /dev/rdsk/cOt0dOs6 usr ufs 1 no ro
/dev/dsk/c0t0d0s1 /dev/rdsk/cOt0dOsl Ivar ufs 1 no nosuid
/dev/dsk/c0t0d0s7 /dev/rdsk/cOt0dOs7 /home ufs 2 yes nosuid
/dev/dsk/c0t0d0s5 /dev/rdsk/c0t0d0s5 /opt ufs 2 yes nosuid
/dev/dsk/c0t0d0s4 /dev/rdsk/cOt0d0s4 {usr/local ufs 2 yes nosuid
swap - ftmp  tmpfs - yes -

4. Create root’s home directory:
a. createthedirectory / r oot .
b. Change permissionsto 400.
c. Editthe/ et c/ password file and change root’s home directory entry.

5. Editthe/ et c/ sysl og fileto add the LOG_AUTH functionality. Add the

following line:
auth.info

[ var/1 og/ aut hl og
6. It'srecommended that you create a script to rotate these log files on aregular
basis. Reference/ usr/1i b/ newsysl og asan example.

7. You do not need to run the sendmail daemon, as seemsto be the thinking of those
who create the installation programs. Eliminating sendmail from the startup
scripts has already been accomplished (viathe post _i nst al | . sh script you were
provided). However, for the system to be able to maintain some semblance of
email sanity, even if it'sonly cr on sending mail to root on a nightly basis, you
need to run sendmail on a periodic basis; since we aren’t running the daemon, we

need acr on entry, asfollows:
0 * * * * Jusr/lib/sendmail —q

It is highly recommended that you also replacethe/ et c/ mai | / sendmai | . cf file
with the one provided in Appendix C.
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Note: Please keep your version of sendmail current. For this reason, it may be
beneficial for you to use the Open Source version, as opposed to the Solaris
version, which can be dlightly behind. The Open Source version is available from
http://www.sendmail.org.

8. Create (or modify) thefile/ et c/ not d to display the current Department of
(Office of ) statutory warning. Y ou can get the wording for this from the
Office of :

9. Turn on EEPROM-level security, and set the EEPROM password:
a. eeprom security-node=conmand

b. thiswill ask you for a password: enter the eeprom security-password (do
NOT use the same password asis used for the root account)
c. Immediately write down the EEPROM password. Use the same form
(Appendix B) used to record the root password.
d. Seal the envelope, and hand-carry the sealed envelope to the Office of
for storage in the DP Manager's safe.

10. Edit thefile/ et ¢/ def aul t /| ogi n, and uncomment the line that reads:
#umask=022

11. Edit thefile/ et ¢/ def aul t /i net i ni t , and change the entry there to read as

follows:
TCP_STRONG | SS=2

12. Edit thefile/ et ¢/ def aul t / passwd to turn on password aging, making the

following changes:
MAXWEEKS=6
M NVEEKS=2

L eave the PASSLENGTH setting asit is.

13. It is highly recommended that you obtain, install, and configure the TCP
Wrappers software and the SSH software. These both will be addressed with
detailed installation & configuration instructions separately.

Backup

Do acomplete level-0 backup on the entire system. Y ou can put it all on one tape
or use a separate tape for each filesystem, depending on your preference.
Replicate the tape(s), and maintain one (set) on site (locked up), and a second at
your off-site storage facility.
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Appendix A: Post Installation Script (post_install.sh)
#!/ bi n/ sh

HHHHH

# Set a few variabl es
HHtHHH

ECHO=' / usr/ ucb/ echo -n'

LOGFI LE="/var/ adni | og/ post __install .l og"
NFS_PRESERVE=

RVE' Jusr/bin/rm-f'

CP='/usr/ bi n/cp'

Mv="/usr/ bi n/ m/'

REMOVED=' / et ¢/ . REMOVED

BLANK=' echo " "'

HHHBH

# Housekeeping: get/verify OS version; check for existing logfile; verify that
# root is running the script; create save directory

Hit###

OSV="unane -r°

if [ $OSV I= "5.8" ]; then
echo "This script is intended for Solaris 8 (SunCs 5.8)."
echo "You are at the wong OS Version; bailing."
exit 1

fi

if [ -f $LOGFILE ] ; then
echo "$LOGFI LE al ready exists; this could indicate that the script”
echo "has already been run, or that it did not conplete cleanly on a previous run."
echo "Pl ease check and clean this up, and restart the script if warranted."”

exit 1

fi
if [ -x fusr/bin/id ]
t hen

eval “/usr/bin/id | /usr/bin/sed 's/[”a-z0-9=].*//""

if [ "${uid:=0}" -ne 0]

t hen
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Appendix A: Post Installation Script (post_install.sh)

echo "$0: Only root can run $0"
exit 1
f
el se
echo "$0: can't check user id."
exit 1
f

if [ -d $SREMOVED ] ; then
echo "$REMOVED directory al ready exists; cannot continue."
echo "Pl ease resolve this conflict and re-run this script."”

exit 1
el se
[fusr/bin/nkdir /etc/.REMOVED
f
HHHBH
# Preserve a list of filenames fromthe /etc/rc[013].d directories, just in case
Hit###
$ECHO "preserving a list of filenames from/etc/rc[013].d directories..." | tee -a $LOGFI LE
Is -la /etc/rc[013].d > /etc/rcOl13 files_list
echo "done." | tee -a $LOGFILE

echo "(this can be found in /etc/rc013 files list)" | tee -a $LOGFI LE
$BLANK; $BLANK

#Hit##
# Check to make sure the sysadmi n doesn't want to run an NFS server
Hit###

echo "WIl you be running the NFS service on this box (NOT recommended)? [n]"
read NFS_PRESERVE
case $NFS PRESERVE in
y|Y) echo "You said yes; the NFS Server startup script will be preserved." | tee -a $LOGFILE
$CP /etc/rc3.d/ S15nfs. server /etc
NFS_PRESERVE="YES"

*) echo "the NFS Server startup script will be renpved." | tee -a $LOGFI LE

esac
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$BLANK; $BLANK

HHe#HH

# Renove the startup scripts from/etc/rc[013].d

HitHH#

$ECHO "renpving startup scripts from/etc/rc[013].d ..." | tee -a $LOGFI LE
$RM /etc/rc[013].d/*

echo "done." | tee -a $LOGFILE

$BLANK; $BLANK

HHe#HH

# Put the NFS Server startup script back, if preserved

HiHH#

if [ $NFS_PRESERVE = "YES" ]; then
$ECHO "restoring the NFS Server startup script..." | tee -a $LOGFILE
$MW /etc/ Sl5nfs.server /etc/rc3.d
echo "done." | tee -a $LOGFILE

$BLANK; $BLANK
f

Hit###

# Turn off autoconfiguration startup scripts

Hit###

$ECHO "turni ng of f autoconfiguration capability ..." | tee -a $LOGFI LE

for file in S30sysid.net S7lsysid.sys S72autoinstall; do
$W /etc/rc2.d/$file /fetc/rc2.d/. NOsfile

done
echo "done." | tee -a $LOGFILE
$BLANK; $BLANK
Hit##
# Turn off NFS related |inks
HH#HH
if [ $NFS_PRESERVE != "YES" ]; then
$ECHO "turning off NFS related links ..." | tee -a $LOGFILE
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for file in K'nfs.server S73nfs.client S74autofs *cachefs*; do
$W /etc/rc2.d/$file /etc/rc2.d/.NCsfile
done
echo "done." | tee -a $LOGFILE
$BLANK; $BLANK
f

HHHH#

# ...RPCIlinks

HHHH#

$ECHO "turning off RPC related links ..." | tee -a $LOGFILE

for file in S76nscd; do

$W /etc/rc2.d/$file /etc/rc2.d/.NCsfile
done
echo "done." | tee -a $LOGFILE

#### note that S71lrpc was originally included in abv list; renmoved (and |eft enabl ed
#### during startup) so that the Desktop Login will continue to work (there is a probl em
#### with the DT Message Server (apparently needing RPC) without this.

$BLANK; $BLANK

Hit#

# ...volume nanagenent

HH#HH

$ECHO "turning of f volunme managenent ..." | tee -a $LOGFILE
$MW /etc/rc2.d/ S92vol ngt /etc/rc2.d/. NOS92vol ngt

echo "done." | tee -a $LOGFILE

$BLANK; $BLANK

HiHH#

# ...and Sendmmil & expreserve

HH#HH

$ECHO "turning off sendnail and expreserve ..." | tee -a $LOGFI LE
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$W /etc/rc2.d/ S88sendmai |l /etc/rc2.d/.NOS88sendmi
$W /etc/rc2.d/ SBOPRESERVE /etc/rc2.d/ . NOSS8OPRESERVE
echo "done." | tee -a $LOGFILE

$BLANK; $BLANK

Hit###

# Check the default system UMASK; fix if necessary

HHHBH

echo "checking systemdefault umask ..." | tee -a $LOGFI LE

/usr/bin/grep "CMASK=022" /etc/default/init
if [ $2 -ne 0 ]; then
echo "Your default system umask value is *NOT* 022; change it (H GHLY recomrended)? [y]"

read CHGVBK
case $CHAWSK in
NN
echo "default system umask val ue not set/changed." | tee -a $LOGFI LE
$BLANK; $BLANK
*) "

echo 'ummsk 022" > /etc/init.d/ umask. sh
chmod 744 /etc/init.d/ umask. sh
for dir in /etc/rc?.d; do
In -s ../init.d/ umask. sh $dir/ SOOunmask. sh

done
echo "default system umask changed to 022." | tee -a $LOGFI LE
$BLANK; $BLANK
esac
el se
echo "default umask is fine (022)." | tee -a $LOGFILE

$BLANK; $BLANK
f

Hit###

# Set tunable INET paraneters to add network protections

HHHHH

$ECHO "setting tunabl e paraneters for TCP/IP interface ..." | tee -a $LOGFILE
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cat <<EOF> /etc/rc2.d/ S69inet-b

/usr/sbin/ndd -set /dev/tcp tcp_conn_req_max_q0 8096
/usr/sbin/ndd -set /dev/tcp tcp_ip_abort_cinterval 60000
/fusr/sbin/ndd -set /dev/ip ip_ignore redirect 1
/usr/sbin/ndd -set /dev/ip ip_send redirects O
/usr/sbin/ndd -set /dev/ip ip_ire_arp_interval 60000
/usr/sbin/ndd -set /dev/arp arp_cleanup_interval 60000
/fusr/sbin/ndd -set /dev/ip ip_forward_src_routed O
/fusr/sbin/ndd -set /dev/ip ip_forward_directed _broadcasts O
/usr/sbin/ndd -set /dev/ip ip_forwarding O

/usr/sbin/ndd -set /dev/ip ip_scrict_dst _multihomng 1
EOF

/usr/bin/chmod 744 [etc/rc2.d/ S69inet-b

/usr/bin/chgrp sys /etc/rc2.d/ S69inet-b

echo "done." | tee -a $LOGFILE

echo "(see /etc/rc2.d/ S69inet-b for details)." | tee -a $LOGFI LE
$BLANK; $BLANK

HHe#HH
# Renove /etc/init.d/inetsvc (and /etc/rc2.d/ S72i netsvc), and repl ace
# wth scal ed down version

HitHH#

echo "Replacing /etc/init.d/inetsvc script -- note that once this step" | tee -a $LOGFILE

echo "is completed, you will no longer be able to telnet/ftp to this nachine" | tee -a $LOGFI LE
echo "unless/until you install and configure SSH " | tee -a $LOGFILE

$BLANK

$ECHO "Moving old file ..." | tee -a $LOGFILE

$W /etc/init.d/inetsvc /etc/init.d/ OLD netsvc
$W /etc/rc2.d/ S72i netsvc /etc/rc2.d/. NOS72i net svc

$ECHO "creating new file ..." | tee -a $LOGFILE
cat <<EOF> /etc/init.d/inetsvc
#!/ bin/sh
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/usr/sbin/ifconfig -au netmask + broadcast +

if [ -f /usr/sbin/in.naned -a -f /etc/named.boot ] ; then
[usr/sbin/in.named
echo "starting internet dommi n nane server."

f

#ncastif="unanme -n

#echo "Setting default interface for nulticast: \c
#/ usr/sbin/route add -interface \

# -net mask "240.0.0.0" "224.0.0.0" "$ncastif"

# Run inetd in "standal one" nmode (-s flag)
#/ usr/sbin/inetd -s
EOF

In /etc/init.d/inetsvc /etc/rc2.d/ S72i netsvc

echo "done." | tee -a $LOGFILE
$BLANK; $BLANK

HHe#HH

# Sone final cleanup steps: renmoving NFS services, cleaning
# up the password file, crontabs, etc.

Hit#

$ECHO "cl eani ng up enpty/unused crontab files (adm Ip, & sys) ..." | tee -a $LOGFILE
cd /var/spool /cron/crontabs

$RM adm | p sys

echo "done." | tee -a $LOGFILE

$BLANK; $BLANK

echo "cleaning out the /etc/passwd file ..." | tee -a $LOGFILE
for user in uucp nuucp admkp sntp listen; do

[ usr/bin/passnmgnt -d $user

echo "$user renpved from/etc/passwd" >> $LOGFI LE
done
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echo "...done." | tee -a $LOGFILE
$BLANK; $BLANK

$ECHO "renoving the inetd.conf file..." | tee -a $LOGFI LE

$MW /etc/inet/inetd.conf $REMOVED

$RM / et c/ i net d. conf

echo "done." | tee -a $LOGFILE

$BLANK

echo "/etc/inet/inetd.conf was noved to $REMOVE, and /etc/inetd.conf was deleted;" >> $LOGFI LE

echo "if this file is needed |later, restore to /etc/inet, and link /etc/inetd.conf to that." >> $LOG-I LE
$BLANK; $BLANK

if [ NFS_PRESERVE != "YES' | ; then
$ECHO "cl eaning out NFS files in /etc..." | tee -a $LOGFILE
$MW /etc/auto_* $REMOVED
$MW /et c/ df s/ df st ab $REMOVED
echo "... done." | tee -a $LOGFILE
$BLANK
echo "/etc/auto_* and /etc/dfs/dfstab were noved to $REMOVE" >> $LOGFI LE
$BLANK; $BLANK
fi

HiHH#

# Enable/fix |ogging (syslog events to be sent to AUTH LOG failed | ogins)

HiHH#

$ECHO "Creating /var/log/authlog ..." | tee -a $LOGFILE

/usr/bin/touch /var/log/authlog && /usr/bin/chown root /var/log/authlog & /usr/bin/chnod 600 /var/| og/ authl og
echo "done." | tee -a $LOGFILE

echo "(This will allow the syslog utility to log events to the LOG AUTH facility)." | tee -a $LOGFI LE

$BLANK; $BLANK

$ECHO "Creating /var/admloginlog ..." | tee -a $LOGFILE

/usr/bin/touch /var/adnf | oginl og & /usr/bin/chown root /var/adnil oginl og
/usr/bin/chgrp sys /var/adm | oginlog & /usr/bin/chnmod 600 /var/adni | ogi nl og
echo "done." | tee -a $LOGFILE

echo "(This will capture failed logins.)" | tee -a $LOGFILE

$BLANK; $BLANK
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HitHH#

# M scel | aneous

HHe#HH

$ECHO "Creating /etc/ftpusers file ..." | tee -a $LOGFILE

/usr/bin/touch /etc/ftpusers
for user in root daenmon bin sys nobody noaccess nobody4 uucp nuucp admlp sntp |isten; do
echo $user >>/etc/ftpusers

done

/usr/bin/chown root /etc/ftpusers &% /usr/bin/chgrp root /etc/ftpusers & /usr/bin/chnod 600 /etc/ftpusers
echo "done." | tee -a $LOGFILE

echo "(see /etc/ftpusers file for a list of those accounts now denied FTP access)." | tee -a $LOGFILE

$BLANK; $BLANK

$ECHO "Renpvi ng .rhosts support from/etc/pamconf ..." | tee -a $LOGFILE

fusr/bin/grep -v rhosts_auth /etc/pamconf > /etc/pam new

$MW /et c/ pam new / et ¢/ pam conf

/usr/bin/chown root /etc/pamconf && /usr/bin/chgrp sys /etc/pam conf && /usr/bin/chnod 644 /etc/pam conf
echo "done." | tee -a $LOGFI LE

$BLANK; $BLANK

echo "Do you want to di sabl e Stop-A abort sequence (recomended if physical security is weak/lacking)? [y]"

read STOPA
case $STOPA in
n| N) |
echo "Stop-A abort sequence will be preserved"
5
$ECHO "di sabling Stop-A abort sequence ..." | tee -a $LOGFILE

/usr/bin/sed 's/"#KEYBOARD ABORT=di sabl e/ KEYBOARD_ ABORT=di sabl e/ g' \
/etc/default/kbd > /etc/default/kbd. new

$MW /etc/defaul t/kbd. new /etc/default/kbd

/usr/bin/chown root /etc/default/kbd &% /usr/bin/chgrp sys /etc/default/kbd

/fusr/bin/chmod 444 /etc/defaul t/kbd

echo "done." | tee -a $LOGFI LE

esac
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$BLANK; $BLANK

$ECHO "editing /etc/systemto try to prevent sonme |og buffer overrun attacks ..." | tee -a $LOGFILE
$CP /etc/system /etc/system bak

if [ -r /etc/systembak ]; then

cat <<EOF>> /etc/system

* Attenpt to prevent and | og stack-smashing attacks
set noexec_user_stack =1

set noexec_user_stack log =1

EOF

fi

echo "done." | tee -a $LOGFILE

$BLANK; $BLANK

#Hit##
# Final deanup
Hit###

/usr/bin/chown root $REMOVED && /usr/bin/chgrp root $REMOVED && /usr/bi n/chmod 400 $REMOVED

cat <<EOF | tee -a $LOGFI LE
Fi ni shed with autonated post-install hardening.
Pl ease continue manually with your checklist.

Not es:

1. Files removed from/etc/rc[013].d can be re-linked to their originals in /etc/init.d,
if necessary. These files were not pernanently del eted.

2. Files renoved fromthe /etc directory are preserved in /etc/. REMOVED (node 400).

3. Files renoved from/etc/rc2.d were hidden within the sane directory (renaned
to .NO[filenane}).

4, Details of this install process can be found in $LOGFI LE.

Reboot now.
ECF
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exit O
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Appendix B: Password Form

US Department of , Office of

Server ldentification & Password Form

M achine hostname:

|P Address:

L ocation (Physical):

EEPROM Password:

Superuser (root) password:

System Administrator Name:

System Adminstrator Signature:

Date:
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# Mnimal client sendmail . cf

### Defi ned nmcros
# The nanme of the nmmi|l hub — PUT APPRORI ATE HOSTNAME FOR YOUR SI TE HERE!! !'!
DRnmi | host

# Define version
V8

# From whom errors shoul d appear to be
DnMai | er - Daenon

# Formatting of the UNIX fromline
D From $g $d

# Separators
Do.: %@ "=/[]

# From of the sender’s address
Da<$g>

# Spool directory
OQ usr/ spool / myueue

### Mailer Delivery Agents

# Mailer to forward mail to the hub machine

Mhub, P=[I PC], S=0, R=0, F=nDFMUCX, A=IPC $h

# Sendmai |l requires these, but are not used

M ocal, P=/dev/null, F=rlsDFMmuP, S=0, R=0, A=/dev/null
Mprog, P=/dev/null, F=l sDFMeuP, S=0, R=0, A=/dev/null

### Rul e sets — WH TE SPACE BETWEEN COLUWNS MUST BE TABS!!!!

SO

R@+ $#hub $: M ssing user nane

R$+ $#hub $@R $: $1 forward to hub

S3

R$* <>$* $n handl e <> error address
R<$* >$* $2 basi ¢ RFC822 parsi ng
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