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Introduction

Presented with an msrll.zip file that contains a piece of unknown malware, |
analyze the malware to determine use and purpose from the behavior and
contents. The examination begins from a cursory analysis of the file, followed by
a behavior analysis, and finally with a code level analysis.

Laboratory Setup

| use a compact but expandable system for analysis. It is set up for maximum
flexibility and minimum collateral damage. The following include:

Host Environment VMware Guests

Shuttle xPC model SN41G2 FreeBSD 4.7-RELEASE
Windows XP Pro W!ndows 98 Second Edition
DVD-ROM Windows XP Pro SP1

3.5” floppy

Athlon 2100+

512 MB RAM

160 GB Western Digital WD1600JB
120 GB Samsung SV1204H

Description

This small form-factor PC is portable and expandable, which is why | chose it
over any laptop. It also includes a legacy RS-232 serial port (uncommon on
recent consumer hardware). This serial port is handy for logging on to a server
with a serial connection instead of using a network connection. This machine’s
features include typical onboard network, dual video adapters, PCI slot, USB 2.0,
and IEEE 1394 (firewire). The DVD-ROM currently uses the 5.25” bay, but it
may be removed for imaging drives easily.

To isolate any behavior and possible damage | use VMware’s Workstation®. |
have multiple VMware images for testing: Windows 98 Second Edition, Windows
XP Professional, and FreeBSD 4.7. An original version is archived, and ready to
update with the latest patches available. If for some reason | want to try an
original version, | can use the archived image instead.

! VMware workstation product information and trial download:
http://www.vmware.com/products/desktop/ws_features.html
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The 160 GB drive is formatted NTFS and is used for the Windows XP host
operating system, as well as storage for the VMware images. The 120 GB drive
has wiped by the command dd i f =/ dev/ zer o of =/ dev/ hdc which copies a zero
bit over each one on the drive. It is then formatted with ext2fs using default
settings. This 120 GB drive is only used for working storage during imaging and
mounting of images during testing.

For this analysis, | installed useful ports and software utilities (see Table 1)
before moving the virtual machine to the host only network.

VMware Workstation on the host computer uses a virtual switch in Host-Only
Mode to allow the target server and both test clients to communicate in an
isolated environment. The clients also use a gateway of 192.168.242.2, but the
host is not configured as a gateway. Internet addresses are assigned by the
VMware’s DHCP server and represented in Figure 1.

To move log files and the specimen to the environment, | temporarily plug the
host XP machine into a live hub (while still clean), and download the specimen to
the host onto the desktop. Any new files needed, and any interaction between
the host and the guest machines will be used via the physical floppy drive, if only
for the convenience of not adding network activity to the lab environment. After
downloading of the specimen to the host computer, the network cable is
completely removed to keep the lab as isolated as possible.

Server Client Client
FreeBID 4.7 Windows 98 SE Windows XP
Eigg-igggigég?g (192.163.242.1517 || (192168 242.134)
Host
Hindows TP
(192 15 242 2)
Figure 1

FreeBSD Image

The FreeBSD image provides a comfortable environment to begin analysis of a
system or software®. | also use this image for any server side needs and for
monitoring the virtual network. A generic kernel was used and all third party
software is installed from the / usr/ ports system. Appendix A contains the

% Instructions for obtaining, installing, and using the ports system with FreeBSD is available at
http://www.freebsd.org/handbook/
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output of the dmesg command, which shows what hardware was detected by the
init process upon boot.

Sof t war e Version | Platform | Description

Bl ND8 8.3.6 Fr eeBSD conmonl y used DNS server
Bi t chX 1.1 Fr eeBSD conmonly used | RC client
ircd-hybrid|7.0.2 Fr eeBSD conmonl y used | RC server

3.77 Fr eeBSD utility to scan the network
1.10 2 Fr eeBSD utility to read and wite
- data across the network
openssl 0.9.7e_1 | FreeBSD opensource tool kit for SSL
2 2.0 Fr eeBSD ut|Ity.f0r netmnrk i ntrusion
detection and sniffing

nmap

net cat

snort

FreeBSD -
unzi p 5 51 and ;Jit:Ie;tyto extract from.zZIP
W ndows
Fi | enon 6. 12 W ndows utility to nonitor file
activity
| DAPr o 4.52 W ndows ?: ls:zsenbl er for executable
a1 ydbg 1.10 W ndows debugger for executable files
a | ydnp 2 21p W ndows ?: Iug-| n to dunp a process to
Regnon 6. 12 W ndows utility to nonitor registry
activity
TDI non 1.01 W ndows utility to nonitor network
activity
VMnar e 4 52 W ndows virtual machine engine to

Wor kst ati on i solate the test environnment

Table 1

Windows XP Pro Image

The primary testing image | use is a Windows XP Professional Service Pack 1
installation. | installed Regmon, Filemon, and TDImon from Sysinternals®. These
utilities can monitor various aspects of the testing image as it changes. For
binary analysis, | have installed Ollydbg* for debugging. In the code analysis |
also make use of Ollydump, a plug-in for Ollydbg that allows me to dump process
to a file. All defaults were used when installing. A list of hardware and drivers
used on this machine is included in Appendix A.

Windows 98 Second Edition Image

The secondary test image is a Windows 98 Second Edition image patched to the
latest, with the same software installed as the Windows XP image. This image is
handy to test for different behavior that | may find on an older system. This

® These and many other useful tools are available at
http://www.sysinternals.com/ntw2k/utilities.shtml
* The Ollydbg homepage is at http://home.t-online.de/home/Ollydbg/
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image is less useful for debugging than Windows XP, as there are less known
anti-debugging tricks®. As with the other guest operating systems, the System
hardware listing, is included in Appendix A.

Properties of the Malware Specimen

| begin the analysis in the FreeBSD virtual machine, so | can examine the binary
file in a comfortable and clean environment. First, | format a standard floppy,
copy the binary file to the floppy, and move the write-protect tab to the read-only
setting. This extra precaution helps me keep the original file intact while testing
with different machines.

Now that | have the file on a floppy, | enable the floppy drive for the virtual
machine, boot up the FreeBSD virtual machine, and put the floppy in my virtual
lab’s floppy drive. Once I login, | mount the floppy read-only, then copy and
verify the binary file. | also run the file command on the zip file and its contents
to ensure the files match their extensions. Figure 2 shows the commands and
their results. It appears to be a Microsoft Windows Portable Executable file. One
thing | see immediately that the file size did not change much while zipped, so it
is likely that the file is compressed or encrypted in someway already.

mount -t msdos -o ro,noexec,nodev,noatime sdev/fdB ~rmt-/floppy
file ~rmt-/floppysMsrll.zip
rntsfloppysmsrll.zip: Zip archive data, at least v2.8 to extract
unzip srmt-/floppyusmsrll.zip
rchive: ~srnt-floppy-msrll.zip
[#rmt-floppy-msrll.zip]l msrll.exe password:
inflating: msrll.exe
iHfile msrll.exe
srll.exe: MS Hindows PE Intel 88386 GUI executable wnot relocatable
ils -1 srmt-/floppyusmsrll.zip
ruxr-xr-x 1 root wheel 39188 Nov 28 13:21 -rnt-/floppysmsrll.zip
itls -1 msrll.exe
ru—-r——r— 1 root wheel 41984 May 18 ZHH4 mMsrll.exe
HmdS srmt/floppy msrll.zip
D5 (/vntsfloppysmsrll.zip) = B96c78651244bladB363a4HBa23d48ef
HMdS mMsrll.exe
D5 (Msrll.exe) = 84acfe96a98598813413122c12cllaaa

Figure 2

As nothing appears out of the ordinary, | examine this file with the strings
command to pull out any labels or other human readable strings of characters. If
| find an interesting string, | can use that information to analyze the file in further
detail. Potentially interesting ones are included below. During the code analysis
| uncover more strings, which are included in Appendix B. Also during the code

® Cerven, p 96
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analysis, | find that this binary is packed with Aspack to both compress and hide
the actual code.

I This program cannot be run in DOS node.
Virtual Al'l oc

Vi rtual Free

ker nel 32. dl |

Exi t Process

user 32. dl |
MessageBoxA
wsprintfA

LOADER ERROR

The procedure entry point % could not be located in the dynamic |ink
library %

The ordinal % could not be located in the dynanmic link library %
ker nel 32. dl |

Get Pr ocAddr ess

Get Modul eHandl eA
LoadLi braryA

advapi 32. dl |

nmsvcert. dl |

nmsvert. dl |

shel | 32. dI

user 32. dl |

version. dl |

wi ni net.dl |

ws2_32.dl |

Adj ust TokenPri vi | eges
_itoa

__get mai nargs

Shel | Execut eA

Di spat chMessageA

Get Fi | eVer si onl nf 0A

I nt er net Cl oseHandl e
WEAGet Last Err or

These strings extracted from the malware tell me very little about our specimen.
The dll references hint at what | should expect from the malware, though they
seem fairly generic. The potentially interesting strings are in Table 2 below.

File Pur pose

Advapi 32. dl | Access the registry

Msvcert. dl | M crosoft C Runtime Library
shel | 32. dl | Command i nterface

Wi ni net. dl | Wn32 Internet library

ws2 32.dl | W n32 socket library version 2
Table 2
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The key file properties of our msrll.exe malware are:
e File type: M5 Wndows Aspack Executable Program
e Size: 41,984 bytes

e NMi5sum 84acfe96a98590813413122cl2cllaaa

Behavioral Analysis

To examine the behavior of this binary, | use my Windows XP virtual machine. |
use Regmon, Filemon, and TDImon tools from Sysinternals to analyze the
registry, file, and network activity respectively. These utilities start logging
automatically, and | save their output to a floppy by clicking on the floppy icon.
These logs files are then saved independently of the machine so | can revert to a
clean state without losing my logs.

| place the nsri 1. exe on the virtual machine in the C:\ SPECI MEN\ folder via
another standard floppy. | use the cnd command prompt to run the file with the
full path. This allows for command-line arguments and watching for any output to
the console.

To minimize polluting the logs with access of the other monitoring tools, | create
a snapshot before executing the malware and running each test independently.

Although this results in different process ID numbers, | can focus on the process
itself instead of the monitoring tools tracking themselves.

On the FreeBSD server, | create a logging folder to isolate all snort logging in
/usr/local /test/mal-01/. |starta snort process with the following command to
records any network traffic and highlight known traffic signatures.

sort -vd -I /usr/local/test/mal-01/ | tee /usr/local/test/mal-01.1o0g

The -v flag enables verbose mode, the -vd flag enables headers and application
data® and the -I flag’ logs to the new directory. Then the standard output is
piped through the tee command to display the standard output to the screen as
well as the mal - 01. | og file. This will provide a complete log of the network traffic,
when TDImon only shows connection information of the host it is running on.

® Snort sniffing mode flags described at http://www.snort.org/docs/snort_manual/node4.html
" Snort logging flag described at http://www.snort.org/docs/snort_manual/node5.html|
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Registry Activity

Regmon shows a large amount of activity, so | will focus on the key areas. The
first item that catches my eye is the creation of a service, highlighted below at
time offset 2.16355542 in Figure 3. Windows XP uses services to run on the
system level independent of any active user.

B regmon-xp.LOG - Notepad g@@

File Edit Format Wew Help

msrll.exe:760  Closekey HELMYSysTemyCurrentcontrol sethControl\yoomputer MamehAcT Ivecomput ername  SUCCESS Key: OXELDECA
msrll.exe:760  Closekey HELMYSysTemyCurrentcontrol sethContr ol \Computer Mame SUCCESS Key: OXELSAQ570

services, exei660 openkey HELMYSystemyCurrentControlsetiservices SUCCESS Key: OxXELSAQ570

services, exei660 Createkey HELMYSysTemyCurrentcontrol sethservcesimfm SUCCESS Key: OXELOECLSO

sarvices, exei660 Closekey HELMYSysTemyCurrentcontrolsethservices  SUCCESS Key: OxELSAQ570

sarvices, exei660 setvalue HELMYSysTemyCurrentcontrolsethservicasi\mim\Type SUCCESS 0x120

sarvicas., setvalue HELMYSysTemyCurrentControl setyservicasimimistart SUCCESS 0x2

serv1ces. Setva]ue HELMY SystemCurrentControlset Serv1ces\mFm\ErrUrCDmtrUT SU

emyCurrentControls gmtm'lmﬂqﬂpir,

sarvices. SEtV&l ue HELMSystemyCurrentControlset SEF"V'ICES

m playhame  SUCCESS enhanced drive
services. exe:660 CreateKey HKLM\SystEm\CurrentCUntrUTSet\serv1ces\mfm\securwty SUCCESS Key OxELACLSAS
services. exe:660 setvalue HELMYSystemyCurrentControl sethservicasiymimysecur ity security SUCCESS 01 00 14 80
services. exe:660 Closekey HELMYSystemyCurrentcontrolsethservices\mimySecurity SUCCESS Key: OxELAOLIAS
services. exe:660 setvalue HELMYSystemhCurrentControl sethServicesiymfmyohjectname SUCCESS "Localsystem"
services. exe:660 Flushiey HELMYSystemiCurrentControlsetiservices ymfm SUCCESS Key: OxELOECLSO
services. exe:660 Closekey HELMYSystemhCurrentControlsetyServices mfm SUCCESS Key: OxELOECLSO
msrll. exe:760 Openkey HKLMMIOFTWAREWM cros of thwindows \CurrentversiontshellCompatibiTityhapplicationsimsr 11, exe MOT!
msrll.exe:760  Createkey HELMYSOFTWAREYMT cr osoft\Cryptography s RNG SUCCESS Key: OxE1O0EC1SO o
< »

Figure 3

In Figure 4, | see the first msrll.exe process (process ID =760) start a second
copy of itself (process ID=252).

- Notepad

File Edit Format Wew Help

. 55692330 msrll.exe:
. 55694344 msrll.exe:
. 55698001 msrll.exe:
. 55708030 msrll.exe:
. 55708902 msrll.exe:

aueryvalue HrCUNsoftwareymicrosofthwindows swCurrentversjomeExplorersshell FoldershCache &
aueryvalue HrCUNsoftwareymicrosof thwindows\CurrentversjomExplorerishell FoldershcCache
Closekey HrCUssoftwareymicrosof thwindows\CurrentversionExplorerishell Folders SUCE
openkey HeLMysoftwarevpoliciessmicrosofthwindowshsafersCodeldentifiers SUCCESS Key: OxELELE
quaryvalue HELMysoftwarespoliciesimicrosoftiwindows safer Coderdent ifiershLogrilaname

1 P 1 1 1 1 P

L 55712639 5 H Closekey HELMysoftwarevpoliciessmicrosofti\windowshsafervCoderdentifiers sSOCCESS Key:

L 55716942 5 H openKey HELMY SysTemyCurrentcontrolsethControlihsafegoothoption  MOTFOUND

. 55721523 openke: HKLM\SDFtware\MTcrusuft\W1ndDws NT\Currentvers1Un\Ima-e File Execution optionsymsrll
; CE!

La6471172 B Closekey Laxna e

. 564 7B463 . : Closekay HKCR\exeF11e SUCCESS Key: OxE1337578

. 56544617 5 5 Closekay HKU SUCCESS Key: OxELSAZDZE

L 56793755 . : openkey HELMYSystemhwCurrentControlSethControlhTerminal Server SUCCESS Key: OxELSA3D28

. 56797610 . : queryvalue HELMY System\CurrentControl sethControl Terminal server\TSAppCompat SUCC
. 56809483 R : Closekey HELM\System\CurrentContralseth\ControlyTerminal Server SUCCESS Key: OxE15AZ
. 56811047 R : Closekey HELMN SoftwareimicrosofthyCom3 SUCCESS Key: OxE10FASEO

. 56815680 5 5 Closekey HELM\SoftwarehClasses SUCCESS Key: OxE197A648

i€

Figure 4

| also see what appears to be enumeration of Internet settings. This could be a
natural side effect of typical network traffic. Highlighted below in Figure 5, | see
Internet cache entries being set by the new msrll process.
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B regmon-xp.LOG - Notepad Q@gj
Fil= Edt Format Wew Help

3. 73194303 msri1l. : openkey HELMYSoftwareiwmicrosoftiwindows\CurrentversionhInternet settings\Cache\Paths\Pathl A
3. 732003209 msri1l. : openkey HkLMAySoftwaretmicrosoftiwindows\CurrentversioniInternet settingshCachelpathsipathz
3.73204695 R : Openkey HeLMwSoftware\Wicrosoftywindows \CurrentversionhInternet Settings\Cache\Paths\Path3
3.73208327 R : OpenKey HrLMySoftwaredMicrosoftiwindows\CurrentversioniInternet settingshCache\Paths\Pathd

3 HKLM\Sthwa KX ) AV ke, Path<

3. 73254310 B T 2
3.73257719 5 H HELMYsoftwareyMicrosof thwindows \CurrentversjonmInternat sett1ngs\cache\Path=

3.73260512 5 H Closekey HKLMYSoftwaresmicrosof twindows CurrentversiomyInternet settingshCachevpathsz g
< >
Figure 5

| also see this process examine network settings in the registry. Figure 6 shows
the new process checking DNS client settings then successfully finding the
hostname.

File Edit Format Wew Help

2722 . 9894 5983 svchost. exe:1292 queryvalue HELMYSYSTEMANCUrrentControlsethseryi ceshTepipiParametersiInte A
2723 . 98945386 svchost. exe:1292 queryvalue HELMYSY STEMANCUrrentControl sethseryi ces\TepipiParametersiInt:

L 98950565 svchost. exe:1292 queryvalue HELMYSY STEMANCUrFentControl sethseryi ces\TepiphParametersyInt:

. 98952660 svchost. exe:1292 queryvalue HELMYSY STEMANCUrFentControl sethseryi ceshTepiphParametersiInt:

L 98959309 sychost. exe:1292 Closerey HELMYSYSTEMNCUrrentControlsethseryi cesh\TepiphPar ametarsyInt:

. 99084965 msr1l.exe: CreateKey HELMYSysTemyCurrentcontrol sethservicesi\TcepiphParameters SUCCESS Key

. 99091002 msr1l.exe: HE LM, S stem\currentcontm'lSet\sermces\Dnscache\Parameters SUCCESS Key

: e : .

LOO00A7ES msr :exe: querywalue

HELM System CUrrentControl sethservcas wToplp \Parameters\Hostname
. 99098712 msr1l.exe: queryvalue

HELMYSystemyCurrentControl sethservices\TcpiphParametersiHostname
99104300 msr1l.exe: Closekey HELMYSystemyCurrentControl sethservices\TcpiphParameters SUCCESS Key
L 99107317 msr1l.exe: Closekay HELMYSystemyCurrentControl sethservicesibnsCachayparameters SUC
L 99160871 svchost. exe: 2 queryvalue HELMYSYSTEMYControlsetoolhServicesyTepipiLinkagehBind SUC
L 99168246 svchost. exe: queryvalue HELMYSYSTEMNControlset0olhServiceshTepiphLinkagehBind SUC
L 98263538 svchost. exe: openkey HELMYSYSTEMMCUrremtControlsetiservicesiTcpiphParametershInterfacesy
. 99266834 svchost. exe: Queryvalue HELMASYSTEMNCUrrentControl setyServi ces\TcpiphParametersiInt

L G99268572 svchost. exe: Queryvalue HELMASYSTEMNCUrrentControl setyServi ces\TcpiphParametersiInt

. 99271863 svchost. exe: Queryvalue HKLM\SYSTEMNCUrrentControlsetyServices\Tcpip\Parametersi\Intt g

¥

Figure 6

| see that the malware creates registry entries appropriate to run as a service

C.\ W NOWB\ Syst enB2\ nf m nsr | | . exe. The registry activity of the malware shows
network activity. | also see that two msrll.exe processes access the registry.
There may be more registry activity depending on the use of the process, but
without more information on its behavior | will not be able to trigger it.

File Activity

Filemon records the creation of the C: \ W NDOAB\ SYSTEM32\ MFM directory and
creates a new nsrl | . exe file in Figure 7. Sometimes malware will hide as a
legitimate system process as a disguise®. This malware is probably pretending
to be a service related to MFM standard hard drives, the precursor to IDE®

Skoudls p. 257
® A summary of likely uses of the malware’s disguise is at
http://kb.indiana.edu/data/adlt.html?cust=4074217.7239.131
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A
File Edit Format Miew Help
292 11:25:02 AM msr1l.exe:972  QUERY IMFORMATION Cihvspecimenymsr1l. exe, Localy, FILE MOT FOUNMD attributes: A&
203 11:25:02 Am msr1l.exe:372  QUERY INFORMATION CWINDOWS WWinSxs(Ba_Microsoft.windows. Common—Controls_&59
204 11:25:02 Am msr1l.exe:372  OPEN CWWINDOWS WWinsxsBa_Microsoft.windows. Common—Controls_65950h64144ccfldf_a.
295 11:2 AN msrll.exe:972 CREATE CIAZWINDOWShSystem32wnTm SUCCESS options: cCreate Directory Access: all
296 11:2 AN winlogaon, exe:ele DIRECTORY CNWINDOWS Systems2 SUCCESS Change Motify
297 11:2 AW msr1l.exe: CLOSE CNWINDOWSHSystem3 2 ymfm SUCCESS
298 11:2 AM msr1l. ex OPEN COWINDOWShSystem32imfm SUCCESS options: open Directory Access: Traverse
299 11:2 A msr11. exe:972 CLOSE Cihbocuments and SettingshUser  SUCCESS
300 11:25:02 am services. exe:660 SET INFORMATION DWINDOWSh system32hconfighsystem.LOG  SUCCESS Len
301 11:25:02 am services. exe:660 SET INFORMATION DWINDOWSh system32hconfighsystem.LOG  SUCCESS Len
302 11:25:02 aM services. exe:660 SET INFORMATION DVWINDOWShsystem32hconfighsystem. LOG  SUCCESS Len
303 11:25:02 am services. exe:660 SET INFORMATION :\WINDOWS\system32\config\system.LOG SUCCESS Len
304 11:25:02 am services. exe:660 SET INFORMATION DWWINDOWShSystem32hconfighsystem. LOG SUCCESS Len
205 11:25:02 amM services. exe:660 SET IMFORMATION \w1NDows\system32\conf1g\system.LOG SUCCESS Len
306 11:25:02 amM services. exe:660 WRITE @ WINDOWS\system32\conf1g\system. success offset: 0 Length: 52
307 11:25:02 am saryices. exe:660 FLUSH  C: WINDOWS\system32\cunf1g\system.LOG SUCCESS
308 11:25:02 AmM saryices, exe:660 WRITE  CihWINDOWSh\system32hconfighsystem.LOoG  sSUCCESS offset: 512 Length:
309 11:25:02 AmM saryices, exe:660 WRITE  CiAWINDOWSh\system32hconfighsystem.LoG  SUCCESS offset: 1536 Length
310 11:25:02 AmM saryices, exe:660 WRITE  CiWINDOWSh\system32hconfighsystem.LoG  sSUCCESS offset: 5632 Length
311 11:25:02 AmM saryices, exe:660 WRITE  ClWWINDOwShSystem32hconfighsystem.LoG  suUcCCess offset: 13824 Lengt
312 11:25:02 AmM saryices, exe:660 WRITE WINDOWS system32hconfighsystem.LoG  SUCCESS offset: 17920 Lengt
313 11:25:02 AM services, exe:660 WRITE  ClWWINDOwShSystem32hconfighsystem.LoG  suUCCEss offset: 22016 Lengt
314 11:25:02 AM services, exe:660 FLUSH WINDOWS SysTem32hoconfighsystem.LOG  SUCCESS
315 11:25:02 AM services, exe:660 WRITE WINDOWS systems2hoconfighsystem.LoG  suCCess offset: 0 Length: 52
316 11:25:02 AmM services. exe:ae0 FLUSH WINDOWSsystem32hconfighisystem. LOG SUCCESS
317 11:25:02 AmM services. g SET INFORMATION CWINDOWS system32hconfighsystem. LOG SUCCESS Len
318 11:25: AN msr11. OPEN Cihspecimentymsrll.exe  SUCCESS Options: open Seguential  Access: All
319 12 A msr1l.exe: QUERY TNFORMATTON Cihspecimenymsrll. exe SUCCESS Length: 41984
320 12 A msr11. QUERY INFORMATTON Cihspecimenymsrll. exe SUCCESS attributes: A
321 2 A msr11. QUERY TNFORMATTON C \S-ec1men\msr11 exe SUCCESS attributes

SET INFORMATION ) W NDOWS System3zymrmymsr [ 1. exe SUCCESS F1leBasicIn

CLOSE Cihspecimenymsrll.exe SUCCESS

CLOSE  CiWINDOwSh\System32mfmymsr1l. exe SUCCESS

QUERY IMFORMATION C WINDOWS\s¥stem32\rpcss.d11 SUCCESS Attributes: a

OPEM CINWINDOWS SysTem3zhrpess. dl SUCCESS options: open ACCess: Execute
QUERY IMFORMATION C w1NDows\s¥stem32\rpcss.d11 SUCCESS Length: 260608
CLOSE <@ \WINDows\systemzz\rpcss dl SUCCESS

QUERY IMFORMATION Cihspecimenymsrll.exe  BUFFER OVERFLOW FileMameInformation
QUERY INFORMATION C:\specimen\msr]].exe SUCCESS FilemameInformation

SET INFORMATION CWINDOWS system32hconfighsoftware. LOG SUCCESS Length: 819
SET INFORMATION CWINDOWSYsystem32hconfighsoftware. LOG SUCCESS Length: 8195

< >

Figure 7

Filemon displays where the original process deletes itself then confirms it is
unavailable by trying to read from the file (Figure 8).

File Edit Format Miew Help

958 11:25:03 AM CLOSE  ClAWINDOwShsysTem32iwininet.dll success -~
969 11:25:03 AM QUERY IMFORMATION CUWINDOWSASysTem32imfmymsr 11, exe. Localh, FILE MOT FO
970 11:25:03 amM QUERY INFORMATION CWINDOWS WINSxShx86_Microsoft. windows. Common-Controls_659!
o971 11:25:03 amM OPEN CWINDOWS WinSxShxBa_Microsoft. windows. Common-Controls_6595h64144 coflaf 6.
o7z B AM OPEN SUCCESS options: open  Access: All

S-ec1men\msr11 exe

A CLOSE speciman msr 5 ES

AM OPEN Cihspecimenymsrll.exe  FILE NOT FOUND oOptions: Open  Access: All

AM OPEN Cihspecimenymsr1l.exe  FILE NOT FOUND oOptions: Open  Access: all 2
< >

Figure 8

A C:\ W NDOWB\ Syst enB2\ nf mij t ram conf file is created, and | see more dll activity
in Figure 8. Access torasadhl p.dll and rsaenh.dl | is also shown. This
activity is significant because a normal executable would list its library use in an
imports table and our strings output showed different libraries.
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B filemon-xp.LOG - Notepad
File Edit Format Miew Help
1418 125:20 5 H QUERY IMFORMATION C:\WINDOWS\SyStem32\mfm\raSadh1?.d71 FILE MOT FOUND ATTHA
1419 H 5 H QUERY IMFORMATION CUNWINDOWS SysTem3zhrasadhlp. dl SUCCESS Attributes:
1420 H 5 CUNWINDOWS SysTem3zhrasadhlp. d11 SUCCESS options: Open AcCcess: Exec
1421 Systel rasadhlp. d SUCCE

AM PATH NOT FOUND Options: Open  Access: All

A TNFORMATTON CWINDOWSh System32hrsaenh. d11  SUCCESS attributes: A

A COWINDOWShSystem32hrsaenh. d11  SUCCESS options: Open  Access: Execute

A INFORMATION CNWINDOWShSystem32hrsaenh.d]ll  SUCCESS Length: 133632

A CrWWINDOWSHSystem32hrsaenh. dl]  SUCCESS

A IMFORMATION CNWINDOWShSystem32hrsaenh.d]]  SUCCESS attributes: a

A IMFORMATION CoAWINDOWSSSystem32hrsaenh.dl]  SUCCESS attributes: a

A OFEN CINWINDOWShSystem3zirsaenh.d]1  SUCCESS options: open  Access: all

A QUERY IMFORMATICON CINWINDOWShSystem32irsaenh.d]ll  SUCCESS Length: 133632

A READ CINWINDOWShSystem32irsaenh.d]l  success offset: 0 Length: 336

A READ CINWINDOWShSystem32hrsaenh.d]l  success offset: 340 Length: 4096

A READ CINWINDOWShSysTem3zhrsaenh.d1l  success offset: 4436 Length: 4096 v
< >

Figure 9

After quite a bit of r saenh. dl | use, | see where data is being written to this new
file in Figure 10. The C: \ dev\randomOPEN entries may be significant as well,
since it repeatedly tries and fails.

B filemon-xp.LOG - Notepad
File Edit Format Yiew Help

1602 msr1l.exe:1000 QUERY TMFORMATION CNWINDOWShSystem32hrsaenh.d1l  SUCCESS Attributes: A A
1603 OPEN Cihdevirandom  PATH MOT FOUND  Options: Open  Access: all

1604 QUERY T NDOWS™, Sy sTams 2y sa dl A

A0S 03

MM\ T am. cont
mfm*,jtram. conf

1

006
1607

. CFEN [ NOT FOUND  Options en ca A
1608 msr1l.exe:1000 QUERY INFORMATION CINWINDOWShSystem3zhrsaenh.d]l  SUCCESS artributes: a
1609 msr11.exe:1000 OPEN C:hndevirandom PATH NOT FOUMD oOptions: open  Access: all 7
< >
Figure 10

The nsrl 1. exe file activity included creation of the C: \ W NDOWS\ Syst enB82\ nf m
directory, creation of anew nsri1.exe andjtram conf files, dll usage, and
C: \ dev\ random open attempts.

Network Activity

| monitor network activity with snort on the FreeBSD machine and TDImon on the
Windows machine. Running TDImon ensures | see at least connection
information of any network traffic on the client machine. Snort is used to gather
all content of the packets as well as the header information.

One of the first things | see with TDImon is the malware opens a local port for
listening. Figure 11 shows the necessary network changes involved while
deploying this server on port 2200.

© SANS Institute 2005, Author retains full rights.
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B tdimon-xp.LOG - Notepad

File Edit Format Miew Help
| il 0. 00000000 msr1l.exe:2040 SOD53158 IRP_MI_CREATE  TCP:0.0.0.0:2200 SUCCESS address opera
2 0.00239584 msrl1l.exe:2040 80053158 TDI_SET_EVENT_HAMDLER  TCP:0.0.0.0:2200 SUCCESS Errt
3 0.0025%4646 msr1l.exe:2040 BOD53138 TDI_SET_EVENT_HANDLER  TCP:0.0.0.0:2200 SUCCESS Dise
4 0.00305123 msrl1l.exe:2040 80053158 TDI_SET_EVENT_HAMDLER  TCP:0.0.0.0:2200 SUCCESS Rect
5 0.00310431 msrl1l.exe:2040 S0D53158 TDI_SET_EVENT_HAMDLER  TCP:0.0.0.0:2200 SUCCESS Expt
] 0.00315627 msr1l.exe:2040 BSOD53158 TOI_SET_EVEMT_HAMDLER TCP:0.0.0.0:2200 SUCCESS Cha-
7 0.00326969 msr1l.exe:2040 BOD531S8 TOI_QUERY_INFORMATION TCP:0.0.0.0:2200 SUCCESS Quet
8 0.00417455 msrl1l.exe:2040 FFB71858 IRP_M]_CREATE  TCP:Connection ok SUCCESS Context:0xs
o 0.00472183 msr11.exe:2040 FFE7LBSE TDI_ASSOCIATE_ADDRESS — TCP:Connection ohj SUCCESS TCP
10 000513892 msr1l.exe:2040 BODGEFCE IRF_MI_CREATE  TCP:Connection obj SUCCESS Context :OxFf
11 0.00522720 msr1l.exe:2040 BODGBFCE TDI_ASSOCIATE_ADDRESS — TCP:Connection ohj SUCCESS TCP
12 0.00527190 msr1l.exe:2040 BOD7OEFSE IRF_MI_CREATE  TCP:Connection obj SUCCESS Context :OxFf
13 000531073 msr1l.exe:2040 BSOD7IEFE TDI_ASSOCIATE_ADDRESS — TCP:Connection ohj SUCCESS TCP
14 0.00535850 msr171.exe:2040 B80OD53158 TDI_SET_EVENT_HANDLER TCP:0.0.0.0:2200 SUCCESS Cant
15 1.07676730 svchost. exe:840 BODFS838 IRP_MI_DEVICE_CONTROL TCP:<none> SUCCESS IOCTL_TCP_Gl
16 1.075915555 svchost. exe:840 BODFS838 IRP_MI_DEVICE_CONTROL TCP:<none> SUCCESS IOCTL_TCP_Gl 2
< >
Figure 11

A DNS request and another service listening on port 113 (Figure 12), which is
typically used for IDENT servers to identify which user on the system is
connecting.

File Edit Format Wiew Help
1.17450710 svchost . exe 80053540 IRP_MI]_DEWICE_CONTROL SUCCESS TOCTL_TCP_GlA
bl

FBABAFS RP_MI_CRE. L0011 drass op
1.21096760 . : FFEABAFS TDI_SET_EVENT_HAMD| TCP:0.0.0.0:113 SUCCESS Error Event
1.2110136% . : FFEABAFS TDI_SET_EVENT_HAMDLER  TCP:0.0.0.0:113 SUCCESS Disconnect Event
1.21103548 . : FFEABAFS TDI_SET_EVENT_HAMDLER  TCP:0.0.0.0:113 SUCCESS Receive Event
1.21105168 . : FFEABAFS TDI_SET_EVENT_HAMDLER  TCP:0.0.0.0:113 SUCCESS Expedited Receive E
1.21106761 5 H FFEABAFS TDI_SET_EVENT_HAMDLER  TCP:0.0.0.0:113 SUCCESS chained receive Eve
1.21108297 5 G FFEABAFS TDI_QUERY_INFORMATION  TCP:0.0.0.0:113 SUCCESS qQuery Address
1.21122070 5 H FFEABEO0 IRP_MI_CREATE  TCP:Connection obj SUCCESS Context:0xFFAB27S0
1.21170875 5 H FFEABEO0 TDI_ASSOCIATE_ADDRESS — TCP:iConnection obj SUCCESS TCP:0.0.0.0
1.21176714 5 G FFE7DD33 IRP_MI_CREATE  TCP:Connection obj SUCCESS CONTExT:0xFFE7ABOD
1.21180988 5 G FFE7DD33 TDI_ASSOCIATE_ADDRESS — TCP:iConnection obj SUCCESS TCP:0.0.0.0
1.21184620 5 G FFBC4A60 IRP_MI_CREATE  TCP:Connection obj SUCCESS COnTexT:0xFFA43CS0
1.21188531 5 i FFEC4AG0 TDI_ASSOCIATE_ADDRESS — TCP:cConnection obj SUCCESS TCP:0.0.0.0
1.21190626 5 i FFEABAFS TDI_SET_EVENT_HAMDLER — TCP:0.0,0.0:113 SUCCESS CONNEect Event 2
< >

Figure 12

Snort captures the DNS requests: col | ecti ve7. zxy0. com and

col l ective7. zxy0. test.com The appending of test.com is the natural
progression of the DNS resolver. The Windows XP machine has a domain of
test.com, so it tests to see if the hostname was intended to be in the local
domain.

Author retains full rights.
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Figure 13

a18848 192.168.242.133:1861 -> 193.8.14.129:53

‘BxA ID:238 Iplen:2B DgrLen:45

| add the alias of 192.168.242.201 to the FreeBSD network adapter by running
/sbin/ifconfig IncO alias 192. 168. 242. 201 net mask 255. 255. 255. 255. |
create a zone file for zxy0.com in / et ¢/ namedb/ zxy0. t xt and edit
/ et ¢/ nanedb/ nanmed. boot to load the new zone file. | create the bare minimum
zone and add an address record for col | ecti ve7 to point to this new IP address.
After restarting my DNS process with ki |l al | -HUP named and reverting the
Windows XP machine back to the clean state, | run the malware again to see
what it tries to do with the DNS information.

Figure 14 shows TDImon recording the successful DNS lookup and tries to
connect to port 6667 on the 192.168.242.201 IP address. This is a commonly
used IRC port number, and IRC is a typical component of many malware

samples.

B tdimon-xp3.LOG - Notepad g@@
File Edit Format Miew Help

1.19871073 swchost, exe:1292 TDI_SEMD_DATAGRAM upp:i0.0.0,0:1027 152.168,242.133:53 A
1.21487563 msr17.exe:1076 FFEBSDES IRP_MI_CREATE  TCP:i0.0.0.0:0 SUCCESS Address open

1.21509019 msr1l.exe:l076 FFEESDES TDI_SET_EVENT_HAMDLER — TCP:0.0.0.0:1056 SUCCESS EFror EVent
1.21512958 msrll.exe:1076 FFBBSDES TDI_SET_EVENT_HANDLER  TCP:0.0.0.0:1056 SUCCESS Disconnect
1.21514885 msrll.exe:1076 FFBBSDES TDI_SET_EVENT_HANDLER  TCP:0.0.0.0:1056 SUCCESS Receive Eve
1.21516506 msr17.exe:1076 FFEBBDES TDI_SET_EVENT_HAMDLER TCP:0.0.0.0:1056 SUCCESS Expedited R
1.21518042 msr17.exe:1076 FFEBBDES TDI_SET_EVENT_HAMDLER TCP:0.0.0.0:1056 SUCCESS Chained Rec
1.21519551 msr17.exe:1076 FFBEBBDESR TOI_CQUERY_INFORMATION TCP:0.0.0.0:1056 SUCCESS Query Addre
1.21662055 msrll.exe:1076 BOE41ABB IRF_MJ_CREATE  TCP:Connection obj SUCCESS Context:0x80DBEF2E
1.21691500 msr17.exe:1076 BOE41ASS TDI_ASSOCTIATE_ADDRESS TCP:Connection ob SUCCESS TCP:0.0.0.0
1.21715469 msr17.exe:1076 BOE41ASS TDI_CONNECT TCP:0.0.0.0:1056 666

1.21992823 msr1l.exe:1076 FFESOL70 TRP_MI_CREATE  TCP:0.0.0.0:113 Address Open

1.22021849 msr1l.exe:1076 FFBS0170 TDI_SET_EWENT_HAMDLER TCP:0.0.0.0:113 SUCCESS Error Event
1.22025397 msr1l.exe:1076 FFB50170 TDI_SET_EVENT_HAMDLER TCP:0.0.0.0:113 SUCCESS Disconnect Ewvent
1.22027073 msr1l.exe:1076 FFB5S0170 TDI_SET_EVENT_HAMDLER TCP:0.0.0.0:113 SUCCESS Receive Event v
< >
Figure 14
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| launch a basic configuration of ircd-hybrid on the FreeBSD machine and start
the malware process again. | also connect with a command line IRC client
named BitchX to my new IRC server for observation as the user malobserv
(commands are shown in Figure 15). The flags used are - ¢ channel, - Hhost, - p
port, - n nickname.

ollective?4 susr-local-etcsrc.dsircd-hybrid.sh start
ircd: version hybrid-7.8.2

ircd: pid 1827

ircd: runmming in background mode from ~“usr-local

ircd
ollective?# su jim
%./BitchX -c #mills -H 192.168.242.2081 -p 6667 -n malobserv]]

Figure 15

The client once again tries to connect to port 6667 and is successful, and | also
see the use of port 113 as the IDENT lookup on XP machine. The client’'s name
appears random and it joins the #mils channel (see Figure 16 below).

12-13-18:48:83. 448886 192.168.242.281:6667 -> 192.168.242.134:1856

CP TTL:64 TOS:BxH ID:682 IpLen:28 DguLen:117 DF

=xflP=x*x Seq: BxFD4FB631 Ack: Bx5HFF3D6D0 Win: BxE428 Tcplen: 28
63 6F 6C 6C 65 63 74 B9 65 37 2E 7A 78 79 :collective7.zxy
2E 63 BF 6D 28 33 38 32 59 67 6A 40 53 52 MB.com 382 Yq jMSR
S5A 54 28 3A 59 67 GA 4D 52 63 5A 54 3D 2B cZT :Yg jMSRcZT=+
4C 4D 55 58 58 4E 59 47 48 31 39 32 2E 31 RLMUPPHYGp=192.1
38 ZE 32 34 32 2E 31 33 28 8D BA 68.242.134 ..

B e b = =E el e e e R Bt e S e i e e Lk i = e e P e i e S e e ke A e

12-13-18:48:83. 545569 192.168.242.134:1856 -> 192.168.242. 281 :6667
CP TTL:128 TOS:8xB@ ID:454 Iplen:28 DgmLen:48 DF
=xflxxxx Jeq: BxOHFF3D6D Ack: BxFD4FBG7E Win: Bx43C8 Tcplen: 28

B e b = =E el e e e R Bt e S e i e e Lk i = e e P e i e S e e ke A e

12-13-18:48:35.455199 192.168.242.134:1856 -> 192. 168.242. 281 : 6667
CP TTL:128 TOS:8xB ID:455 Iplen:2H DgmLen:53 DF

=xflP=x*x Seq: BxOHFF3D6D Ack: BxFD4FBG7E Win: Bx43C8 Tcplen: 28
1A 4F 49 4E 28 23 6D 69 6C 73 28 3A BA I #mils :

Figure 16

The client only sends WHO and PING after the JOIN #mils command in Figure
17, as is normal when an initial IRC connection is made. It appears that the
client is fully connected and waiting for the next step.
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B e e e e e e ek -k -k T R e e R B e A O e Tk T e B e A A e e B &

12-13-18:48:38. 643287 192.168.242.281:6667 -> 192.168.242.134:1856
CP TTL:64 TOS:8x8 ID:648 IpLen:Z2@ DgmLen:182 DF
Seq: BxFD4FAB47 Ack: Bx5HFF3DEF Win: BxE428 Tcplen: 28
6C 6C 65 63 74 69 76 65 37 Z2E 7A 76 79 :collective7.zxy
6F 6D 28 33 31 35 28 59 67 6A 4D 53 52 A.com 315 Yg jMSR
28 23 6D 69 6C 73 28 3A 45 GE 64 28 6F cZT #mils :End o
57 48 4F 28 6C 69 73 74 ZE 8D 6A f -M list...

B e e e e e e ek -k -k T R e e R B e A O e Tk T e B e A A e e B &

12-13-18:48:368. 643857 192.168.242.134:1856 -> 192.168.242.201:6667
CP TTL:128 TOS:8xB8 ID:468 IpLen:28 DgmLen:48 DF
*xflxxxx Seq: BxOBFF3IDBF Ack: BxFD4FA885 MWin: Bx41C1 Tcplen: 28

e S e e e e e ek Bk Sk I e e P Rl it el Sl it Sl Sl Yt Sl Sl Rl el S Rl el S il Sl St e e Yt S

12-13-18:42:32.864416 192.168.242.281:6667 -> 192.168.242.134:1856
CP TTL:64 TOS:8x8 ID:645 Iplen:28 Dgrlen:68 DF

=xf|P=xx Seq: BxFD4FA885 Ack: Bx5HFF3D8F MWin: BxE428 Tcplen: 28
b8 49 4E 47 28 3A 63 6F 6C 6C 65 63 74 69 76 65 PING :collective
37 2E 74 78 79 38 2E 63 6F 6D 8D BA 7.zxyB.comM. .

Figure 17

The client will join the #mils channel if | am already on the channel, but it seems
to not respond to anything typed into the chat or with a private message (ie: / nsg
Ygj MSRcZT). As | have ran out of clues to follow, and the monitoring tools have
not uncovered any new ground | try to connect to the malware’s service on port
2200.

When | connect a telnet client to its server on port 2200, | only get a prompt of #=
and any attempts to send non-whitespace data result only in disconnection after
the second whitespace. Trying to communicate with the new user on my ircd-
hybrid server also has no response.

| generally observed the same behavior on the Windows 98 system. The
differences were minimal, namely the use of C:\ W NDOAS\ Syst emi nf m j t ram con
as the configuration which follows Windows 98 practices. Since Windows 98
does not have services in the same way that XP does, the malware sets a
registry value (shown in Figure 18 below) to run the

C:\ W NDOMB\ System nf mimsr | | . exe file on startup.

© SANS Institute 2005, Author retains full rights.



¢ Registiy Monitor - Sysinternals: www._sysinternals.com

File Edit Option: Help

[ REBE D[ <P | ¢

rocess | Request | Path | Result | Other -

(1 MarllF.. QuenialueEx  HELMASoftwarsiMicrosoftwindowsh Currentersion’S ubversiont umber SUCCESS 2041200 —
-F... Closekey HELMAS aftware MicrosoftWwindows\Curentyersion SUCCESS

HELM \soflware\wcrosoft\wmdows\currentversmn'\run

H nhur Rl enhanced diive
HKLK \soflware\mlcrosoft\wmdows\cunentversmn'\run

SUCCESS hkey UHCZ-’-\USSBU
SUCCESS fIM DO

. EloseKey SUCCESS

... Openkey 0015751304 200 04FE 0-34E A-1053-4208-080026 303090 M nProcServer32 SUCCESS  hKew 0«C24093B0

.. QuenivalueEx  0xC18751 304 20004FE0-34E A4-1069-420 8-08002B 303090 M nProcServer32 SUCCESS  “shell32.d1"

.. QuenialusEx  0xC18751304{ 200 04FE 0-34E 4-1063-4208-0280028 303090 M nProcSersern.. SUCCESS  “dpartment

.. Clozekey 04018751 304200 D4FE 0-34E A-1053-4208-080028 303090 M nPracServer32 SUCCESS -

Mmmmb Mo a7EA 20 MR ACE N C2AC A 1000 A DD A0 202030 W L Drmm S e e 2 ST TS ek e O™ 24020071

4 |>ri
Figure 18

Now that | have watched individual behavior, I run the malware on both Windows
clients. Neither client shows any different behavior when multiple copies are

connected.
process.

| will continue the behavior analysis during the code analysis

| attempt to determine the services listening on the ports by running nmap from
the FreeBSD server. Nmap is a great tool that can help identify machines and

services over the network.

| run nmap with the flags - sv for scan and verify

services, -p 1- for scanning ports one and above, followed by the IP address of

the client machine.

In Figure 19, nmap was unable to determine the service

listening on port 2200, calls the port 113 service “auth?” and correctly determines
that the MAC address is in the range assigned to VMware. Port 139 is standard

for Windows networking (SMB).

ollective7#4 nmap -sU -p 1- 192.168.242.134

Btarting nmap 3.77 ( http://WWKW. insecure.org/nMaps ) at ZBB5-12-15 12:29 GHT

Interesting ports on 192.168.242.134:

(The 65532 ports scanned but not shown below are in state:

STATE SERVICE
open auth?
open nethios-ssn
2288-tcp open unknown
1 service unrecognized despite returning data.

'#:")%r(GetRe
r (RPCCheck, 2,
:")%r (Help, 2

Y2r (RTSPRequest,2, "#:

H (DNS5tatusRequest, 2,
:r (SMBProgNeqy, 2, "#:")%r (X11Probe b
teq, 2, "#:")kr (LANDesk-RC,2, "
:r(NotesRPC, 2, "#:")%r (UMSRequest, 2, "#
Address: BA:BC:29:61:FF:84 (UMuare)

(S5LSessionReq,2,"
:")%r (LPDString, 2, "'#
:")%r(TerminalServer, 2, "#
:")%r(oracle-tns,2,"

closed)

If you knonw the servicesversion,

"):r(DHSUer31unB1ndReq 2 "

.")/
:")%r (LDAPBindR
" I%r (NCP, 2, "#:")%
#:");

mMap run completed —- 1 IP address (1 host up) scanned in 166.875 seconds

ollective7s |J
Figure 19
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So far the malware has demonstrated the typical backdoor behavior of opening
up a listening port. It also behaves like a Trojan where it attempts to
masquerade as a RLL driver in the local services. To uncover any new info in
our lab environment, | will have to combine the behavior analysis with analyzing
the code of this malware.

Code Analysis

My code analysis process takes advantage of the monitoring tools | have already
used, but now in conjunction with my debugger. | can run a procedure and
observe the behavior immediately. This method quickly isolates the observed
behavior to a certain part of the malware. 1 also insert comments into Ollydbg (by
pressing the “;” key) as | see interesting information or anything that might be a
procedure call. Even if | do not understand a part of the code, | at least label it so
that | know at least | have seen the code before. | can peek ahead at a call or
jump by selecting the instruction and pressing Ent er then return to the paused
instruction by pressing the * key. These simple steps help maintain an organized
analysis.

Another important factor in this code analysis is that | keep the monitoring
footprint to minimum impact. | use breakpoints sparingly and only run the
monitoring tools when | am ready to observe that procedure. This removes a
large number of anti-debugging and anti-disassembly tricks from complicating the
analysis. However, it is still possible to check the Windows Registry or physical
files if the software is not active, so | still prefer to animate through the malware
code. Ollydbg provides ¢t rl +F7 and ¢t r1 +F8 to animate into and animate over
instructions respectively, which can be interrupted with a key press if | would like
to pause at the current command. With these analysis concepts in mind, | begin
to analyze the malware’s internal code.

Initially | see that the compressed malware is only a few bytes more than the
zipped file, which usually indicates that the internal file is already compressed or
encrypted in some way. The strings output did not yield any connection
information, so the malware must have at least that portion of itself hidden. [ will
step through the initial lines of code to gain a deeper understanding.

To step through the malware for code analysis | use Ollydbg. | open Ollydbg,
select Fi | e then Open and select C:\ speci men\ nsri1.exe. Ollydbg displays an
abnormal entry point warning, shown in Figure 20.
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Entry Point Alert

Module 'merll' has entry point outside the code {as specified in the PE header), Mavbe
' this file is self-extracting or self-modifyving, Please keep it in mind when setting
breakpoinks!

Figure 20

This warning means the executable does not start at a standard entry point. To
view the malware’s layout, | select Vi ew then Menory. | highlight the “.aspack”
section (Figure 21) and begin an online search for “aspack”.

Address |Size Owner Section |Contains Tupe| Access | InitiallMap)

BEE L AEEG | G661 Ba60 Friu| Rl Rl

BEEZE0E0 | BAEE 1 Ba0 Priu| BW Rl

BE22CHE0 | BAEE 1 Ban Priuv/ BW  Guzj Rl

BE220EEE | BEEE2EEG stack of ma|Priv|RW Gual R

HEZ3EEEE | BEEE 1866 Map |R R

HEZ4EEEE | BAEECAAE Friu| Bl Rl

BE348080 | GA5A5a85 Priu| Rl Rl

BE3CEBEE | BAEE 1 Ba0 Map | RW Rl

BE3CEREE | DA 1 caa0 Map (R R “Den

HESSEEED | BEAEI4REE Map |R R ~DOes

HESCHEED | BAEEEEEE Map |R R DOes

BES080E6 | BA5A4086 Priu| Bl Rl

BESEBBEE | BAEE20E0 Map |R R D

BESFEREE | BAEE1Ba0 Priu| BW Rl

BE4EHEEE | BEEE18EE | msr | L FE header Imag| R RUWE

BE4E1 8686 | BEE1 28868 | msr L L “tent code Imag|R RWE

aa4 1280808 | BREE2808 | ML L .data data Inaa|R RWE

B4 1C0EE | a1 05080 | mer | L b=z Inaa| R RWE

BE5 1BREE | BAEE20A0 | mer | L . idata Imaa R RWE

BES10BEE | BAEE2EEE | mer L L -aspack | SFR, imports| Imaa R RUWE

BES 1FEEE | BAEE1EEE | msr | L .adata Imag| R RWE

BESZAEA0 | GA54 1 a5 Map | R R e

BECTEBED | BAEE2080 Map (R E R E

BEESE0E0 | BAEE20E0 Map |R E R E

BEE4EEEE | BE1H2RE0 Map R R

HETSHEED | BEEIABEE Map |R E R E

BEASAEAG | GA66 1 B85 Friu| Rl Rl

BERCE0EE | BA5a2085 Map | R R

BEATE0EE | BEEE2080 Map |R R

B12c8060 | BAEE2RE0 Map R R

TEATEBEL | BEEE 186G [ SHLWAP T FE header Imag| R RUWE

THAT 1866 | BAREEEAE| SHLWAFI | .text code, imports Inaa| R RWE

THACCHAG | 08561086 | SHLWAFI | .data data Imag| R RUWE

TEACDEEE | BAEa2088 | SHLWAPT | .rsrc CESOUrCEs Inaa| R RWE

TORCFEEE | aaaasaad | SHLWAPL | .reloc relocations| Imag|R RWE

T195HEEE | BAEE1BEG | comct L32 FE header Imag| R RUWE

T19E160A | BAESSEAAE | comct 132 . tent code, imports Inaa| R RWE

713098808 | BERGE1808 | comct 132 .data data Inaa|R RWE

T19DABEE | BAES4E80 | conct 132 Lrsrc CESOUrCEs Inaa| R RWE

T1AZEDEE | BAEEcERE | comot 132 Jreloc relocations| Imag|R RWE

T1AAEEEE | BEEE1BE6 | WS2HELF FE header Imag| R RUWE

T1AA1E6E| BAEE4EEE | WS2ZHELP | .text code, imports Inaa| R RWE

T1AASEAG | GA56 1886 ( WSZHELF | .data data Imag| R RUWE

T1AREEEE | BAEE 1088 | WSZHELP | .rsrc CESOUrCES Imaa| R RWE

TIARTEEE | BAEE 1688 | WS2HELP | .reloc | relocations| Imaa| R RWE

T1AEEEEE | BAEE 1080 | weZ_32 FE header Imag| R RWE

T1AE188A| BEE1 18686 | ws2_32 “tent code, imports Inaa| R RWE

T1ACZEAG| BA56 1886 | wsZ_32 .data data Imag| R RUWE L
1 3 I o oo

Figure 21

| find and try eight different unpackers in an effort to decode this malware.
Eventually | was able to use “AspackDie 1.1” to unpack it'® and attempt to open
the file with Ollydbg. Unfortunately, Ollydbg will not load this unpacked malware.

In order to continue the code analysis, | unpack the code manually using Ollydbg
and the Ollydump plug-in. | see from Figure 21 the PE header of the msrll file

19 A Jist of utilities to unpack files protected with aspack is at
http://www.exetools.com/unpackers.htm
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starts at address x40000; this information will be necessary when we dump the
unpacked file later.

Ollydbg initializes and places me at 0x51D001, which is what the memory map
said was the entry point. | step once into the first instruction (PUSHAD) of the file
by pressing F7. Now the next instruction is a function call. Since the file is
packed, this call is likely the beginning of the unpack routine, so that the file can
run normally when executed.

To see the malware unpacked, | need to pause the program after the unpack
routine, but just before running the original program.*! In the Registers windows, |
select ESP with the mouse, right-click, and select Fol I ow i n Dunp (Figure 22).

K|B|R|.. 5| f=[Z]

2]

Increment
Decrement
Zero
Settol
Modify

Copy selection to dipboard

a

Registers [(FPUI

ERX BREHEEEE
ECH BEZ2FFEA
EDX FFFEBZEG

EEX FFFOFBGEG
ECP WG EEDL

Plus
inus

Enter
Chrl+C

Copy all reqisters to clipboard

Follaw in Stack tg

View MM registers
View 3DMNow! reqisters
\iew debug registers

Appearance

3

ntdll.77FE16EA

msrl L. BE51DAEE

3z2bit B(FFFFFFFF)
2z2bit B(FFFFFFFF)
Zz2bit B(FFFFFFFF)
3z2bit B(FFFFFFFF)
Sz2bit FFFOE@BALFFF)

MULL

ERROR_FILE_HOT_FOUN
(MO, ME.ME, A, S, FE, L,
ORM L7BZ 7PFFEIFTE 7

36868683131561311969
BEEE020352352455530:
B 30 30 80 S ADRERE0H 63

2218 E S

diliB@a@aé Ecr @@
ec MEAR.E2  HMask

-~ FFFFFEEE Py
BEZZFFAS| rrFGLEGA| RETURN to ntdll. 7rFGLES

Figure 22

Now that Ollydbg has moved the Dump window to the new address

(x0022FFA4), | select the first four bytes and right click, selecting Br eakpoi nt,
“Har dwar e, on access”, and Dwor d (show in Figure 23). Now the program will

break when the program reads these four bytes, which should be the first
instruction of the program after this unpacking business.

! Crackz confirms our OEP assumption quoting the Aspack author at
http://www.woodmann.com/crackz/Packers.htm#aspack_asprotect
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BAS1DA1A
BAS1DALIC
BAS10E22
BAS10E29
BAS10EZF |~ BF25
BAS10A3S| 2025
BASiDASE| S&8

BAS10A3C
BAS10E42
BAS10E42
BAS10E4A
BASiDa4nl 52
BAS1DA4E| S8
BAS10E4F
BAS10ASES
BAS10ASE
BASIDASE| 52
BAS10AEF| &7
BAS10ACE
BAS1DACE
BES1DASC
BES1DASF
GASIDATL] EE

Backup

Copy
Binary

BE0E ]|
22E4E
22840
LEA2R
ZEB4R

oint
4DBFH
26848 Search Far

SE Go ko

[a 5]

F SS: [EEP+422]1,.8
R 55: [EEFP+4221,EBX
EIDBQR

ATA cm. PR ASCT

Mermory, on access
Mernary, on write

*+ vl v v v |

Hardware, on write

420Fe v Hex
4065
&E Text

4 “Ward

Shiott
Long
Float
Disassemble

43EF R
E185R
G

FTR S5: [EEP+F49]
TR 55: [EEP+5511,EAK
kDO FTR =5: [EEF+77]

- r v r w

Hardware, on execution %

BES1DEBA=Mms L L.

BEC1L )
Special »

Address
BEZZFF A4
BEZZFFAC
BEZZFFE4
BEZZFFEC
BEZZFFC4
BEZZFFCC
BaZZFFD4
BEZ2FFOC| 8F C8
BEZZFFE4| 89 48
EEZZFFEC| BB a8
EEZZFFF4| BB a8
BEZZFFFC| BB a8

Figure 23

To execute to the breakpoint, | press F9. It breaks at address x51D3B0. |

Hexw dump

Appearance  #

53 88| FF FF FF FF|ASSG
E3 77 10 12 E8 77 . HOubsOw

BE g3 Bl D8 51 88| ... 680,

should be passing the unpacking code and nearing the start of the original msrll,
now that my breakpoint has been triggered. | step into the jump and two more
commands before Ollydbg stops on a "DB 6A" at x401240 (See Figure 24).

File Wiew Debug Plugins

OllyDbg - msrll.exe - [CPU - main thread, module msril]

Options  wWindow  Help

EEX

=l

AAS1
[E]
BES103ET

aadal24B=mer L L. 0B4E1248

Elex| wju] v $ 0 4 ] ]e/m[T]win|c[/[K[B|R[. 5] E[F?]
o THZ SHOFT mer L. G056 10060 i
| BS mimemoem | MO EAX, 1 # |Begizters (FRLD
CZ acon FETH &C ek
G0 4B124man  [FOSH marl L. G84a1243 ] iAo
L2 RETH EEX vFFOF@@R
EESC 26@48088 | MOU ERX,DUORD PTR 55:[EEP+426] Ebx rErDEeng
SEadomtg | LER ECd, DUORD PTR 58: [EEP+4581 ESE INNE—
it (e ESI BBBmHEEEE
4oeFamma | CALL DUORD PTR 553 [EBP+F491 Supd (el ulal
565008 | MU DWORD PTR S3:[EEF+5S51,EAX EIP @85103B@ m=r|l.@B51036@
FPadoann |LER ERX,CUDRD FTR S5: CEGP+447] BE 0 [ E P
S1GFEEEA  |CALL DWORD PTR SS:[EBP+FE1] E (e e e A A
Rad4aana |00 DNORD PTR 551 [EEF-+42R1, EAX =l S e s A A A
Ezedamnd | LER ECX, DWORD FTR 55t [EEP+4521 S H |8 e e e
it (e T o G5 @eE6 HOLL
4seFmma | CALL DUORD PTR 553 [EBP+F431 Ego
5365800 | AU DWORD PTR S3: [EEF+5591, EAX LR E o o A Sy
2Bado@pa | MOU EAX, DUORD FTR S5t [EBP+42R1 EFL BRBBEZEZ (N0, HE, HE, A, NS, F
EEGdamnd | LER ECH, DUORD FTR 55: [EEP+45E] o) Cortm ST ReE SRy
et e ST1 empty B.0BEENABEGHZHETES
438FAP08 | CALL DUORD FTR 55: [EBF+F43] " | L o
ST4 empty g.g
1. ggopenpenpanpanad

1. BEAGAEAREAGAEEEG

Hddress

Hen dump

BAZZFFC4 JEENI4ESNFE AR

Flassy
QUIZFFEd| D3 48 £ ;7|10 13 £9 7). HAWMOw

BEZZFFFC| B0 B 08 GF

BEZEFFEC
| azcFFFa

TrES1ALT| RETURM T 4
BE0EAEaE

]
FFFOFE@g
FI24FCFa
BEZZFFCE
2ECICESF
FFFFFFFF|End of ¢
FPES48a%| SE hand]
FPEZ1218| kerne 132
BEERHEHR

AABHARAE hl

Hardware breakpoint 1 &t marll. 00510380 - EIP points to next instruction

| Paused

Figure 24
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: OllyDbg - msril.exe - [CPU - main thread, module msrll]

File View - Debug - Plugins - Options

window: - Help

BEZZFFEC| B8
BEZ2FFF4 | B8
BEZZFFFC| B8

O O 1 0 =0y
B x| wu] sid 4 A o LE[mMT|w][H[c|/|K[B[R[..[s] E[F]?]
| Boan1zq0 O 55 o ~ | Registers (FPL)
s %3% Eg =§ Eg Backup » —[Er7 ooobpoEe
MEERE & HE 3 ECH BEZZFFES
o = o Copy EDX FFFE@3G4
o ) EEX PFFOF@EE
481245 a3 DB &2 Binary 4 ESP [BEZEFFCE
481245 c7 DE C7 MiadiFy bt EBF AEZZFFFE
Bajalggg g: Bg g: odify byte o ESI 7PFS166A ntdll.7FFS166A
461249 1 DE 51 Assemble Space EDI FFFFFFFF
4 ggg SS BE SS Label ] EIF @B481248 msrll.@8401240
P .
C & ES B82S 32bit GO(FFFFFFFF)
481240 a8 OE 26 i F
4a1240|  FF DE FF Cormrment ha o onE £l
461 24E 15 DB 1% Breakpoint » 76 D05 BAZE FFF1
Hier e Delce ) . 58 F5 BA35 FFF1
¥ %Eé Sé BE Sé Hit trace e 5 g G5 Bagn
4
481525 g2 bE E8 Run krace 4 0 8 LastErr ERROR_FILE_MOT_FOUM
481254 58 OE 22 EFL @BB@8282 (NO,NE,NE, A, NS, PO, G
4 SEE FF Bg EF Goto 4 ST@ empty +UNORM 17B2 77PFE177E 7
481257 FFS9 ECZ1CAE0|0EC DWORD FTR Follaw in Dump 4 E% SEEE: fHHEEH géég ?333?223 S
481250 LB 2 ST erpty 0.00006063131561011%0:
4381 2EE 29 OB 29 T4 enpty .8
45155F | Fé DE F& Search for » ITE emoty B
4G1780| 55 DB 55 ) fu ETE empty 1.
461261 33 OB 52 Find references to 4 317 empty 1.
481262 EE OE ES View R v -t E %
| cedaizes 23 DE 22 FST 4828 Cond 1 8 @ @ Erc @ @
Copy to executable [3 FCW 82FF Prec MEAR,53 Mask
» \ Chrl+8
Remove analysis frafmodule kerne [32.77E 4
Bookmatk 4 . . .
- deh d Scan object files Chrl4+0 ntdll.77FE1E
ump debugged process
o P 9gea b Remove object scan From module
Appearance 4 . .
E 7 e Remaove analysis from selection Ek3pc H chain
FFOC|3F C8 53 8@|FF FF FF FF|A=sg During next analysis, treat selection as 3B
GOZZFFE4| 69 45 ES 77|18 12 E9 77| .Howksaw 2 LEER EESLEs
G

THE R
BEZZFFFE( EEEEEEEE
BEZZFFF4| BEEEEEAE
BAZ2FFFS| @@S108@1(0FFSET merll.<{ModuleEr
BAZEZFFFC| SO00E080E8

[ Paused

Figure 25

Since | am currently in the data section of the file, Ollydbg does not try to
interpret the bytes into assembly, so | force it to analyze the code with another
right-click menu from the first instruction (Figure 25 above). Now Ollydbg
displays useful assembly code of what must be the original msrll program. A
side by side comparison of the unanalyzed and analyzed code is in Figure 26.
This address of x4101240 must be the original entry point (OEP).

5] == OB 55 . E5

BE4alzdl 22 DE &9 aadalz4l || . 89ES
BE4A1242 ES OE ES AEdalz42 ) o B3EC BS
BE4E1242 22 DE 2% EEdEizde || . CPBd24 Blabae
BE4A1244 EC OE EC AE4E1240 || « FF1S BEBSS188
BE4E1245 5] DE @2 Ea4E1252 || . ES_SSFFFFFF
BE4E1245 C7 DE C7 aa4a1 258
BE4E1247 a4 DE &4 BE4E1 250 21ce
BE4a1245 24 DE =4 aa4a1 280 &0
HE4E1249 a1 OB @1 BE4iE1 250 [0e=)
BE4a124An aa DE &8 aa4a125E g9F6
BE4A124E =15} OB @@ BE4ia1 266
BE4a1z24c aa DE @& aada12e1 29EE
BE4A1240 FF OB FF
BE4E124E 15 DE 15
BE4a124F 5] DE &35
BE4E1256 BES DE ES
BE4a1251 51 DE 51
BE4E1252 55 ] DE Gg
BE4a1255 EZ DE EZ
HiE4E1 254 a3 OB 22
BE4a1 255 FF DE FF
BEA4EA1 256 FF OB FF
BE4E12E7 FF29 EC21CEED| DEC DWORD
BR4A1250 c3 OB C3
BE4E125E 29 DE 29
BE4a125F F& DE F&
BE4E 1256 == DE 55
BE4a1261 23 DE 29
BE4E1252 ES DE ES
BE4A1ZES 23 DE &2
Figure 26
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PUSH EEF

HoU EEBF,ESF

SUE ESP, 2

HMOU DWORD PTR SS:[ESF1, 1
CALL DOWORD PTR DS:[S1BS@E]
CALL msrll.o84811E8

MO ESP, EEF

HOR ERX, ERR

FOF EEF

RETH
Hou ESI,ESI
HoU EEBF,ESF
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| can save my progress so far by dumping this unpacked code into a file. | use a
plug-in for Ollydbg called Ollydump®?. Ollydump automatically places my current
instruction (EIP) in the OEP offset, and | save the dump to

C:\ speci nen\ unpacked_nsr| | . exe. | use Ollydbg’s command on this new file,
which reveals more intriguing items to watch while debugging, such as “PASS”,
“smurf,” and “jolt2.” The complete strings output of this unpacked file is included
in Appendix B.

Now | continue to animate through the code, pausing and adding comments to
subroutines as | encounter them. This is a long process but is the easiest way to
find interesting items without making assumptions and possibly missing
something important.

The loop beginning at x4118AE checks the full path of the executable. | see at
x40BEG66 that it starts building the string "mfm" which must be where the
msrll.exe file is copied to the C:\ W NDOAB\ Syst en82\ nf mi directory and the
jtram.conf file is created (see Figure 26 below).

OllyDbg - msrll.exe - [CPU - main thread, module msrll]

@ File b@iew Debug Plugins  Options  Window  Help -8 x
T : 1= s

Blox| wju] wivy 4 4 +f LjE[MT|wH|c[/[K[B|R[|S] =#?]
GO4BCoEE]] - BaCd 19 AO0_ESF, 16 | Registers (HHz)
pn | o ey [IESTRER e ERY BB415598 mer|l. BE415590
o4aC2eE | (- BFS4 7razemee| JE merl |, GR4ACEEZ ERN Bonobaos
oodacoek| [ 53 FUSH EB <3iso EGh Bonooacs

. 56 PUSH ESI SHED = MCrINDOWSNSYEten32™ | ol neoorong ASCII Twene
GGAECoE0| | - A& BBCE4BAR | FUSH msr |, GEBCESE format = "HenAs" EoF Bassrane
gosecore|| . sUsS GFEFFFF LER ER DUORD PTR 55: [EEP-123 EBp GocoPEET

. . ESI GBEEFCEA ASCIT "C:WINDOWS-Sustem
oodpcars|| o E3 Sesomeme |CALL merll. 8412108 Serinet " ]
et | BN EDaeaEs EDI @822FA%8 ASCIT "mirll.ens
Gnéncocs| | o S0e8 DaFEFFFF| LER ek, DUORD PTR sa:rEBp-1za @ e

; LIS C B ES B923 22bit BLFFFFEEFF)
aaqocass | . 50 e [k ["'ath ) F 1 C5 @ElE S2bit @(FFFFFFFF)
pa4oCoga|| . Es 41580800 | CALL merll.08412400 Createlirectory 5 f (o Ghi B piaaagadHe
oo4ECesr) | . 83EC B4 Fod i 5 Z @ D% 9622 F2bit @LFFFFFFFF)
Gnéncaco|| o G885 DSFEFFFF| LER ERk,DUORD PTR S8:EBP-12 B Bhi Eoah aaaaaae
oodecoss|| o Sa FUSH ER% Fath S R s D
pagacoss|| . Eg B2Semepe | CALL merll.08412550 SetLurrentDirectoryA e

- =3
| [T S (2 SHER 0B LastErr ERROR_FILE_NOT_FOUND (@G
oodecoanl| o 56 FUSH EST dHsd EFL @BBBE2G6 (MO, NE, HE. A, NS, PE, GE, 6)
Go4econl (| o 68 SECo4@mm | PUSH merl |, GB4BCO0E fornat = "HsHsNAST
Go4CorE | - 2085 DSFEFFFF|LEA EAX,DWORD PTR 55:[EEP-128 iEREIER Prrs pae o
gt | (9 A e S [MZ DBEG BEEH BEOE GE6E
Go4eCoA0|| - ES LESER@AR | CALL merll.@B412108 sorintf L el el e e
oadpcoEz(| . 83c4 12 AOD ESF, 18 LR Fentd i B b
Go4eCoEE(| - OS5 DAFEFFFF|LER EAX,DUORD PTR 55: [EBF-128 g e e
Ga4aCoEE(| - Sa FUSH ERN 2 HHE 2008 G008 o909 G900
BE4ECoEC| ) . 68 DAST4188 | PUSH msrell.@0416708 =1 = "Ciwgpecimensmerll.ene™ HH? SO00 GEEE DODE DRG0
ooqocaci|| o E3 SASEeoee | CALL mer|l.00412000 _stricnp v
ESToG0carCon, (ASCLT PCT-WINDOWS 5 sremae]
Aad BEZEFERB] ASCIT TmenT
T ®\oozeroee| engpons i
SRSEERRE BEEZFOES | BE24EEER
OBSSFFBL QEZZFSES| DEODERE]
s fazerors| Dezagon
HaccrPCd|C7 L4 ES o700 oo bd oo |H1§u i G| Jozzrare) gosansns 3
| | |F'aused I

Figure 27

Also in Figure 27, | see the malware create a new copy of the file in this new
folder. The malware runs the new copy and terminates the original copy. My first

2 0llydump and other Ollydbg plug-ins are available at
http://ollydbg.win32asmcommunity.net/stuph/
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impression of the / d command flag is to delete a file, in this case the original
malware. Figure 28 shows deletion, execution, and exit of the current process.

window  Help

OllyDbg - msril.exe R[CPU - main thread, module msrll] g@@
=l

@File View Debug  Plugins  Options

S x| wju] w4 ¥ L

2| =

LI E|M|T|w[H|c|/]|E|B|R

FEACCOR1]] » BoEC B4 SUE ESF, 4 sters CHHX
EE4ECEAS | ] . £2 DASF410@8 FUSH msrll.@8416700 <Hsr = "Civspecimensmsrll.ene™ BRZZFOCE ASCIT Lz b1 HOONS
aa4ceAz|| - &2 EECE4BER  |PUSH merll.B@48CIEE format = "od RS ShESFoae :
pa4sCERE|| o 2090 CEFDFFFF|LER EEX, DWORD PTR S5:L[E QRESFECS
aaqnceE4|| - 52 PUSH EER B BRSSFTER ASCIT “rd "Civeps
pnancees|| I EZ 165em@om  |CALL merll.o@d412100 sprintf EDSSEEEH :
paqnceEA|| o 304 BE ADD ESF, & ooooPEEn
BoiocEor|| o €6 Pecasoen | PUSH merl | BO4ECEFE Befpia e e e S
. msrll. efOicr = "™ " ° "
podecECH || - 52 PUSH EBX Parameters Rl (e 08 e ot
poancice|| . 8085 DSFEFFFF|LER ERK DUORD PTR SS:LEN| BE4BCE0E mer | L. B4BCE0S
- L leMame B
Ga4ecECe| | - B3 Face4@@a | PUSH msr | L.BA48CSFE Operation = Mopen™ CeRiciil o RCiEEEEEEEE
noancedi]| D en oe FUSH @ Rlind = HULL S 0023 2301t BIFFFFFFFF)
B | . E= S24neEse | CALL merll.o@d4l16se She L lEnecuten BE AESS 2201t BIFFFFFERF)
[ | [Nl BUENESHIS: F§ o532 3Zbit PFFOED@EIFF
aaqncECE|| o &R Ba PUSH & Exitlode = B Ge mogs mant
pa4pce0D|| - EZ 3ES7EEER  |CALL merll.oedi2sze Ex itFrocess
| | e el ALl A LastErr ERROR_SUCCESS (@@
aaqncees|| - SE POP ESI BAGEAZEE (MO, ME,HE, A, NS, PE,
aadnceer|| - SF FOP EDI
7TFE 1778 TPFE 17EE
e | [ORE e3P BACE BE0E BESE SEFS
BE4ECEEA| S 55 FlSH _EBP Er) bt et e
snanceee|| 1 29ES MOU EEF, ESP OARG GO HEGH GHEE
aaqmCBED | . 57 PUSH ED BA0R BODE HOEE HEGE
fodocorol| o SBec ac ElE eShoc i . o B ]
BE411650=m=r [, 00411650
Fdd Hew d BOOEEEOE][ hiind = HULL
e e e E40C3FE || Operat ion = "open i
BEEZFFAC| B3 F@ FO FF| Ca BEZZFOCE (| FileMame = "C:-MWINDOWS-System32umfrmmsrlL,
BEZZFFE4| 52 12 48 @R 91 BE2ZFCES() Parameters = "-d "Cisspecimensmsrll.ene™"
ao4aCEFs || Defbic = 7.7
BOZEFFEC| BB FF 22 6@ Fo _
BEZZFFC4| C7 14 E8 77| 68 L= = St S L
| e EECE AR AR AR AR AR ER M| Be22Fo0s| Ae416708| ASCIT "C:specimen-msrell. exne" hd

| Paused

Figure 28

Since | was not tracing through this new file, it runs outside of the debugger as

normal, resulting in the jtram.conf file. | would like to see this file getting created,
so | close the debugger, delete it, and open C.\ W NDOAB\ Syst enB2\ nf mi nsr | | . exe
in Ollydbg. Now I will have to repeat the manual unpacking again, since this new
file was copied from the original specimen executable.

After animating over the file until | see references to this file, | see it create an
empty jtram.conf file at x409FD5 (see Figure 29). A little later, | see where the
malware starts writing to the file, after some encryption of the data.

© SANS Institute 2005,
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OllyDbg ®msril.exe - [C

main thread, module msrll]

@ File ‘Wiew Debug Plugins Opbions  SWindow  Help — |G| x
" - - - = 1]
Blex| wlu] wijsf $1 Y - L|E/mMT|w/H|c|/|K[B|R]..[S] Z[H]?]
BOa0orEZ|] - Cr2t DEEFFFFF|MOY DWORD FIR S5: (EEF-10221,0
ooanoren|| - S5EC B4 SUB ESP,+ ~ |Begicters (FPU)__
soanorca|| o eA oe USH @ hTemplateFile = MULL A e - HHAHETE
ananarCz|| o 6o cpemaeen | POSH 2@ Attributes = MORMAL S B
spanarCy|| - em g2 USH = Mode = OFEM_EXISTING Enilooo e
ananarCe|| o &R Ba PUSH & pSecurity = HULL Eor ARBSOOEY
soanarCe|| - en op FUSH @ Sharetlode = @ EBF OOZoEESS
paanorcn|| D 6o peeeease | POSH Sopaomee Acces== = GENERIC_READ Eei s
. FFFE B3 FUSH DUORD PTR S5: [EEF+2] Filetame = "jtram.conf™” i R
AE4Gar 05| | - ES G60SAEER | CALL msrll.D@412568 CreateF i LeA
£o40or0n | - 8388 OCEFFFFF MOV DUORD PTR 55: (EBP-1024]1, EAX EIF @84B5FDZ mer|l.B84E5F02
. C @ ES @623 32hit @iFFFFFFFF
ga4arEs| | . 8378 FF il (o e F 1 C5 @@lE Z2bit BLFFFFFFFF)
aa4oFEa|| SvBFE4 conzemER| JE mer | L. AB4ERZ54 A1 52 Beis ISRl BIFFFRFRRRY
pa4aFEC|| > CreS DBEFFFFF|rHOU DWORD PTR 55: [EEF-10283,8 75 02 o025 350it GLFFFFFFFF)
ooaporce|| L 80BO EGEFFFFF | LER EDILDUORD PTR SS:CEEP- @181 £ 8 P2 Gest 3erit SErOEamaiFER)
e[ e | ey oo 3 e
GodEnEEr | - Fa: 0B REP STO% DWORD PTR ES:[EDI] LR Dbl s 350 Wb bbb b
Godnnnac || E8 aeoeee®® | TR EENRY wer i1, onsonate sl i e
M .
BE4BAE1E > SAZE ESEFFFFF) | pHOY AL, BYTE PTR S5: [EEP-1810] i s Syt e Idash et P
an4nnaia|| o 8ee410 ESEFFFI| | MOU BYTE PTR S5: [EEBF+EBX-18131 312 Snpty 2,5a%52P648090cadst0nes [ Fos
et -> e M STS evpty —777 FFFF_B1GERORE 7roroSon
. _ 5T4 empty TR Fhch Baoehoes 1rBio4
poapnozi|| o eA o PUSH B plverlapped = HULL Z1E ENEYy SOMNORM GOBI ARRGARGE GoRAGE
paanapas) | . 3385 E4EFFFFF || LEA ERX, DWORD PTR s5:eBP-totc| - @ 7 EE S . ReAnARAEEAREAREEE
8 pButesRea -
ppdgnoza|| L €A B1_ PUSH 1 || BubesToRead = 1 S e
Sroch 551 [BBECEEDOI-AOIOTIEG (mer Ll DUABISER), ASCIT ™ itram. conf™ Egm gggg gggg ﬁEgRBSE ﬁgika a ? ? ?
Address [Hex dump ASCII Fs SEBEEEEE ~
R e e L e
AAZZFFCC| BB B 4@ AA| B3 F@ FO 7F A
BBZSEEDA|Fo b oF Pa| 8 FE G2 oh|ieiEe et
AAZZFFOC| BF CF 53 0| FF FF FF FF| A=SC b oobn
DOZZFFES| D2 43 £ 77 1B 12 EX 77| HAWMeOw dl Hosoneen| aonaaoas 8
| | |F'aused I
Figure 29

The string used for encryption is stored in the ESI register, which contains
Di CHFc2i oi Vmb3cb4zZ7zWzH1oM= as a key. This key is used repeatedly to encode
each of the settings (see stack area in the bottom right of Figure 30).

© SANS Institute 2005,
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OllyDbg -lerll.exe - [CPU - main thread, module msrll] |

File View Debug Plugins Options Window Help - | 8| x
Bl x| »n] Wi+ 4 Y] -+ L[E[M[T|w|H[c[/[K[B[R]..[5] ;
DO4DAICE|| . oH G0 PUSH B c = B9 i Y
[REEL=z0s =l
op4eR157|| - 5895 DeerFFRF || MOD ED:, DWORD PTR SS:CEE A|Reaisners Lsliowll £ <
on4aa1s0|| - FRaaea FUSH OWORD FTR 0S:[EAX+E]| < Eeikoe-2cers
BE4aR16E(l . ES SESEEEEE CALL <JMP, &msucrt.memset [ mmemset ED¥ BEI0SEAS ASCIT ™set™
andaA1es|| © B304 6o AOD ESF, BE Eeilonan
oa4enies|| - 2860 coeFFerr||| Hou EDT,ONORD PTR SS:CER Eeloo s
oa4gA1cE|| - FT CLD ESF ohceEER
et | (N AAAAA A W ES] BEZZEEES ASCII COARAMNSyYKSO7Z eumEEyBy i T2UUSND
g | e A e e o e EDI @@Z2EES3 RSCII "COARAMSUDKSD?E sumasBy i T2UuSn0)
BodpRizs|| L FoDi hoT EC . EIP B24BA1CE msrll.BB4BALCE
. maslen i
eo4an17E|| - FFEs coerrrrF(|| PUSH DuoRD PTR ss:ceer-1f || =re S 1 B e ppfadaadas
oa4eniat|| - o895 O4EFFFFF||| oD E0, ONORD PTR S5t [ER cholcahec: 1t RoucrEecEs)
andanis7|| - 2@z MU ERY, DWORD FTR DSt [ED ) e e i | AR AR
oa4onizs|| - 2835 peerreer||| nou Eok,owoRD PTR SS:CER b A EER e AR AR
andaA1sF| | - FR3498 PUSH OWORD PTR 03: CEAHAE] || dest CEEE
Boionidg|| - Ef Fzctinge it I R = | [
. merll. g4 = |
oa4eniac|| - 280 CCEFFRRF|| | noU EDT,oNORD PTR Ss: CER o e Pl g (e e a))
andaainz|| - Fo Lo EFL @@@emzez (MO, MB, NE, A, NS, PO, GE, &)
| (SN AR A hou EEe? MHE 9, 942099e+33, 9. 9421682+33
goaoainn|| - F2:AE REFME SCAS EVTE PTR ESs( g = =n e
aadeainc|| - Frol HOT ECH G s
et | | AL, — MME  3.338553e-38, &.B85953e+33
ea4aALAF|| - 2895 oaerrrrF || | nou Eny, ouoro PTR 53 cER e . e oy T ialance o
an4aa1Es|| - eEaZ MU ERY, DWORD FTR DS: [ED i s Ay ot
oa4eniE7|| - 2825 oeerrerr||| Hou Eo¥owoRD PTR S5:CER L AP i
oa4oA1E0|| - FR3498 PUSH DWORD PTR DS: LEAHAE]| Aca2 i :
aa4eaica| | - FFa498 PUSH OWORD PTR 05: [EAHHE]| Aral
. EZ BE130808 CALL mer | |, AR4AESEE Lrir [ 1. Ba4aBS26
. 2835 DeEFFFFF||| HOU EAX, DUORD PTR SS: CEE
. FFG5 DGEFFFFF(|| INC OWORD PTR 55: CEBP-16
. 8304 2a AOD ESF, 28 =
, 93Fg 3¢ CHP ER.ZC
Stack Go: [BBECCEDL 1-DOBOEEED
ER¥=GEI03EAS, [ASCIT Maet™l
Address |Hes dunp RSCIT A GASOSEAS ASCIT Teet™ »~
4P5E 16| 50,41 58 55 B8 =5 ro 6| PASS. L ) e [ A BT
4AEEZE( B0 GF 67 67|65 64 28 69| logged i o - -
sl e e (Sl e [Ue e GAZZEOFA| AA4A39FS| ASCIT "DiCHFCR ioilnbScheaZP2liZHI o=
CES5| St B9 B0 o% BE 5B S6 14| EDn. (30 QOZZEDF4| BRSDIEAS| ASCII "set”
e S AR [ e et e TR GAZZEOFS| BAZZEEZ4| ASCIT "BUWRAFINaL+hhEF UL T F 4.0 gRL 9PLePOKSELUS4UK SEM
4PSE43| BB BB BB 75|53 53 7R 94 ...ushze i | P
4BEE4E| 63 74 40 A3| 10 08 B8 88| . tirk. .. ] | e
et Db S P o e s BOZZEERS| BAZZEEZ4| ASCIT "BuwRAFJHaU+hhEF Ul 1+ gRL SPLePOKSEUSHukn BEH
CEEZ|FF FF 22 C4) 18 95 CB 74|  S-bait et | o
AA4GSELE| F 3B 33 FC| 68 60 @8 A9| 150, ..- o)) BaczEEln v
| [ | Pauzed
Figure 30

The two password strings look like md5 hashes, similar to what would be used
on a Unix like system. | noticed the similarity of the first characters were similar
to a shadow password file | examined recently, so | created a sample shadow
password file with these passwords, ran a password cracking program known as
‘john.” 1 run the cracker on a separate machine while | proceed with the analysis
hoping that it will uncover a password.

The unencrypted jtram.conf is displayed in Figure 31. This information was
gathered by watching the stack before each line was encrypted. Now that | have
all the settings, | do not need to decrypt the file outside of the malware process
by reproducing the decryption functionality. The dcc.pass reference is likely
related to irc’s dcc command, used for sending and receiving files.

File Edit Format Wiew Help

set bot.port 2200 y
set jrc.guit O0O03D5SEBED

set servers collective?.zxy0.com, collective?. zxy0.com:99599!, callectiver. zxy0. com: BOBO
set jrc.chan #mils

set pass $1$KZLPLKD'F$W8k1BJrlXSDOstmIEQqaﬂ

set doc.pass $1$KZLPLKDTES51sAlITvamr7 b AdBZTx.

Figure 31
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I look through the rest of the code and find a few references that hint at the
malware’s capabilities. | see a few printf-formatted strings with IRC syntax, as
seen below in Figure 32 (also seen in Appendix B).

OllyDbg - msrll.exe - [CPU - main thread, module msrll]

@ File Wiew Debug Plugins Options ‘Window Help - X
=[]
Bl x| JJ wivi #4  +f LIE[M|T|W]H[c|/|K[B|R|..|8| 5[i]?]
dodrenll - EE I # | Reaisters (FPL) <
45470F || - S0 POP EEP En ——
o o L ELY FFFEBSE4
Godoio11| L 4 4 44 48 2\ RSLIT Pmiope s coth s EEelE o
endadvzl| | 2A 48 25 73 B ASCII TErsE” ESF BhooFELs
4bd7ze| . 25 T3 6B ASCIT %", B EEF BOZSFFCE
gl | = EHEHEEEPESP ESI rrPE1&en nvdll. TPFELEER
qpavz0|| ¢ 57 PUSH EDI EDT FPFPFFFR
HeEre | - PUSH ESI EIF BR4B1243 msrll. 66401243
oodaavar || 1 53 FUSH_EEH it acF -
4p4730|| | E3EC 10 SUB ESF, 16 B o B At HE 22
44733 | | EETD AC HOU EDI,CHORD FTR 55z [EBP+C o tEoat it AiF EF)
54736l o FETS 1@ FUSH DWORD PTR 55: [EBF+18] || Arad R R g 2
454735| | BB4E 1@ 0l ER, DWORD PTR 553 [EBF+1 S & Fi boon SSbir TFFDEBGRIFRF)
a4p472C|| | FFE@ cazemmen| PUSH DWORD PTR OS: CEAX+2068) | Araz S b EeEE .
oodaavaz|| 57 PUSH EDI Airgl ks
podgdric|| | E8 Sspioess | CALL ner|l.064843A1 mer L L. BE4B4EA1 B e BT R R [
ioivie|| SEa TEST ERR, Ean EFL BRGBEZEZ (MO, NE, NE, A, NS, PO, GE, 6]
o S e
454756 | | BBS2 coeomeEE| MOU EAH,OWORD PTR OS: [EDX+2 S S S b L e
retpie | | BN Lt QEETE%IDE%RD AL (eisHd R R 513 enpty B.BBBODDNS1SZ3S 151704333
B Empty @,
e | [T TE S (S hEath BRI 3 TS enpty A, BORGO2ASS2IS6AGTS 1 Be—d333
doareel| > g8 Eh o STE enpty 1. OBHEBERABEARGORAED
dodresl| - B8 e [21 §T7 empty 1lGGRgRgUDDOODCEgGgEE
g _ =2
apa7ee)| o Es oppememn ) CATL neril.nad41zeme styicep o ) Gl ARG B B B o
FCW B27F  Fres MEAR,53 Mask 11111
Address |Hex dum ASCIL o [EEEERE Do e
—l—% BESSITCA| 77EB14Ls| RETURN to kerne 32, 77E
DO4BIFDSI EE £7 56 E3[83 EL OC 58| WUSSe. | e B = e
BOZEFFCL| 7PFE166A| RETURN to ntdll.77FS1e
BOZZFFOG|  PFFOFEE0
] FaEA7LFE
] BEEZFFCE
] £B53CaEF
BhazrrEd| rrEsases|SE hangler o
an
P R e e e e e EgEf;ﬁ‘E BOZEFFES| PPE91218|kernel32. PPEILE1D
5|25 FF 75 16|50 43 26 5a| & ukis P o
62631 &8 FF &
e [ ] 510081 | OFFSET merl L. <Madu LEr
BE462043 = @
BadEZEs] | 64 B0 50 0d) 50 60 64 50) erieCier hd g
| |F'aused
Figure 32

In Figure 33, | see the string “smurf done” which sounds like a reference to a
smurf attack™. A smurf attack is a special form of Denial of Service attack. A
Denial of Service attack is designed to exhaust resources of the target**

® Smurf attacks are a type of Denial of Service attack. For a full description on smurf attacks,
see http://www.nordu.net/articles/smurf.htmi
* Skoudis, p. 121
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k OllyDbg - msril.exe - [CPL - main thread, module msril]

File Migw Debug Plugins Oplions  Window Help - 8 %X
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bl Blspe s ﬂﬁg EEDRT sl mrdRras 06 LastErc ERROR_FILE HOT_FOUMD | G0968053
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nsey Tl
ol = FUSH DWORD PTR DS: EECR+ 1) Timeout e S s e e T
<ozoo|[ Es peronss || CALL neril.G0412350 Sleep Zo ooy i Berg Rt
| s ADD ESP, o ST5 SNETh o.Doanons 150057131 0e-d95
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andnzean| | - 3847 14 CHP ERA; DWORD FTR D3:[EDI+14] STS smoty 0. 09G00ZOSS29360ETE1 024953
ouanscosl| noFe2 SAREFEFE LB mer il a042403 Ut Sesganananans0o05s
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it et 100 _EfE, DUORD FTR _Sss EBP-301 PERAEEE Rl Bk B b e g
BRAOZSEE==T | | DB4BZSCE (RSCIT "orurt done Faratee oondlin b kg Laidait
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| |Paused

Figure 33

To isolate the precise moment where the malware reads any input from any port,
| set a breakpoint at addresses at two places | see a call to the ws2_32.dll recv
function, x40DD22 and x40E70D. Setting the hardware breakpoints on access in
the dump window as | have done previously should trigger the breakpoints.
Unfortunately, when sending data to either port 2200 or to the irc client, neither
breakpoint is triggered. This could mean that there is another way to receive
traffic or that there is an anti-debugging feature that disrupts the breakpoint.

Without running the process normally then breaking at the network input time, it
is difficult to learn more about the authentication of the malware irc client or
server on port 2200. Tracing and stepping to these points are unsuccessful:
timeouts in network traffic from slowing the process down.

Taking a second look at the strings output of the unpacked malware, | see that
parts of the code were taken from Li bTonCrypt 0.83 and m RC v6. 12 (See
Appendix B). There is also what appears to be a command listing, shown partly
in Figure 34 below.
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DllgDhg - msrll.exe - [CPU - main thread, module msrll]
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Figure 34

The code analysis was integral to learning about the capabilities of the malware.
| would not have been able to see these features without being able to step into
the code and unpack the malware. The unpacked strings results show that the
malware is intended to send and receive files, run a program, listen as a service,
and communicate via IRC.

Summary

This malware is an IRC server and client. The specimen has an IRC client that
connects to col | ective7. zxy0. comand its own IRC server on port 2200. It has
an IDENT server running on port 113 to respond to client authorization attempts
typical in IRC usage. There is a reference of smurf and jolt processes, so it also
appears to have a Denial of Service attack component.

The configuration file’s password settings look to be standard md5 hashes,
typical of a Unix like / et c/ passwd file, but after 24 full days of using the john
cracker program on a Pentium 4 2.4 GHz FreeBSD 4.10-STABLE server as the
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only user process, no password match was found for the pass or dcc.pass
values.

The dcc.pass setting implies that the client can be used for sending and
retrieving files via the dcc functionality in IRC. This could be used to mine email
address, financial information, or any other type of data stored in files on the
victim.

Removal of the tool is easiest by booting into Safe Mode, keeping the process

from running automatically. If the system is Windows 98 or earlier, remove the
HKLM Sof t ware/ M crosoft/ W ndows/ Current Versi on/ Run/ Rll enhanced drive

registry value. In other Windows systems, delete the entire

HKLM Syst enf Cur r ent Cont r ol Set/ Ser vi ces/ nf mkey and reboot. To delete the
actual files, remove the entire C: \ W NDOAB\ Syst emi nf M Or

C:. \ W NDOB\ Syst enB2\ nf M. directory.

An egress proxy restricting outgoing IRC use would significantly limit the damage
spread by this malware. Machines that do not protect their registry from
unauthorized changes should be locked down to ensure they would not
automatically run this malware. Many brands of antivirus products will also
detect this and similar malware, even though they would not qualify as a virus.

A major weakness of the msrll.exe malware is it depends on name resolution to
communicate. To thwart use of compromised victims, local DNS servers could
redirect requests for the zxy0.com domain elsewhere.

The malware uses standard security and networking Windows libraries. The
functionality appears to be built up so that the malware behaves practically the
same on older versions of Windows as it does on the latest ones. The flexibility
of the IRC file transfer and control would be valuable to any villain.
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Appendix A — System Configurations

Guest FreeBSD Environment

Copyright (c) 1992-2002 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved
FreeBSD 4. 7- RELEASE #0: Wed Oct 9 15:08: 34 GMT 2002
root @ui | der. freebsdnal | . com /usr/obj/usr/src/sys/ GENERI C

Ti mecounter "i8254" frequency 1193182 Hz
CPU: AMD At hlon(tn) XP 2100+ (1730.25-MHz 686-cl ass CPU)

Oigin = "AuthenticAMD' |1d = 0x681 Stepping =1

Feat ur es=0x383f bf f <FPU, VMVE, DE, PSE, TSC, MSR, PAE, MCE, CX8, API C, SEP, MTRR, PGE, MCA, CMOV, PAT, PSE3
6, MWX, FXSR, SSE>
ANMD Feat ur es=0xc0400000<AM E, DSP, 3DNow >
real nenory = 100663296 (98304K byt es)
avail menory = 92639232 (90468K byt es)
Prel oaded el f kernel "kernel" at Oxc050f000
md0: Mal | oc di sk
Using $PIR table, 9 entries at 0xcOOf df 30
npx0: <math processor> on not herboard
npx0: INT 16 interface
pci bO: <Intel 82443BX (440 BX) host to PCl bridge> on not herboard
pci 0: <PCl bus> on pci b0
pci bl: <Intel 82443BX (440 BX) PCl-PCl (AGP) bridge> at device 1.0 on pciO
pci 1: <PCl bus> on pci bl
i sab0: <Intel 82371AB PCl to | SA bridge> at device 7.0 on pciO
i sa0: <l SA bus> on isab0
atapci 0: <Intel PIIlX4 ATA33 controller> port 0x1050-0x105f at device 7.1 on pciO
ata0: at O0x1f0 irqg 14 on atapciO
atal: at Ox170 irq 15 on atapciO
uhci 0: <Intel 82371AB/EB (Pl X4) USB controller> port 0x1060-0x107f irq 9 at device 7.2
on pci 0
ush0: <Intel 82371AB/EB (Pl1X4) USB controller> on uhciO
usb0: USB revision 1.0
uhubO: Intel UHCI root hub, class 9/0, rev 1.00/1.00, addr 1
uhub0: 2 ports with 2 renpvable, self powered
chipl: <Intel 82371AB Power managenent controller> port 0x1040-0x104f at device 7.3 on
pci 0
pci 0: <VGA-conpati bl e display device> at 15.0
bt 0: <Buslogic Milti-Mster SCSI Host Adapter> port 0x1440-0x145f mem Oxf8000000-
Oxf 800001f irqg 11 at device 16.0 on pciO
bt 0: BT-958 FWRev. 5.07B Utra Wde SCSI Host Adapter, SCSI ID 7, 192 CCBs
I ncO: <PCNet/PCl Ethernet adapter> port 0x1080-0x10ff irq 10 at device 17.0 on pciO
IncO: PCnet-PCl |1l address 00:0c:29:28:c2:5d
IncO: driver is using old-style conpatibility shins
pci 0: <unknown card> (vendor=0x1274, dev=0x1371) at 18.0 irq 9
ornD: <Option ROVsE> at iomem Oxc0000-0xc7fff, 0xc8000- 0xc8fff, Oxdc000- Oxdf f f f, 0xe4000-
Oxe7fff on isa0
fdcO: <Intel 82077 or clone> at port Ox3f0-0x3f5,0x3f7 irq 6 drq 2 on isa0
fdcO: FIFO enabl ed, 8 bytes threshold
fdO: <1440-KB 3.5" drive> on fdcO drive O
at kbdc0: <Keyboard controller (i8042)> at port 0x60,0x64 on isa0
at kbd0: <AT Keyboard> flags 0x1 irg 1 on atkbdcO
kbd0O at at kbdO
psnD: failed to get data
psnD: <PS/2 Mouse> irqg 12 on at kbdcO
psnD: nodel IntelliMuse, device ID 3
vgal: <CGeneric | SA VGA> at port O0x3cO0-0x3df ionem 0xa0000-0xbffff on isa0
sc0: <System consol e> at flags 0x100 on isa0
sc0: VGA <16 virtual consol es, flags=0x300>
sio0 at port O0x3f8-0x3ff irqg 4 flags 0x10 on isa0
si 00: type 16550A
siol at port O0x2f8-0x2ff irqg 3 on isa0
siol: type 16550A
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ppc0O: <Parallel port> at port 0x378-0x37f irq 7 on isa0

ppcO: Generic chipset (N BBLE-only) in COVWATIBLE node

plip0: <PLIP network interface> on ppbusO

| pt0: <Printer> on ppbusO

I ptO: Interrupt-driven port

ppi 0: <Parallel 1/C> on ppbusO

ad0: 4095MB <VMwaare Virtual |IDE Hard Drive> [8322/16/63] at ataO-master UDMA33
acd0: DVD-ROM <VMnare Virtual |DE CDROM Drive> at atal-master PIO4

Wi ting 15 seconds for SCSI devices to settle

Mounting root from ufs:/dev/adOsla

Guest Windows XP Environment

Resource Summary Report - Page: 1
kkkkhkkhkkhkkhkkhkkhkhkkhkhkhhhhhkhkk SYSTEM SUM\/ARY kkkkkkkkkkkhkkhkkhkkhkkhkkhkkkk*

W ndows Version: Wndows 5.1 Service Pack 1 (Build 2600)
Regi stered Owner: Ji m Shewnaker

Regi stered Organi zation:

Conput er Name: TESTXP

Machi ne Type: AT/ AT COVPATI BLE

System Bl OS Version: PTLTD - 6040000

System Bl OS Date: 04/21/04

Processor Type: x86 Fanmily 6 Mdel 8 Stepping 1
Processor Vendor: Authenti cAVD

Number of Processors: 1

Physi cal Menory: 224 MB

kkkhkkhkkhkkhkkhkkhkkhkhkkhkhkhhhhhkkxk DI SK ml VE I NFO kkkkkkkkkhkkhkkhkkkhkkhkkhkkhkkkk*

Drive A
Type: 3.5" 1.44MB floppy disk drive
Total Space: 1,474,560 bytes
Heads: 2
Cylinders: 80
Sectors Per Track: 18
Bytes Per Sector: 512

Drive C
Type: Fixed disk drive
Total Space: 10,725,732, 352 bytes
Free Space: 9,234,546, 688 bytes
Heads: 255
Cylinders: 1305
Sectors Per Track: 63
Bytes Per Sector: 512

Drive D

Type: CD-ROM drive
Total Space: 654,311, 424 bytes

kkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhhhhhkkxk IRQSUM\MR kkkkkkkkkkkkkkkhkkkkk*

| RQ Usage Summary:

(1sA 0 System ti mer

(rsp 1 Standard 101/ 102-Key or Mcrosoft Natural PS/2 Keyboard
(1sA 3 Conmuni cations Port (COWR)

(1sA) 4 Conmuni cations Port (COML)

(1sA) 6 Standard floppy disk controller

(1sA) 8 System CMOS/real tine clock

(1sA 9 M crosoft ACPI-Conpliant System

*(PCl) 11 SCSI Controller

(1sA) 12 PS/ 2 Compati bl e Mouse

(1SA) 14 Primary | DE Channel

(1'SA) 15 Secondary | DE Channel

(PCl) 18 AMD PCNET Family PCl Ethernet Adapter

(PCl) 19 Intel (r) 82371AB/EB PCl to USB Universal Host Controller

© SANS Institute 2005, Author retains full rights.



(PCl) 19

Creative Audi oPCl (ES1371, ES1373) (VDW)

kkhkkkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhk*k DVA USA(E SUM\MRY kkhkkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkkk*x

DVA Usage Summary:

Resource Summary Report

- Page: 2

2 St andard floppy disk controller
4 Direct nenory access controller

kkhkkkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhk*k '\/E'\mY SU'\MRY kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkk*k

Menory Usage Sunmary:
[ 000A0000 - O0O0O0BFFFF]

[ 000A0000 - O0O00BFFFF]
000CFFFF]
000D3FFF]
000D7FFF]
000DBFFF]
000E3FFF]
FFDFFFFF]
FA00001F] SCsI Controller
F5FFFFFF]  Video Controller (VGA Conpati bl e)
F6FFFFFF] Video Controller (VGA Conpati bl e)

[ 000CC000 -
[ 000D0000 -
[ 000D4000 -
[ 000DB000 -
[ 000E0000 -
[ 0E000000 -

*[ F4000000 -
*[ F5000000 -
*[ F6000000 -

kkkkhkkhkkhkkhkkhkkhkhkkhhkhhhhhkkxk

I1/0 Ports Usage Sumary:
00000CF7]

[ 00000000 -
[ 00000000
[ 00000010
[ 00000020
[ 00000024
[ 00000028
[ 0000002C
[ 00000030
[ 00000034
[ 00000038
[ 0000003C
[ 00000040
[ 00000050
[ 00000060
[ 00000061
[ 00000064
[ 00000070
[ 00000072
[ 00000080
[ 00000081
[ 00000090
[ 000000A0
[ 000000A4
[ 000000A8
[ 000000AC
[ 000000BO
[ 000000B8
[ 000000BC
[ 00000000
[ 00000170
[ 000001CE
[ 000001FO0
[ 00000200
[ 00000274
[ 00000279
[ 000002E8
[ 000002F8

0000000F]
0000001F]
00000021]
00000025]
00000029]
00000020
00000031]
00000035]
00000039]
00000030
00000043]
00000053]
00000060]
00000061]
00000064]
00000071]
00000077]
00000080]
0000008F]
0000009F]
000000A1]
000000A5]
000000A9]
000000AD]
000000B5]
000000B9]
000000BD]
000000DF]
00000177]
000001CF]
000001F7]
00000207]
00000277]
00000279]
000002EF]
000002FF]

Resource Summary Report

[ 00000376 - 00000376]
[ 00000378 - 0000037F]

© SANS Institute 2005,

PCl bus
VgaSave
PCl bus
PCl bus
PCl bus
PCl bus
PCl bus
PCl bus

Iopm'r SUM\/ARY kkkkkkkkkhkkhkkhkkhkkhkkhkkhkkkkk*

PCl bus
Direct nenory access controller
Mot her boar d resources
El SA programmabl e interrupt controller
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
System ti mer
Mot her board resources
Standard 101/102-Key or M crosoft Natura
Syst em speaker
Standard 101/ 102-Key or M crosoft Natura
System CMOS/real tinme clock
Mot her board resources
Mot her board resources
Direct menory access controller
Mot her board resources
El SA programmabl e interrupt controller
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Direct menmory access controller
Secondary | DE Channe
VgaSave
Primary | DE Channe
Game Port for Creative
| SAPNP Read Data Port
| SAPNP Read Data Port
VgaSave
Communi cations Port (COWR)

- Page: 3

Secondary | DE Channe
Printer Port (LPT1)

PS/ 2 Keyb

PS/ 2 Keyb
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[ 000003BO - 000003BB] VgaSave
[000003C0 - 000003DF] VgaSave
[ 000003F0 - 000003F5] Standard floppy disk controller
[ 000003F6 - 000003F6] Primary |IDE Channel
[ 000003F7 - 000003F7] Standard floppy disk controller
[ 000003F8 - 000003FF] Conmuni cations Port (COML)
[ 000004D0 - 000004D1] EI SA progranmmable interrupt controller
[ O0000A79 - 00000A79] | SAPNP Read Data Port
[ 00000D00 - O000FFFF] PCl bus
[ 00001000 - 0000103F] Mbtherboard resources
[ 00001040 - 0000104F] Mbtherboard resources
[ 00001050 - 0000105F] Intel(r) 82371AB/EB PCl Bus Master |IDE Controller
[ 00001060 - 0000107F] Intel(r) 82371AB/EB PCl to USB Universal Host Contr
[00001080 - 000010FF] ANMD PCNET Fanily PCI Ethernet Adapter
[00001400 - 0000143F] Creative AudioPCl (ES1371, ES1373) (WM
*[ 00001440 - 0000145F] SCSI Controller
*[ 00001460 - 0000146F] Video Controller (VGA Conpatible)

Guest Windows 98SE Environment
Resource Summary Report - Page: 1

kkkkkhkkhkkhkkhkkhkkhkkhkhkkhkhkhkhkhkhk*k SYSTEM SU'\MRY khkkkkkkhkhkhkhkkhkkkkkkx%x

W ndows version: 4.10.2222

Comput er Nane: Unknown

System BUS Type: |SA

Bl GS Nare: Unknown

Bl S Date: 04/21/04

Bl GS Version: EPP revision 9.00
Machi ne Type: | BM PC/ AT

Processor Vendor: Authenti cAMD
Processor Type: AMD Athlon(tm XP 2100+
Mat h Co- processor: Present

Regi stered Owner: Janes Shewmaker
Regi st ered Conpany: bl uenotch

kkkkhkkhkkhkkhkkhkkhkhkhkhkhhhhhkkk kkkkkkkkkkkkkkkhkkkkk*
I RQ SUMVARY

I RQ Usage Sunmary:
00 - Systemtiner
01 - Standard 101/102-Key or M crosoft Natural Keyboard
02 - El SA progranmabl e interrupt controller
03 - Comuni cations Port (COWR)
04 - Communi cations Port (COMWL)
05 - Printer Port (LPT1)
06 - Standard Fl oppy Di sk Controller
07 - AMD PCNET Family Ethernet Adapter (PCl-1SA)
07 - ACPl I RQ Holder for PCl |IRQ Steering
08 - System CMOS/real tinme clock
09 - ACPI I RQ Holder for PCl 1RQ Steering
09 - SCI 1 RQ used by ACPI bus
09 - Intel 82371AB/EB PCl to USB Universal Host Controller
11 - ACPlI IRQ Hol der for PCl IRQ Steering
11 - BuslLogic Milti Master PCl SCSI Host Adapters
12 - VMware Pointing Device
13 - Nuneric data processor
14 - Primary | DE controller (dual fifo)
14 - Intel 82371AB/EB PCl Bus Master |DE Controller
15 - Secondary |DE controller (dual fifo)
15 - Intel 82371AB/EB PCl Bus Master |DE Controller

kkkhkkhkkhkkhkkhkkhkkhkhkhkhkhhhhhkhkk Iopm'r SUM\/ARY kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkk*

I1/0O Port Usage Summary:

0000h- 000Fh -
0010h- 001Fh -
0020h-0021h -
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Direct nenory access controller
Mot her board resources
El SA programmabl e interrupt controller
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0024h-0025h
0028h-0029h
002Ch- 002Dh
0030h-0031h
0034h-0035h
0038h-0039h
003Ch- 003Dh
0040h-0043h
0050h-0053h
0060h- 0060h
0061h-0061h

Syst em Resour ce

0064h-0064h
0070h-0071h
0072h-0077h
0080h- 0080h
0081h- 008Fh
0090h- 009Fh
00AOh- 00Alh
00A4h- 00A5h
00A8h- 00A9h
0OACh- 00ADh
00BOh- 00B5h
00B8h- 00B9h
00BCh- 00BDh
00Q0h- 00DFh
00FOh- 00FFh
0170h-0177h
0170h-0177h
01FOh- 01F7h
01FOh- 01F7h
02F8h- 02FFh
0376h-0376h
0376h-0376h
0378h-037Fh
03B0h- 03BBh
03Q0h- 03DFh
03FOh- 03F5h
03F6h- 03F6h
03F6h- 03F6h
03F7h- 03F7h
03F8h- 03FFh
04DO0h- 04D1h
0CF8h- OCFFh
1000h- 103Fh
1040h- 104Fh
1050h-1057h
1050h- 105Fh
1058h- 105Fh
1060h- 107Fh
1080h- 108Fh
10A0h- 10BFh
1400h- 147Fh

Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
Mot her board resources
System ti mer

Mot her board resources

St andard 101/ 102-Key or M crosoft Natural Keyboard

Syst em speaker

Report - Page: 2

St andard 101/ 102-Key or M crosoft Natural Keyboard

System CMOS/ real tine clock

Mot her board resources

Mot her boar d resources

Di rect nenory access controller

Mot her board resources

El SA progranmmabl e interrupt controller

Mot her board resources

Mot her board resources

Mot her board resources

Mot her board resources

Mot her board resources

Mot her board resources

Di rect nenory access controller

Nuneric data processor

Intel 82371AB/EB PCl Bus Master |DE Controller
Secondary | DE controller (dual fifo)

Primary I DE controller (dual fifo)

Intel 82371AB/EB PCl Bus Master |DE Controller
Communi cations Port (COWR)

Secondary | DE controller (dual fifo)

Intel 82371AB/EB PCl Bus Master |IDE Controller
Printer Port (LPT1)

VMnar e SVGA ||

VMnar e SVGA 11

St andard Fl oppy Di sk Controller

Intel 82371AB/EB PCI Bus Master |DE Controller
Primary I DE controller (dual fifo)

St andard Fl oppy Di sk Controller

Communi cations Port (COWML)

El SA progranmmabl e interrupt controller

PCl bus

Mot her board resources

Mot her boar d resources

Primary IDE controller (dual fifo)

Intel 82371AB/EB PCl Bus Master |IDE Controller
Secondary | DE controller (dual fifo)

Intel 82371AB/EB PCl to USB Universal Host Controller

VMhar e SVGA ||
BusLogic Multi Master PCI SCSI Host Adapters
AVMD PCNET Fanily Ethernet Adapter (PCl-1SA)

kkhkkkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhk*k UPPER ,\/E,\/(PY lJSA(E SUN'VARY *kkkkkkkkkkkkkkkkkkk

Menory Usage Sunmary:

000A0000h- 000AFFFFh - VMnare SVGA ||
000B0O000h- 000BFFFFh - VMnare SVGA ||
000C0000h- 000C7FFFh - VMaare SVGA ||

000C8000h- 000C8FFFh - AMD PCNET Family Ethernet Adapter (PCl-1SA)

03000000h- 03007FFFh - VMaare SVGA |
F8000000h- FBFFFFFFh - | ntel 82443BX Pentium(r) Il Processor to PCl bridge (
FCO00000h- FCFFFFFFh - VMware SVGA | |
FDO0000Oh- FDFFFFFFh - VMware SVGA | |

FEO000OOh- FEOOOO1Fh - BusLogic Multi Master PCl SCSI Host Adapters
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Appendix B — Strings in Unpacked Malware

("] ("]

?i nsnod %s! %s

2?r mod ;u

?l snod SVh=+@
=t 0A [~1]

%: <nod nane> irc.nick
%: nod list full NI CK %
%s: err: % MODE
nmod_i ni t hV, @
mod_free =P1A

%: cannot init 9% [~]

%: % |oaded (%) NETWORK=

%: nod allready | oaded
%6: 9% err %

[~
[

[~] irc.pre
%: % not found [~ ]
%: unl oading % 9%s__
("] _%
[W]: % hinst: % %"
[~ %
unl oadi ng % Y%
%: invalid_addr: % _ %
%% [port] %
N NI CK ¥%s
finished % NI CK
F Pj % Y
[~ [~]
% <ip> <port> <t_time> <del ay> [~ ]
[~ ; &uJ
sockopt: % j'SV
sendto err: % [~]
sockraw. % [~ ]
syn: done irc.chan
F P WEj
F Pj [~
F Pj % Y%
[~ ] WHO ¥%s
% <i p> <duration> <del ay> PPhV, @
[~_] hu7@
sendto: % [~
jolt2: done USERHOST %
F Pj | ogged into % (%) as %
[~_] <$hE: @
% <ip> <p size> <duration> <del ay> PhR @
hi #@ (]
mhre j AW
(1 [~
Err: % ni ck. pre
snmurf done %s- %94u
Pi h irc.user
PhV#@ irc.usereal
h"#@ irc.real
[~ ] irc.pass
&err: % tsend(): connection to %: % failed
G Fj USER % | ocal host 0 : %
[~ ] Nl CK %
?pi ng Ph <@
?udp ("]
?syn 8:u:
?snur f ot
?jolt [~ ]
PONG : %s Pl NG
0h (@ PRI VMSG
[~ ] JON
(] QT
%! % @6 PART
%°Sh KI CK
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trecv(): Disconnected from% err: %
=P2A

% % %

hr D@

Ph} D@

[_]

MODE % -o+b % * @6
C PSWh

Sh' G@

[_]

MODE % -bo % %

sk#% % is dead!

s_check: % dead? pinging...
PI NG : ok

s_check: send error to % disconnecting
expect the worst

s_check: killing socket %
irc.knick

jtr.%u%.iso

ison %

servers

s_check: trying %

h( K@

PhoK@

hTK@

h"K@

PhkK@

Sht K@

8:u.

uYVh| K@

hA<@

("]

% . node

MODE % %

ShRP@

Sh$l @

PShzP@

node % +0 Y%

node % +b % %
KICK % %

Set an irc sock to preform % command on
Type

%eskl i st

to view current sockets, then

%e€dccsk

<#>

Ph™ W@

© SANS Institute 2005,

%: dll |oaded

%s: %l

[~_]

hA<@

RhHY@

RhHY@

said % to %

usage: % <target> "text"
hHY@

("]

% not on 9%

usage: % <ni ck> <chan>
ht Zz@

("]

PASS

% | ogged in

Sh[@

sys: % bot: %

pref ormance counter not avail
usage: % <cnmd>

% free'd

unable to free %
Oh+\ @

RSV

| ater!

unable to % errno: %
service: % user:% inet connection: %
contype: % reboot privs: %
Ph@ @
ki |
% 5u %
h#" @
[~
% Y%
%: somefile
PhHY@
[~
host: % ip: %
C Ph
capCet Dri ver Descri pti onA
XP++
cpus: %
CAM
WN%s (u:9%) %% mem (%/ %) %%b6 % %
hp4A
hi b@
=l 4A
=l 4A
hh4A
=l 4A
5d4A
[~
open
%: % (%)
("]
("]
NI CK
% Us
% bad args
3hTg@
[~
aki ck
KI CK
%[ W] %
% renoved
couldnt find %
% added
% allready in |list
usage: % +/- <host>
8-u0
8+uN
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7h*h@

h?h@

[~

jtram conf

% It %

jtr. hone

s\ ¥s

%: possibly failed: code %
%: possibly failed

%: exec of % failed err: %
u. exf

Ph+j @

Ph?j @

[~

jtr.id

LSN
SSL
S>S
# [fd: %] %: % [%%] |ast: %
[\=>[n:% fh:%] (%)

I
|---[%] (%) %
| |-[%%] [%]
| => (%) (% 8x)

h@@

B$PRhco@

=p5A

h}o@

F PV

("]

% <pass> <salt>

3h's@

[~

% <ni ck> <chan>

| U%s!

h5t @

PI NG %

m RC v6. 12 Khal ed Mar dam Bey

VERSI ON %

dcc. pass

tenp add %

$hou@

Y8 %- %8

% opened (%)

% bytes from% in % seconds saved to
%

(% 9%): inconplete! % bytes
coul dnt open % err: %

(%) %: %

(%) urlopen failed

(%) : inetopen failed

Whj v@

hrv@
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hGr@

Ph w@

[~

no file nane in %
hew@

[~

[~

% created

[~

% % to %

3hl ~@

~

%. 2u/ 9%0. 2u/ 90. 2u  9®. 2u: 9. 2u %d5s
% (err: %)

[~

ShHY@

err: %

% % :ok

[~

unable to % % (err: %)
ShHY@

[ N

% 16s %

% 16s (%u. %. Y. %)
["_]

hHY@

[%&] [%s] %

[~

closing % [%: %)
unabl e to close socket %
[~

[~

usi ng sock #% %: % (%)
Invalid sock

usage % <socks #>
| eaves %

0 * 108

hHY@

[~

joins: Y%

chat

ACCEPT

resune

err: %

DCC ACCEPT % % %
dcc_resune: cant find port %
send

dcc.dir

s\ s\ Y8\ U

unable to open (%): %
resuning dcc from% to %
DCC RESUME % % %
[l

hiA

hiA

[~

?ssl

?cl one

?cl ones

?l ogin

2upti me

?r eboot

?stat us

?j unmp

?ni ck

?echo

?hush

?wget

?join

?aop

?aki ck
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?part send of % inconplete at % bytes

?2dunp send of % conpleted (% bytes), %
?set seconds % cps

?di e cant open % (err: %) pwd: { %}
?md5p DCC SEND % % % %

?free $Sho

?raw [~]

?updat e [~]

?host name [~]

?fif % U

?20fif % exited with code %

?del %8\ ¥

?pwd %: %

?pl ay exec: Error: % pwd: % cnd: %
?copy [~

?nmove dcc. pass

2dir bot . port

?suns % bad pass from"%" @6
?2rmdir %: connect from %

?2nkdi r ho; A

?run jtr.bin

?exec nsrll.exe

?ki Il jtr.hone

?killall 2200

?crash jtr.id

?dcc runbs

?get irc.quit

?say servers

?nsg col l ective7.zxy0.comcol | ective7. zxy0.com
?skl i st :9999!, col I ecti ve7. zxy0. com 8080
?unset irc.chan

uattr #mls

?dccsk pass

?con $1$KZLPLKDF $W8kI 8Jr 1X8DOHZsm p9qq0
?ki |l sk $1$KZLPLKDf $55i sAll TvanR7bj AdBzi X.
VERSI O\ n220

PI NG =P A

| DENT SSL_get _error

[~ ] SSL_| oad_error_strings

ud 9%92uh 9%92um YO2us SSL library_init

%92uh %92um %92us SSLv3_client _net hod

%um %92us SSL_set _connect _state

[~ ] SSL_CTX_new

[~] SSL_new

[~] SSL_set _fd

[~ ] SSL_connect

j tram conf SSL_wite

jtr.* SSL_read

Di CHFc2i oi Vmb3ch4zZ27z\WZH1oM= SSL_shut down

conf_dunmp: wote % |ines SSL_free

[~ ] SSL_CTX free

[~ ] kernel 32.dl |

> u Quer yPer f or manceCount er

[~] Quer yPer f or manceFr equency

get of % inconplete at % bytes Regi st er Servi ceProcess

get of % conpleted (% bytes), % j tram conf

seconds % cps [~]

error while witing to % (%) irc.user

[~ ] % : USERID: UNIX : %

chdir: % -> % (%) QU T : FUCK %

, Ph\ Killed!l? Arrg! [%]

dcc_wait: get of % from% tined out QIT :%

dcc_wait: closing [#W] %: % (%) SeShut downPri vi | ege

PRhP %8\ ¥s

[~] s\ %8\ s

SEND R | enhanced drive

%ls #% 2u % %ucps %uWb [ sk#%] % sof twar e\ m crosof t\ w ndows\ currentversi on
% Send(s) % Get(s) (% transfer(s) \run

total) UP:%ucps DOM: %ucps Total : %ucps /d "%"

PRGhO open

[~ WBVh
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.1 0123456789ABCDEFGHI JKLMNOPQRSTUVWKYZabc
def ghi j kl mopqgr st uvwxyz
I Ghx

8%t +

I QRS

I QRS

5pSA

I QRS

5pSA

I QRS

5pSA

5pSA

("]

I Ghx

("]

("]

Ph~f

("]

Ph~f

usage %: server[:port] anount
[~_]

%8: U

% % % <PARAM>

JON

PART

%: [NETWORK| all] % <"parnm'> ...
N

USER % | ocal host 0 : %

NI CK %

PSVh

[~_]

md5. ¢

md !'= NULL

Q" &

[~_]

j*h@

buf !'= NULL

[~_]

hash !'= NULL

[~

nmessage di gest

abcdef ghi j kl mopqgr st uvwxyz
ABCDEFGHI JKLMNOPQRSTUVWKYZabcdef ghi j kl o
pagr st uvwxyz0123456789
12345678901234567890123456789012345678901
234567890123456789012345678901234567890
i Ww&a

Ki}|

Rz/ 1

I QRS

[~_]

sprng
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sprng. c
buf !'= NULL
rcé.c

skey != NULL
key != NULL
AN

ct !'= NULL
pt !'= NULL
[~

+0+Xx

[~_]

#4EVQX
$5FWhy

#4EVgX

$5FvWhy

#4EVQX
$5FWhy

gN] HU

[~_]
desired_keysi ze !'= NULL
ctr.c

ctr !'= NULL
key 1= NULL
count !'= NULL
N

ct !'= NULL
pt !'= NULL

j LhO
j KhO
ABCDEFGHI JKLMNOPQRSTUWKYZabcdef ghi j kl mo
pgr st uvwxyz0123456789+/
?456789: ; <=
I"#$9%R' ()*+,-./0123
base64. c
outlen !'= NULL
out !'= NULL
in = NULL
W/SP
[~
@\ E
j)hP
j (hP
j"hP
[~
j VhP
j UhP
j ThP
_ARCCHK ' %' failure on line % of file
%
crypt.c
name != NULL

[~
ci pher !'= NULL

W/svV
[~
hash !'= NULL
W/SW
[~ 1]
W/SP
~l
prng != NULL
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W/SP
[~_]
W/SP
[~
Li bTonCrypt 0. 83
Endi aness: little (32-bit words)
Cl ean stack: disabled
Ciphers built-in:
Bl owfi sh
RC2
RC5
RC6
Ser pent
Saf er +
Saf er
Ri j ndael
XTEA
Twof i sh
CAST5
Noekeon
Hashes built-in:
SHA- 512
SHA- 384
SHA- 256
TI GER
SHAL
MD5
M4
MD2
Bl ock Chai ni ng Modes:

RSA

ECC
KR
Conpi | er:
W N32 pl atform det ect ed.
GCC conpi | er detect ed.

7]
uE; }

<i p> <total secs> <p size> <del ay>

nodem
Lan

Pr oxy
k)

none

n220 1.0 #2730 Mar 16 11:47:38 2004

unable to % % (err:

unable to kill % (%)

% killed (pid: %)
AVI CAP32. dI |

unable to kill % (%)

pid % killed
error!

ran ok

MODE % +0 %
set % %
Mozillal/4.0
Accept: */*
<Dl R>

%)

Coul d not copy % to %

% copied to %
0123456789abcdef
% unset

unabl e to unset %
(%) %

% Y%

i bssl 32.dl

|'i beay32. dl

<di e|join|part]|raw nsg>

Adj ust TokenPri vi |l eges
C oseServi ceHandl e
Creat eServi ceA

Crypt Acqui reCont ext A
Crypt GenRandom

Crypt Rel easeCont ext
Get User NaneA

LookupPri vi | egeVal ueA

OpenProcessToken
OpenSCWvanager A
Regd oseKey
RegCr eat eKeyExXA
RegSet Val ueExA

Various others: BASE64 MPI HVAC
/ dev/ random

Regi st er Servi ceCtrl Handl er A
Set Ser vi ceSt at us

[~] Start Servi ceCtrl Di spat cher A
M crosoft Base Cryptographic Provider AddAt omA
v1l.0 Cl oseHandl e
bits.c CopyFi | eA
buf 1= NULL CreateDirectoryA
t 9VW\S CreateFil eA
~ Cr eat eMut exA
prng != NULL Cr eat ePi pe
[~ ] Cr eat eProcessA
<"tx< tf< t Cr eat eTool hel p32Snapshot
<tVe ot Del et eFi | eA
< tJ< tF Dupl i cat eHandl e
- LI BGCCWB2- EH- SJLJ- GTHR- M NGWB2 EnterCritical Section
4] Exi t Process
AAAA Exi t Thr ead
AAAA Fi | eTi neToSyst enTi ne
AAAA Fi ndAt omA
AAAA Fi ndCl ose
AAAA Fi ndFirstFil eA
AAAA Fi ndNext Fi | eA
AAAA FreeLi brary
AAAA Get At omNaneA
W/SQ Get ConmandLi neA
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Get Current Di rect oryA
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CGet Current Process
Get Current Threadl d
Get Exi t CodePr ocess
GetFil eSi ze

Get Ful | Pat hNameA

CGet Last Error

Get Modul eFi | eNanmeA
Get Modul eHandl eA

Get ProcAddr ess

Get St ar t upl nf oA

Get Syst enDi rect oryA
Get Syst em nf o

Get TenpPat hA

Get Ti ckCount

Get Ver si onExA

d obal Menor ySt at us
InitializeCritical Section
| sBadReadPt r
LeaveCritical Section
LoadLi braryA
MoveFi | eA
OpenProcess
PeekNanedPi pe
Process32Fi r st

Pr ocess32Next

Quer yPer f or manceFr equency
ReadFi |l e

Rel easeMut ex
RenmoveDi rect oryA

Set Consol eCtr | Handl er
Set Current Di rect or yA
Set Fi | ePoi nt er

Set Unhandl edExceptionFil ter

Sl eep

Ter m nat eProcess
Wi t For Si ngl eCbj ect
WiteFile
_itoa

_stat

_strdup
_stricnp
__getnmi nargs
__p__environ
__p__fnode
__set_app_type
_begi nt hread
_cexit

_errno
_fileno

_iob

_onexit

_set node
_vsnprintf
abort

atexit

ato

cl ock

fcl ose
fflush

fgets

f open

fprintf

fread

free

fwite

mal | oc

nmencpy

menset

printf

rai se

rand
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real | oc

set vbuf

si gna

sprintf

srand

strcat

strchr

strcnp

strcpy
strerror
strncat
strncnp
strncpy

strstr

tinme

t oupper

Shel | Execut eA
Di spat chMessageA
Exi t W ndows Ex
CGet MessageA
PeekMessageA
Get Fi | eVer si onl nf 0A
Ver Quer yVal ueA
I nt ernet d oseHandl e
I nt er net Get Connect edSt at e
I nt er net OpenA
I nt er net OpenUr | A
I nt ernet ReadFi |l e
WBACet Last Error
WBASocket A
WBASt ar t up
__WBAFDI sSet
accept

bi nd

cl osesocket
connect

get host byaddr
get host bynane
get host name
get socknane

ht onl

ht ons

i net _addr

i net _ntoa

i octl socket
listen

nt ohl

recv

sel ect

send

sendt o

set sockopt

shut down
socket
ADVAPI| 32. DLL
KERNEL32. dI
nmsvert.dll
nmsvert.dll
SHELL32. DLL
USER32. dI
VERSI ON. dI

W NI NET. DLL
W52_32. DLL
11rSP

1 kSW
Virtual Al'l oc
Vi rtual Free
PQVS

t.Xx,

[*YX

ker nel 32. dl
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Exi t Process Set Servi ceSt at us

user 32.dl | Start ServiceCrl D spat cher A
MessageBoxA kernel 32. dl |
wsprintfA AddAt omA
LOADER ERROR C oseHandl e
The procedure entry point % could not be CopyFi | eA
located in the dynamic link library % Creat eDirectoryA
The ordinal % could not be located in CreateFil eA
the dynamic link library % Cr eat eMut exA
(08@ p Cr eat ePi pe
| $,3 Cr eat eProcessA
T$ v Cr eat eTool hel p32Snapshot
(C@ Del et eFi | eA
t $h3 Dupl i cat eHandl e
D4l | M EnterCritical Section
N2 Exi t Process
;i Fs Exi t Thr ead
,; FOs Fi | eTi neToSyst enTi ne
; Fas Fi ndAt omA
; F8s Fi ndCl ose
0>@ FindFirstFil eA
NI Fi ndNext Fi | eA
T4$F FreeLi brary
“u(j Get At omNaneA
L4#H CGet ConmandLi neA
LASF CGet Current Di rect oryA
MI Get Current Process
M1 Get Current Threadl d
M1 Get Exi t CodeProcess
D$$WB CGet Fi | eSi ze
0" @ Cet Ful | Pat hNaneA
5>@ Cet Last Error
D$ % Get Mbdul eFi | eNanmeA
1 $( Get Modul eHandl eA
8 "] Get Pr ocAddr ess
N2 Get St art upl nf oA
kernel 32. dl | Get SystenDi rect oryA

Get ProcAddr ess
Get Modul eHandl eA
LoadLi braryA

Get System nfo
Get TenpPat hA
Get Ti ckCount

advapi 32.dl| Get Ver si onExA

nmsvert. dl| d obal MenorySt at us
nmsvert. dl| InitializeCritical Section
shel | 32. dl | | sBadReadPt r

user32.dl 1| LeaveCritical Section
version.dl | LoadLi braryA

wi ni net.dl | MoveFi | eA

ws2_32.dl1 OpenProcess

Adj ust TokenPri vi | eges
_itoa

__getnmi nargs

Shel | Execut eA

Di spat chMessageA

Get Fi | eVer si onl nf oA

I nt ernet Cl oseHandl e
WBAGet Last Err or

advapi 32.dl|

Adj ust TokenPri vi | eges
O oseServi ceHandl e

Cr eat eServi ceA

Crypt Acqui r eCont ext A
Crypt GenRandom

PeekNanedPi pe

Process32Fi r st
Process32Next

Quer yPer f or manceFr equency
ReadFi | e

Rel easeMut ex

RenoveDi rect or yA

Set Consol eCt r | Handl er

Set Current Di rect oryA

Set Fi | ePoi nt er

Set Unhandl edExcepti onFi l ter
Sl eep

Ter m nat eProcess

Wi t For Si ngl eObj ect

Crypt Rel easeCont ext WiteFile
Cet User NaneA nmsvert. dl |
LookupPri vi | egeVal ueA _itoa
OpenProcessToken _stat
OpenSCMvanager A _nbsdup
Regd oseKey _strcnpi
RegCr eat eKeyEXA msvcert. dll

RegSet Val ueExA
Regi st er Servi ceCtrl Handl er A

© SANS Institute 2005,

__getnmai nargs
__p__environ
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__p__fnode
__set_app_type
_begi nt hr ead
_cexit
_errno
_fileno
_iob
_onexit
_set node
_vsnprintf
abort
atexit
ato

cl ock
fcl ose
fflush
fgets

f open
fprintf
fread
free
fwite
mal | oc
mencpy
menset
printf
rai se
rand
real |l oc
set vbuf
si gna
sprintf
srand
_nbscat
strchr
strcnp
_nbscpy
strerror
strncat
strncnp
strncpy
strstr
tine

t oupper
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shel | 32. dl

Shel | Execut eA
USER32. dI

Di spat chMessageA
Exi t W ndows Ex
Get MessageA
PeekMessageA
versi on. dl

Get Fi | eVer si onl nf oA
Ver Quer yVal ueA
W ni net . dl

I nt ernet d oseHandl e
I nt er net Get Connect edSt at e
I nt er net OpenA

I nt ernet OpenUr| A
I nt ernet ReadFi |l e
ws2_32.dl
WBAGet Last Er r or
WBASocket A

WBASt art up
__WBAFDI sSet
accept

bi nd

cl osesocket
connect

get host byaddr

get host bynarne
get host nane

get socknane

ht onl

ht ons

i net _addr

i net _ntoa

i octl socket
listen

ht onl

recv

sel ect

send

sendt o

set sockopt

shut down

socket
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