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I ntroduction

This document is intended to be an introductory discussion of computer security for
information technology professionals. Quite often, IT administrators and network
operations personnel have also been assigned or have assumed the role of security
manager for their particular environment. Security initiatives typically take a back seat to
revenue generating activities within the business and security is frequently the last line
item to be allocated budget within the information technology department. With this
document, my god isto help IT professionals define what computer security isat its core
and how to implement a sound security infrastructure. 1’1l explore the concept of
Defense in Depth (DiD) as a layered approach to security and I'll discuss the various
technologies within each of these security layersincluding firewalls, policies, patch
management, hardening, etc...

When beginning a corporate security discussion, I’'m frequently reminded of the IBM
televison commercials that take place in a corporate boardroom. The team isdiscussing
some great new device that will solve all of their problems. The commercials dways end
with the revelation that “there is no magic x machine.” The sameistrue here. Thereis
no magic security machine.

Defensein Depth
Our goa in information security is to achieve three primary objectives. (CIA)

Confidentidity - information should be kept private and accessible to only the
appropriate personnel

Integrity - information should not be altered by any unauthorized people
Availability - information should always be accessible by authorized personnel

To achieve these objectives we use a Defense in Depth strategy. Thisis a security
philosophy taken from the military which basically says that security must be applied in
layers at multiple enforcement points throughout the enterprise network. The idea behind
this philosophy being that there is no single device or tool or individua piece of software
that can stand independently as a sound security infrastructure.

We see this concept in our every day livesaswell. A bank for example has multiple
layers of security that you must traverse before you can get inside the vault. 1n our
homes we may keep our valuablesin alocked safe that may then be hidden in a closet or
inside of awall. Then we lock our doors and windows and may even add an alarm
system inaddition to that. We may even live within gated communities that require
identification verification before entry is allowed. Any one of these security measuresis
agood practice but no single one of them can be considered a comprehensive security
solution.
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A good Defense in Depth strategy will accomplish two things. First, it will make it
extremely difficult for an intruder or hacker to gain accessto our data. Even if an
attacker is able to break or bypass one of our defense mechanisns, it’s quite unlikely that
he or she will be able to break all of our layers of defense. Secondly, just having these
defenses in place makes for a huge deterrent to potential attackers. In most cases, the bad
guys are simply out looking for easy targets. They will scan the internet looking for
vulnerable systems to attack using known exploits. Thisissimilar to aburglar whois
looking for a house to rob, he's much more likely to pick a house with an open window
than one that’s all locked up and armed with a security system.

Policies

The most overlooked facet of security is the human factor. Many times we find ourselves
rushing to implement some new security technology or install some cool new software or
we start re-configuring security settings in operating systems and applications. What we
tend to forget isthat all of thistechnology is run by people. No amount of technology
can assure absolute security as long as the technology isrun by humans. Before we rush
into any technological security solutions, we need to first ask ourselves what exactly it is
that we're trying to accomplish. We need to put our goals and objectives on paper. We
then need to publish policies and procedures within our organization and train all
personnel on these policies.

A good resource for human security awareness is http://www.humanfirewall.org The
Human Firewall Council “is a consortium of professionals who have come together to
help educate the public on the human issues involved in information security, as opposed
to a strictly technical approach.”' They conduct surveys on security awareness and they
also provide a benchmarking system known as a Security Management Index which “isa
free survey that enables security professionals to benchmark their security management
efforts based on the global 1SO 17799 standard. Y ou get a score and report that
compares your security management practices with othersin your industry and peer
group.”" Thisisagreat starting point to gauge the security awareness within your
company.

Once you have an accurate understanding of the security awareness within your
company, then you’ll know where to begin developing good policiesto form the
foundation of your security infrastructure. A great starting point for written policiesisto
use some of the templates provided by SANS at
http://www.sans.org/resources/policies/#template . You'll find everything from
acceptable use policies to password policies there. Of course there are even companies
out there charging big money for their written policiestoo. You'll have to decide what’'s
best for your particular organization.

Firewall
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A firewall is defined as “a system or group of systems that enforces an access-control
policy between two networks. It may also be defined as a mechaniam used to protect a
trusted network from an untrusted network. Firewalls have become a security must have
now that so many organizations are connecting their internal networks to external
networks such as the Internet.”"

A firewall istypically located at the outer boundary of a given network which is known
asthe perimeter. It isprimarily used at the connection point between the Internet and an
internal private local area network (LAN). Itsjob isto enforce access control policies
which ether allow or deny specific communications between the private network and the
Internet.

Before you implement afirewall, you need to establish a policy regarding what types of
communication and access that you want to allow and what access you' re planning to
deny. Thisiswhat makes firewalls such valuable tools because they alow you to take
your written policy and use technology to enforce that policy. The general rule of thumb
when initially implementing and configuring a firewall is to deny all communications
originating from machines outside of your firewall attempting to connect to machines
inside of your firewall. This philosophy of “deny al” immediately provides a heavy
layer of protection to every machine on your network from potential Internet intruders.
From this point, you can begin to open up or “allow” certain types of communication to
pass through. You can then setup individual rules that will allow or deny specific types
of communication only to specific hosts. It isalso important to note that these rules can
be configured for outbound traffic as well allowing you to restrict your entire user base
from certain types of communication.

Firewalls can make a huge impact on the security of your network although they can’t
protect against everything. They cannot prevent malicious activity from occurring within
the network. They cannot prevent sensitive data from exiting the company via floppy
disk or other removable media. They cannot prevent data from being transmitted via
modem. The bottom line is that firewalls cannot enforce any policy or rules of any kind
for communication that does not travel through it. Even some malicious communications
that do go through firewalls canmnot be protected against. For example, an email message
with avirus attached would not be blocked by a firewall.

A firewall is commonly considered the biggest bang for the buck in terms of security. It
provides a central point of control for communication in and out of your network. It
keeps detailed logs of al activity at the firewall which gives you the ability to compile
very specific utilization reports as well as security reports showing potential hacker
scanning attempts and similar activity. While afirewall is definitely a vital core
component of agood security infrastructure, it’s certainly not the magic security machine
that solves our entire security needs.

Virtual Private Networks (VPN)
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“A virtual private network (VPN) is a private data network that makes use of the public
telecommunication infrastructure, maintaining privacy through the use of atunneling
protocol and security procedures.”” The most common use of virtual private networksis
to use the Internet to alow individual home office employees or other remote company
offices to securely access resources within their organization’s network. This technique
of using the aready existing public infrastructure saves corporations millions of dollars
each year over the alternative of installing and paying for a dedicated private connection
in every remote location and the home of every home based employee. Additionaly, this
method is portable, since the public Internet is essentialy available from just about any
place in the world, these remote users can establish a VPN connection from any place
that they may be at any given time.

A VPN works by encrypting and encapsulating your data before sending it over the
Internet using “tunneling” technology. This keeps your data private even though it’s
being transmitted across the public Internet. The contents of your transmission are only
readable by the recipient at the other end of your VPN.

Virtua private networks are amazingly simple to implement and are an excellent way to
provide secure access to your corporate resources from any remote location. You don’t
even have to bother with any cost-benefit anaysis. AVPN isahighly cost effective
solution for an organization of 100,000 people or just one guy.

Patch M anagement

One of my all time favorite layers of defense and methods of hack prevention is simply to
keep my machines patched with the current service packs and patches. It’s no secret that
alarge mgjority of successful hacks are into unpatched systems using awell known
exploit. This should not be happening.

There was a time when patch management was fairly easy to do because there were fairly
infrequent patches or updates, and for the majority of our systemsall we had to do was
ingtall service packs without any other updates for many months between. These days
however, patch management is a daily job requirement especially for any security
personnel. Microsoft alone has released “ over 230 security bulletins since the beginning
of 2000.”"

The world today has an ever increasing number of machines and there are certainly a
growing number of vulnerabilities being uncovered every day. Increasingly, itis
becoming criticaly important not just to secure our data but also to protect our servers
and workstations from bang used as pawns to launch further attacks on others around the
world. Each new lega case involving an e ectronic information security breach brings us
closer to the day when we may be held partially responsible for someone else’s attack on
athird party if we are found to have been negligent in our own security practices.
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Although patch management is now a much bigger and greatly more complex task than it
once was, we now have avariety of toolsto help usin this endeavor. Network World
Fusion did areview of afew patch management tools recently. Their results are posted at
http: //www.nwfusion.com/reviews/2003/0303pat chrev.html

Patch management systems are available for all environments independent of size,
especidly for Microsoft systems. In fact, even if you have just a single computer at
home, it'sa good ideato frequently visit the Microsoft Windows Update website at
http://windowsupdate.microsoft.com Windows 2000 service pack 3 and later include the
autoupdate client which enables these systems to automatically connect to the Windows
update site on a scheduled basis, download and even indall critical patches without user
or administrator intervention. Thisisavery good ideafor home users or many small
office environments.

For dightly larger environments or for Situations where systems and security
administrators want to maintain atighter degree of control, Microsoft also now offers
Software Update Services (SUS).
http://www.microsoft.com/windows2000/windowsupdate/sus Thisis essentially the
same as the traditional Windows update solution. However, SUS effectively alows you
to install your own Windows update server in your own environment and synchronize its
contents with the servers at Microsoft. Y ou then have the ability to define which patches
you'd like to deploy to your machines and which ones are not required. Then with Group
Policy you can point the machinesin your enterprise to your newly defined SUS server.
For even larger organizations, Microsoft also offers a Systems Management Server
(SMS) add on for patch management.

All of the above patch management solutions are extremely useful and certainly well
worth the cost ($0.00). However, for most large enterprises, this just isn't quite enough.
Windows update solutions will obviously only work for Windows, and the patches that it
provides are only for the operating systems. Windows update does not include patches
for applications. Your business critical Exchange servers, SQL servers, etc... are not
included in these updates. Of course, those types of applications should be closely
monitored and maintained by their administrators anyway, athough this type of routine
maintenance will often go overlooked if not automated. The recent SQL slammer worm
is aperfect example.

Large corporate enterprises will typically need some form of centralized patch
management software. They will need a system to scale to maximum capacity and
provide support for multiple operating system platforms and their applications. Patchlink
http://www.patchlink.com has done an excellent job in thisarea. Their product is very
accurate, easy to use, and has good reporting abilities. The fact that the administrative
user interface is web based is a big plus too.

Maintaining all systems with current service packs and patches is probably the easiest
and most cost effective method of security breach prevention. It isnot at all difficult to
setup and configure an automated patch management solution, even if you’'re using one
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of the free options. This simple task will vastly tighten your security exposure, even if
you do nothing else.

Vulnerability Assessment

One of the biggest challenges facing security professionals today, particularly in large
enterprises, isjust figuring out what’s on their network to begin with. After al, it’s pretty
difficult to secure something that you don’'t know exists.

Vulnerability assessment (VA) isbasically an audit. Certainly before we can establish
any effective defenses, we must first be aware of our own strengths and weaknesses
Taking agood look at ourselves and accurately identifying and quantifying our current
level of security can be avery difficult task. We often have multiple divisions or
departments or separate business units each responsible for their own resources and not
awaysin communication with each other. It isvital that security across a corporate
network be managed as awhole. A favorite tag line in the security industry is that “the
risk assumed by oneis shared by al.”"

Performing these types of security audits manually is not very practical at all in today’s
networked environments and is probably completely impossible in most large networks.
Vulnerability assessments are almost always done with automated tools. There are
severa commercialy available software tools on the market as well as open source or
shareware. There are a couple of reviews that can be found at

http://www.networ kcomputing.com/1201/1201f1b1.html or
http://www.infosecuritymag.com/2003/mar/cover.shtml which evaluate these tools
comparatively. Some may work better than others and each tool may have its own
unique features but ultimately, they are al after the same goal.

“Network-based scanners are excellent tools for evaluating security risks associated with
two types: risks associated with vendor supplied software, and risks associated with
network and systems administration.”"" The ideaisto have the VA tool scan your
network or a particular network segment to first map it out. Thisistypically done by
asking the VA tool to attempt to communicate with every |P address within a given
range. The scanner will document every |P addressthat isin use and it will then try and
determine the operating system of each of these hosts and which specific ports are open
on each host. At this point, the VA scanner can run hundreds or even thousands of tests
against each of these hoststo try and determine their level of security.

These tests can include anything from verifying that specific service packs and patches
have been applied, to actually trying to guess passwords for accounts on those machines,
to checking bizarre configuration settings on the OS or specific applications installed.

VA scanners are compared against each other by examining afew aspects. Accuracy is
critical to determine how well they actually identify the hosts and their vulnerabilities
(including the proper remediation procedures). Speed is quite often of significant
importance as well. 'Y ou many not have weeks to wait for the scan results of hundreds or
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thousands of hosts. Finally, good reporting can win big points for management. It is
very important to be able to document these security scans effectively. More
importantly, the ability to show a history of scans with the action taken to correct items
identified each time can go a long long way in establishing your level of
conscientiousness and due care, especidly if you ever end up in court.

Once you're armed with this inventory of information, it becomes a great deal easier to
ensure that your systems are identified and in compliance with the corporate defined
security policies. Thisis undoubtedly one of the easiest ways to prevent successful hacks
into your corporate resources. A VA scanner can get you way ahead of the game, as
“hundreds of new vulnerabilities are being discovered annually, dozens of new patches
are being released monthly, and thousands of systems are already behind the security
gight ball.”™" Don't wait to take action until after you’ ve been hacked.

Hardening

So what exactly do people mean when they say that they’re going to “harden” an
operating system? Thisis anoverused and often misused term. What hardening actually
refersto isthe process of carefully examining a given machine, removing or disabling
any components that are not absolutely necessary for the operation of that machine, and
then configuring very strict security settings and controls on whatever is left.

The idea hereisto minimize the risk of attack by eliminating as much of the target as
possible. For example, if 11S happensto be running on a given server, but that particular
server has no reason to act as aweb server, then | should defintely remove 11S from that
machine and thereby eliminate any possibility of that machine being compromised via
any 11S exploit.

Thisis certainly avery sound plan and seems to be common sense. However, the
concept of so-called hardening seems to have gotten a bit out of control. It started with a
few security configuration checklists, but now there must be hundreds of these step by
step hardening manuals that go into excruciating detail on every possiblelittle
configuration setting. The fact of the matter is that by following one of these lengthy
checklists, you' re much more likely to cause the system to cease to function as required
than you are to prevent a security breach.

A vast mgjority of IT and security professionals smply need a basic list of the most
obvious operating system vulnerabilities and specifics on how to protect against these.
Luckily, such alist actually does exist in the form of the SANS/FBI top 20 list which is
maintained at http://www.sans.org/top20 and is updated regularly. Thislist identifies the
“ten most commonly exploited vulnerable services in Windows, and the ten most
commonly exploited vulnerable services in Unix.”™ If you've implemented reasonable
security controls at your other layers of defense, then simply hardening your hosts based
on thistop 20 list will put you in very good shape. “Although there are thousands of

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



security incidents each year affecting these operating systems, the overwhelming
majority of successful attacks target one or more of these twenty services.””

As you get deeper into hardening specifics, there are two resources that are quite good.
First isthe Microsoft Security Configuration and Analysis snap-in. Thisis part of the
operating system and comes with a number of pre-defined security templates for varying
degrees of security. The tool alows you analyze your current security settings and
compare them against any of the templates. Y ou can aso apply any of the templates to
your machine to put all of those settings in affect. Secondly, the National Security
Agency (NSA) has posted templates as well as some excellent documentation at
http://www.nsa.gov/snac/index.html .

Security Administration

A frequently overlooked aspect of security management has got to be security
administration. Wetend to spend alot of time and effort on these new security initiatives
and we're amost always focused on how to keep the bad guysoutside of our firewall or
how to make sure our hosts are as hack proof as possible or we think about implementing
complex intrusion detection systems. We spend an awful lot of time defending against an
attack that may come someday. That is definitely a great thing to do, but we always seem
to forget about putting security into our everyday administrative processes.

Yes|’m talking about our internal bad guys, or more commonly, our internal good guys
that make honest mistakes. Thetruth isthat we have alot of low level people internally
that have high level administrative authority within our systems. Think of al of the
administrative activity that goes on every day. User accounts are created and deleted or
modified. Passwords are reset. Group accounts are created and their members are
adjusted. Access permissions on hundreds or thousands of files are modified every day,
sometimes in a manner different than intended.

What if someone deletes the wrong user account accidentally? What if a help desk
person changes security on a share or directory and inadvertently grants access to half of
the company to the corporate personnel files? What if a conscientious system
administrator updates an obscure file on the mail server and halts al email for six hours?
Then what happens when that internal bad guy gets |oose?

Just like in every other layer of defense, our goa isto minimize the potentia threat as
much as possible. We do this be eliminating any unnecessary vulnerabilities. We must
restrict the number of administrative personnel to an absolute minimum. Whenwe do
grant administrative authority, we must grant only the minimum level of authority that is
absolutely required to perform those duties. Therule of least privilegeis extremely
important.
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The same rules apply when granting access permissions to any data files or other
resources. Unless a person has a specific requirement to be able to edit a particular file,
then they should have read only access to that file.

Achieving avery high level of administrative security can be a challenge. You haveto
weigh the benefits of very tight control versus a distributed workload and cometo a
happy medium. Once you find that medium, it is crucia to include these rules in your
written policy.

Intrusion Detection Systems (IDS)

Intrusion detection systems are arelatively new layer of defense and IDS is still afairly
immeature market overall. These systems go beyond just defining a set of
communications traffic filters or just applying some specific configuration settingsto a
given machine or set of machines. The goal of IDSisto actively detect intrusions once
they’ve occurred or even detect intrusionsin real time as they are occurring.

Intrusion detection systems have a collection of knowledge built into them. They are
programmed with varying degrees of intelligence to then use this built in knowledge to be
able to recognize known patterns of attack from potential intruders. These systems are
almost always separated into two classifications of IDS technology. There are host based
intrusion detection systems (HIDS) and network based intrusion detection systems
(NIDS). These aretwo very different and complimentary technologies. Jamie French
describes athorough overview of IDS at
http://www.whitehats.ca/main/memberg/Malik/malik_ids overview_files/frame.htm
which also coversrisk analysis and the pros and cons of each type of 1DS technology. |
agree with his assessment that any plan to implement an IDS solution must first start with
arisk assessment. “Consider what resources are accessible and what the impact or cost
might be if this were to be compromised or destroyed.”™

Network based IDS is done by actually watching network traffic on the wire and
examining these packets for known patterns of malicious activity. NIDS is the most
common form of intrusion detection and is often implemented as the first form of IDSin
agiven network. Thisisbecause NIDS isrelatively easy to implement, it can monitor
one or more subnets without having to go through a complicated installation and
deployment process, and it’s invisible to attackers and more cost effective than HIDS.
NIDS s certainly not without its limitations though. It cannot see any activity at all that
isnot on thewire. A server or workstation may be compromised directly without the
NIDS sensor ever being aware of the activity. Also, encrypted network traffic is
troublesome for NIDS. NIDS may aso be limited in the amount of traffic that it can
analyze at a constant rate. High bandwidth may overwhelm a NIDS sensor. Probably the
biggest problem that most organizations face with NIDS today is its tendency to trigger a
large number of false positives. That is, it will raise alerts and identify normal network
activity as a potential attack. This can often lead to the security administrator losing
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confidence inthe system’s ability to accurately detect intrusions and may eventualy
cause correctly identified intrusions or intrusion attempts to go ignored.

Host based IDS provides a very welcome compliment to NIDS. A HIDS solution
implementsits IDS monitoring techniques at each individual host. In thisscenario a
piece of softwareisinstalled and running on every host that is being monitored. Since
the IDS software is running as an application on the host, it can be keenly aware of all
aspects of activity on that particular host. It will pay close attention to the operating
system as well as other applications running on that system. It understands user behavior
and can monitor their individual behavior aswell. One of the very popular uses for HIDS
iSto monitor operating system log files for known items that may indicate suspicious
activity. HIDS istypicaly much more accurate and much less prone to false positives
because it tends to look for specific items and not necessarily just patterns. On the other
hand, HIDS is much more difficult to deploy, configure, and manage because you have to
maintain it on every monitored system. Also, since HIDS runs as an application on each
of these systems, it can be attacked and compromised itself, just like other software can.

Together, both network and host based IDS are an extremely powerful combination. |t
would be rather difficult for an attacker to bypass both IDS systems. Each layer of
defense greatly increases our security strength and using two levels of IDS within the
intrusion detection defense layer goes along way toward protecting our corporate assets.

Conclusion

| have certainly not covered every possible layer of defense. There are definitely other
layers that provide significant benefits as well such as anti-virus software or personal
firewalls. Of course | am also assuming that physical security has been addressed first.
By definition, any machine that is physically accessible by an unauthorized person is not
secure.

So what have we covered? My goa has beento help you define just what computer
security is and how to implement a sound security infrastructure. |I’ve outlined the
defense in depth strategy as a layered approach to security, providing aform of fault
tolerance. No failure at any single layer will result in acompromise of CIA —
confidentiality, integrity, or availability.

Asyou've likely experienced, computer security can be addressed quite differently,
depending on the point of view of the person being asked to secure an organization. If
you ask ten people to give you thelr interpretation of what computer security means,
you'll likely get ten different answers. So you may be wondering where to begin. Here
iIsmy basic advice:

Always start with written policies outlining your computing goals and security

requirements
If you don't aready have afirewall, get one
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Then start implementing a patch management and vulnerability assessment
program

Next, review al systems on your network against the SANS/FBI top 20 list
Implement processes that employ the rule of least privilege regarding the daily
administrative tasks within your organization

Consider further hardening steps for critical systems

Intrusion detection systems (IDS) should be last on your list of security intiatives

Finaly, keep in mind that every computer network has the potential of being
compromised. There is no magic security machine. There are only security professionals
who can help design and implement effective policies to greatly reduce exposure and
minimizerisks. Remain diligent in your efforts to continually keep a step ahead of the
bad guys. An ounce of prevention isworth far more than a pound of cure in security
terms.
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