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2. Threats 
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5. Identifying Threats 

"A�:8A8E4?��F86HE<A:�4FF8GF�E8DH<E8�HF�GB�<78AG<9L�8KCBFHE8F�GB�

�BA9<78AG<4?<GL��"AG8:E<GL�4A7��I4<?45<?<GL�B9�4�:<I8A�4FF8G
�/;8A�J8�4CC?L�G;<F�

@8G;B7B?B:L�GB�BHE��BECBE4G8�"78AG<GL��FF8GF�J8�6B@8�HC�J<G;�G;8F8�;<:;	?8I8?�

G;E84GF�FB@8G<@8F�E898EE87�GB�4F�O�47�(HG6B@8FP
�

"9�4A�4FF8G�<F�IH?A8E45?8�GB�4�G;E84G�G;8A�4�786<F<BA�@HFG�58�@478�GB�

@<G<:4G8�G;8�E<F>��4668CG�<G�BE�GE4AF98E�<G
�/8�G;8A�64A�?BB>�4G�G;8�?<>8?<;BB7�B9�

4�C4EG<6H?4E��47�(HG6B@8�B66HEE<A:
�,;<F�64A�58�HF87�GB�6E84G8�4�E<F>�CEB9<?8�

4FFB6<4G87�J<G;�4�C4EG<6H?4E�4FF8G�BE�:EBHC�B9�4FF8GF
��F�7<F6HFF87�84E?L��G;8�

4FF8G�BJA8E�@HFG�6B@@HA<64G8�GB�G;8�4FF8G�6HFGB7<4A�F��J;4G�<F�4A�4668CG45?8�?8I8?�

B9�E<F>�4A7�G;8�4CCEBCE<4G8�6BAGEB?�E8DH<E8@8AGF
��



Corporate Identity Fraud 

Bryan K. Fite  9 

�BECBE4G8�"78AG<GL��E4H7�CBF8F�F<:A<9<64AG�F86HE<GL�6;4??8A:8F
�,;8F8�

6;4??8A:8F�4E8�6B@CBHA787�5L�G;8�86BAB@<6�@BG<I8�9H8?<A:�G;<F�O6BGG4:8P�<A7HFGEL
�

)EB9<G�<F�G;8�@BG<I4G<BA�58;<A7�@BFG�B9�G;8F8�6E<@8F
��66BE7<A:�GB�G;8�'BI8@58E�

������AG<	);<F;<A:�/BE>� EBHC���)/ ��);<F;<A:�46G<I<GL�E8CBEG��@BE8�G;4A�����B9�4??�

);<F;<A:�46G<I<GL�<F�G4E:8G87�4G�G;8�9<A4A6<4?�F8EI<68F�F86GBE
�,;<F�<F�4�:E84G�

8K4@C?8�B9� 4A:FG8E��B@@8E68�� 	�B@@8E68�
�"G�<F�BE:4A<M87��89986G<I8�4A7�

CEB9<G45?8���

-A4HG;BE<M87��668FF�<F�G;8�8A7	:4@8�B9�@H6;�B9�G;8��BECBE4G8�"78AG<GL�

�E4H7�46G<I<GL�58<A:�C8EC8GE4G87
�-F8EA4@8F�4A7�C4FFJBE7F�4E8�G;8�CE<@4EL�6BAGEB?�

HF87�GB�CEBI<78�4668FF�GB�BA?<A8�E8FBHE68F��8	6B@@8E68�J85F<G8F��6B??45BE4G<BA�

9BEH@F��8@4<?�4A7�BG;8E�")�8A45?87�F8EI<68F�
�);<F;<A:�4A7�);4E@<A:�9BE�4668FF�

6E878AG<4?F�4E8�89986G<I8�4A7�64A�6B@CEB@<F8�G;8��BA9<78AG<4?<GL��"AG8:E<GL�4A7�

�I4<?45<?<GL�B9�BA?<A8�E8FBHE68F
�

,;89G�B9�+8EI<68�<F�4�J4L�6B@CEB@<F87�4HG;8AG<64G<BA�6E878AG<4?F�64A�58�

45HF87�5L�6E<@<A4?F
�'BE@4??L��G;<F�GLC8�B9�9E4H7�<F�C8EC8GE4G87�4:4<AFG�BA?<A8�

F8EI<68F�G;4G�4E8�988�54F87
�"G�<F�4?FB�4�G86;A<DH8�HF87�GB�@4F>�6E<@<A4?�46G<I<GL
�

�E4A7�4A7�*8CHG4G<BA��4@4:8�64A�E8FH?G�9EB@�45HF8F�B9��BECBE4G8�"78AG<GL�

�FF8GF
��BE:87�8@4<?F�64A�6BA9HF8�G;8�@4E>8G�C?468
��B:HF�J85F<G8F�64A�789E4H7�

6?<8AGF�4A7�C4EGA8EF��J;<?8�E89?86G<A:�CBBE?L�BA�G;8�:8AH<A8�4FF8G�BJA8E
��

�<FGE<5HG87��8A<4?�B9�+8EI<68����B+��4GG46>F�64A�58�C8EC8GE4G87�5L�

6B@CEB@<F<A:�4�6BECBE4G8�<78AG<GL�4FF8G
�%8:<G<@4G8�6HFGB@8EF�6BH?7�58�7HC87�<AGB�

8K86HG<A:�?4E:8�AH@58EF�B9�<ADH<E8F�BE�6BAA86G<BA�4GG8@CGF�GB�BE:4A<M4G<BA4?�

E8FBHE68F�64HF<A:�F8EI<68�BHG4:8F
�,;<F�6?4FF�B9�G;E84G�<@C46GF�4I4<?45<?<GL�B9�



Corporate Identity Fraud 

Bryan K. Fite  10 

E8FBHE68F
�

+8AF<G<I8��4G4��B@CEB@<F8F�64A�E8FH?G�9EB@�4�FH668FF9H?��BECBE4G8�

"78AG<GL��E4H7�F64@
�+8AF<G<I8�74G4�<A6?H78F�C8EFBA4??L�<78AG<9<45?8�<A9BE@4G<BA��

HF8EA4@8F��C4FFJBE7F��466BHAG�AH@58EF��4668FF�6E878AG<4?F��6E87<G�E4G<A:F��@87<64?�

<A9BE@4G<BA�4A7�BG;8EF
�,;8��BA9<78AG<4?<GL�B9�74G4�<F�<@C46G87�<A�G;<F�6?4FF�B9�

4GG46>F
��

�4G4��BEEHCG<BA�64A�B66HE�J;8A�4668FF�6BAGEB?F�4E8�6B@CEB@<F87
�,;<F�

<@C46GF�G;8�<AG8:E<GL�B9�G;8�74G4
�

�<I<?�%<G<:4G<BA�<F�4�G;E84G�GB�4AL�BE:4A<M4G<BA�BE�<A7<I<7H4?�E8F<7<A:�<A�

4�?<G<:<BHF�8AI<EBA@8AG
��F�<G�E8?4G8F�GB��BECBE4G8�"78AG<GL��E4H7��G;8�G;E84G�

CE<@4E<?L�E8IB?I8F�4EBHA7�O7H8�7<?<:8A68P�DH8FG<BAF
�"9�BJA8EF�BE�6HFGB7<4AF�94<?�

<A�G;8<E�9<7H6<4EL�E8FCBAF<5<?<GL�GB�F498:H4E7�BE:4A<M4G<BA4?�4FF8GF�G;8L�6BH?7�58�

8KCBF87�GB�@BA8G4EL�C8A4?G<8F
�

*8:H?4GBEL��<A8F�4A7�+4A6G<BAF�6BH?7�E8FH?G�5L�58<A:�BHG�B9�6B@C?<4A68�

J<G;�:BI8EA@8AG�BE�<A7HFGE<4?�E8:H?4G<BAF
�+4A6G<BAF��9<A8F�4A7�<@CE<FBA@8AG�4E8�

4??�CBG8AG<4?�C8A4?G<8F�9BE�ABG�C8E9BE@<A:�G;8�4CCEBCE<4G8�O7H8�7<?<:8A68P�BE�

8K8E6<F<A:�CEBC8E�6HFGB7<4?�6BAGEB?
��

"G�<F�<@CBEG4AG�GB�ABG8�G;4G�4AL�FH668FF9H?�4GG46>�BA��BECBE4G8�"78AG<GL�

�FF8GF�6BH?7�E8DH<E8�CH5?<6�7<F6?BFHE8�54F87�BA�?8:4?�<AG8ECE8G4G<BA�BE�

BE:4A<M4G<BA�CB?<6L
�,;<F�64A�<@C46G�4A�BE:4A<M4G<BANF�E8CHG4G<BA��9<A4A68F�BE�

G;8<E�45<?<GL�GB�6BA7H6G�ABE@4?�5HF<A8FF
��

,;8F8�E<F>F�F;BH?7�58�6?84E?L�HA78EFGBB7�5L�G;8�5HF<A8FF
�"9�<AG4A:<5?8�



Corporate Identity Fraud 

Bryan K. Fite  11 

4FF8GF�4E8�I4?H4G87�G;EBH:;�F4?8�BE�46DH<F<G<BA��<G�<F�E84FBA45?8�GB�HF8�G;4G�I4?H8�

9BE�CHECBF8F�B9�9<A4A6<4?�E8CBEG<A:
�"9�G;8�I4?H8�<F�F<:A<9<64AG��6BECBE4G8�

:BI8EA4A68�78@4A7F�CEH78AG�6BAGEB?F
��BE�CH5?<6?L�GE4787�6B@C4A<8F�G;<F�6BH?7�CHG�

�BECBE4G8�"78AG<GL��FF8GF�<A�F6BC8�9BE�+(0�4H7<G<A:
��

:�,/-,/�1#��"#+1'$6��/�2"�'0� #!,*'+%�1&#�-#/$#!1�!/'*#�$,/�!6 #/�!/'*'+�)0�

"2#�1,���$�')2/#��1�1&#�!,/-,/�1#�%,3#/+�+!#�)#3#)�,$�*�+6� �+(0��+"�,1&#/�

!,+02*#/�$,!20#"�!,/-,/�1',+0�1,�!,*-)6�4'1&�$#"#/�)�01�+"�/"0�$,/�-/#3#+1'+%��

"#1#!1'+%��+"�/#-,/1'+%�!/'*'+�)��!10�,/�'+$/'+%#*#+10��%�'+01�!,/-,/�1#�'"#+1'16�

�00#10��'�#��� /�+"0��+"�1/�"#*�/(0�'+�1&#�$,/*�,$�",*�'+�+�*#�,4+#"��+"�/#%'01#/#"�

 6�!6 #/�!/'*'+�)0�:��,E478@4E>�BGF
6B@��"A6
  

 

6. Security Controls 

"A7<I<7H4?��BECBE4G8�"78AG<GL��FF8GF�;4I8�7<998E8AG�E<F>�CEB9<?8F
��8EG4<A�

F86HE<GL�6BAGEB?F�4E8�@BE8�89986G<I8�4G�@<G<:4G<A:�FC86<9<6�E<F>F�G;4A�BG;8E�

F86HE<GL�6BAGEB?F
�/;<?8�4�F86HE<GL�6BAGEB?�@4L�58�4I4<?45?8��<G�@4L�ABG�

89986G<I8?L�@<G<:4G8�G;8�E<:;G�?8I8?�B9�E<F>
�(A�G;8�BG;8E�;4A7��G;8�6BAGEB?�6BH?7�

58�I8EL�89986G<I8�5HG�6BH?7�CEBI8�GBB�6BFG?L�J;<6;�JBH?7�@4>8�<G�HA4668CG45?8�GB�

G;8�BE:4A<M4G<BA
��"G�<F�<@CBEG4AG�GB�HA78EFG4A7�G;8�BE:4A<M4G<BANF�GB?8E4A68�9BE�

E<F>�4A7�F8?86G�G;8�@BFG�4CCEBCE<4G8�6BAGEB?F
�

�BAGEB?F�6B@8�<A�GJB�64G8:BE<8F��)EB46G<I8�4A7�*846G<I8
�)EB46G<I8�6BAGEB?F�

4E8� CE<@4E<?L� CE8I8AG<I8�� J;<?8� E846G<I8� 6BAGEB?F� 4E8� CE<@4E<?L� 6BA68EA87� J<G;�

6BAG4<A@8AG�4A7�E8FB?HG<BA
�.8A7BE�FB?HG<BAF�64A�58�9HEG;8E�7<I<787�<AGB�9BHE�54F<6�

64G8:BE<8F��CE8I8AG��78G86G��E8FCBA7�4A7�@4A4:8
��CC8A7<K���6BAG4<AF�4�?<FG�B9�FB@8�



Corporate Identity Fraud 

Bryan K. Fite  12 

B9�G;8�@4=BE�I8A7BEF�4A7�FB?HG<BA�CEBI<78EF�<A�G;<F�FC468
�

)EBC8E?L�<@C?8@8AG87�G;8F8�6BAGEB?F�;4I8�4�;<:;�499<A<GL�9BE�@<G<:4G<A:�G;8�

4FFB6<4G87�E<F>��

+GEBA:� �HG;8AG<64G<BA� <F� 78F<:A87� GB� I8E<9L� 4� HF8ENF� <78AG<GL� <A� 4�

;<:;?L� E8?<45?8� 4A7� 466HE4G8� @4AA8E
� ,;<F� 6BAGEB?� <F� 89986G<I8� <A� CE8I8AG<A:�

-A4HG;BE<M87��668FF�4A7�"78AG<GL�+CBB9<A:
�&H?G<	�46GBE�4HG;8AG<64G<BA��&�����?<>8�

*+�NF����46GBE�GB>8A�54F87�4HG;8AG<64G<BA�4A7�(A8�,<@8�)4FFJBE7F��(,)��4E8�9BE@F�

B9� &��� G;4G� 4E8� 89986G<I8� <A� 78984G<A:� >8L5B4E7� ?B::8EF
� �864HF8� G;8� C4FFJBE7�

6;4A:8F� 8I8EL� ?B:BA� BE� 8I8EL� F<KGL� F86BA7F�� G;8� 4HG;8AG<64G<BA� FLFG8@� 7B8F� ABG�

78C8A7� BA� G;8� F86E86L� B9� G;8� C4FFJBE7
� -F8E� 8KC8E<8A68� <F� 4A� <@CBEG4AG�

6BAF<78E4G<BA� J;8A� F8?86G<A:� 4A7� <@C?8@8AG<A:� FGEBA:� 4HG;8AG<64G<BA� FLFG8@F
�

+LFG8@F� G;4G� 4E8� ABG� HF8E� 9E<8A7?L� J<??� 5E887� HF8E� E8F8AG@8AG� 4A7� ?847� GB� G;8�

78I8?BC@8AG�B9�HAF498�HF8E�CE46G<68F�?<>8�JE<G<A:�C4FFJBE7F�BA�)BFG	<GQ�ABG8F
�

)B?<6L�� �J4E8A8FF� 4A7� �66BHAG45<?<GL� <F� BA8� B9� G;8� @BFG� <@CBEG4AG�

6?4FF8F�B9�6BAGEB?
�(E:4A<M4G<BAF�@HFG�6?84E?L�789<A8�G;8<E�F86HE<GL�CB?<6<8F�4A7�

8A:4:8�<A�4::E8FF<I8�4J4E8A8FF�64@C4<:AF�GB�87H64G8�G;8<E�4FFB6<4G8F��8@C?BL88F�4A7�

6HFGB@8EF
� (E:4A<M4G<BAF� @HFG� 6BAFG4AG?L� 8A9BE68� G;8<E� CB?<6<8F� 5L� ;B?7<A:� 4??�

E8FCBAF<5?8� C4EG<8F� 466BHAG45?8
� ,;<F� <F� <@C8E4G<I8� GB� 78@BAFGE4G8� CEBC8E� O7H8�

7<?<:8A68P�4A7�6HFGB7<4?�6BAGEB?
�+�'+�;4F�AH@8EBHF�F4@C?8�CB?<6<8F�4I4<?45?8�4G�

G;8<E�CH5?<6�J85F<G8
�

*8:<FGE4G<BA� B9� >8L� :?B54?� 4A7� 6BHAGEL� FC86<9<6� 7B@4<A� A4@8F� 64A� <AFHE8�

G;8L� 4E8� ABG� 4I4<?45?8� GB� 6L58E� 6E<@<A4?F� 9BE� 45HF8
� !<:;	I4?H8� "78AG<GL� �FF8GF�

J4EE4AG� FC86<4?� 6BAF<78E4G<BA
� *8:<FG8E<A:� @<FFC8??87�� ABI8?� FC8??<A:� BE�



Corporate Identity Fraud 

Bryan K. Fite  13 

CHECBF89H??L�6BA9HF<A:�7B@4<A�A4@8F�@4L�58�4A�4CCEBCE<4G8�E8FCBAF8
��.8A7BEF��?<>8�

&4E>&BA<GBE�4A7�.8E<F<:A��CEBI<78�,BC�%8I8?��B@4<A��,%���E8:<FGE4G<BA��GE46><A:�4A7�

@4A4:8@8AG�GBB?F
�+B@8G<@8�E898EE87�GB�4F��O)BEG9B?<B�&4A4:8@8AG�)BEG4?FP��G;8F8�

GBB?F� 4E8� 4A� 899<6<8AG� 4A7� 89986G<I8� J4L� GB� @4A4:8� ?4E:8� AH@58EF� B9� 7B@4<A�

E8:<FGE4G<BAF�

&BA<GBE<A:� 4A7� /4G6;� +8EI<68F�4E8�E8DH<E87�9BE�4AL�89986G<I8��BECBE4G8�

"78AG<GL�CEBG86G<BA�CEB:E4@�5864HF8�"78AG<GL��FF8G�45HF8�64A�B66HE�BA�@4AL�9EBAGF
�

,;8F8� F8EI<68F� @BA<GBE� 7B@4<A� E8:<FGE4G<BAF� ?BB><A:� 9BE� CBFF<5?8� 45HF8F� B9� G;8�

CEBG86G87�"78AG<GL��FF8GF
�,;8L�64A�4?FB�@BA<GBE�GE478@4E>��F8EI<68�@4E>�4A7�?B:B�

HF8� BA� G;8� "AG8EA8G� <A� 4A� 4HGB@4G87� 94F;<BA
� �L� HF<A:� G;8� F4@8� G86;A<DH8F� G;4G�

F84E6;� 8A:<A8F� HF8� GB� 64G4?B:� G;8� "AG8EA8G� G;8F8� F8EI<68F� 64A� <78AG<9L� CBFF<5?8�

45HF8
�/4G6;�F8EI<68F�64A�58�78I8?BC87�<A	;BHF8�HF<A:�BC8A	FBHE68�E8FBHE68F��5L�4�

�E7� C4EGL� BE� 4� 6B@5<A4G<BA� B9� G;8� GJB
� �� E84FBA45?8� 4CCEB46;� 6BH?7� 58� FB@8�

6B@5<A4G<BA�B9�G;8�GJB�54F87�BA�BE:4A<M4G<BA4?�A887F�4A7�6BAFGE4<AGF
��

"AG8??<:8A68��4C45<?<G<8F�F;BH?7�58�78I8?BC87�4A7�BE�46DH<E87�GB�CEBI<78�

786<F<BA� FHCCBEG� GB� BJA8EF� 4A7� 6HFGB7<4AF� B9� �BECBE4G8� "78AG<GL� �FF8GF
� ,;8F8�

F8EI<68F� F;BH?7� 9B6HF� BA� 4� FC86<9<6� <A7HFGEL� BE� I8EG<64?� @4E>8G� 4GG46>� I86GBEF
�

,;8L�4GG8@CG�GB�78F6E<58�4A7�CE87<6G�FC86<9<6�@8G;B7F��G86;A<DH8F�4A7�G46G<6F�HF87�

5L� 4GG46>8EF
� ,;<F� <F� 4� 9BE@� B9� GE8A7� 4A4?LF<F� 4A7� 64A� 58� 4GG46;87� GB� G;8�

@BA<GBE<A:���J4G6;�F8EI<68F�BE�<A6?H787�<A�G;8�4J4E8A8FF�CEB:E4@
�

�4F8?<A<A:�F8EI<68F�64A�58�4�:E84G�J4L�GB�78G86G�4AB@4?BHF�46G<I<GL
��'+�<F�

4� F8EI<68� G;4G� 64A� 58� 45HF87� GB� E8	7<E86G� ?8:<G<@4G8� J85� E8DH8FGF� GB� 4� 5B:HF�

J85F<G8
� �FFH@<A:� G;8E8� <F� 4A� 466HE4G8� �'+� EBHG8� 54F8?<A8�� C8E<B7<6� �'+� EBHG8�

6;86>F�6BH?7�58�C8E9BE@87�GB�8KCBF8��'+�;<=46><A:�4GG46>F
��



Corporate Identity Fraud 

Bryan K. Fite  14 

%8:4?� )EBG86G<BA� F;BH?7� 58� FBH:;G� 9BE� 4??� ;<:;	I4?H8� "78AG<GL� �FF8GF
�

,E47<G<BA4?� GE478@4E>� 4A7� F8EI<68� @4E>� CEBG86G<BAF� 64A� 58� ?8I8E4:87� GB� <@CBF8�

@BA8G4EL� C8A4?G<8F� BA� I<B?4GBEF� 4A7� 64A� 9BE@� G;8� 9BHA74G<BA� B9� 4A� 89986G<I8�

�BECBE4G8�"78AG<GL�)EBG86G<BA�)EB:E4@
�

%4J� �A9BE68@8AG�<F�ABE@4??L�8A:4:87�49G8E�4�6E<@8�;4F�588A�6B@@<GG87�5HG�

64A� 68EG4<A?L� 58� ?8I8E4:87� <A� 4� CE8I8AG4G<I8� 94F;<BA� <9� G;8E8� <F� E84FBA45?8�

<A7<64G<BA�G;4G�4�6E<@8�<F�:B<A:�GB�58�6B@@<GG87
�,;<F�6BAGEB?�ABE@4??L�G4>8F�G;8�

9BE@�B9�?8:4?�46G<BA
�"9�G;8�4GG46>F�4E8�6E<@<A4?�<A�A4GHE8�?4J�8A9BE68@8AG�F;BH?7�

58� <AIB?I87
� �?84E� 6E<G8E<4� 9BE� 8A:4:<A:� ?4J� 8A9BE68@8AG� F;BH?7� 58� <A� C?468� 4A7�

FB@8�HA78EFG4A7<A:�B9�=HE<F7<6G<BA�<FFH8F�F;BH?7�58�78I8?BC87
��

�H7<GF�F;BH?7�58�HF87�GB�I8E<9L�6B@C?<4A68�J<G;�4??�CB?<6<8F�4A7�CEB687HE8F�

B9�E86BE7
��H7<G�789<6<8A6<8F�64A�<78AG<9L�IH?A8E45<?<G<8F�CEB46G<I8?L�BE�HA6BI8E�

8K<FG<A:�9E4H7
����BECBE4G8�"78AG<GL�*4G<A:�FLFG8@�F;BH?7�58�78I8?BC87�4F�C4EG�B9�

G;8�FG4A74E7F�6E84G<BA
�

�A7	)B<AG�+86HE<GL�<F�4A�<@CBEG4AG�6BAF<78E4G<BA
�"G�E8CE8F8AGF�G;8�9<EFG�

4A7� ?4FG� ?<A8� B9� 7898AF8
� �AG<	@4?J4E8� 9<G� <AGB� G;<F� 6?4FF� B9� 6BAGEB?F
� ,;8L�

4GG8@CG� GB� >88C� O�E<@8J4E8P� 9EB@� <A986G<A:� HF8ENF� JBE>FG4G<BAF�� G;8E85L�

CEBG86G<A:� G;8@� 9EB@� 4GG46>
� "A� 477<G<BA�� 4� A8J� GLC8� B9� 8A7	CB<AG� 6BAGEB?� <F�

8@8E:<A:
�,;8L�G4>8�G;8�9BE@�B9�5EBJF8E�GBB?54EF�BE�C?H:	<AF
�,;8L�CEBI<78�84F<?L�

<78AG<9<45?8�I<FH4?�DH8H8F�4A7�E4G8�G;8�OGEHFGJBEG;<A8FFP�B9�4�J85F<G8
��

*<F>� �FF8FF@8AGF� F;BH?7� 58� 78I8?BC87� GB� CEBI<78� 4� FLFG8@4G<6� 4A7�

6BAF<FG8AG� BE:4A<M4G<BA4?� 4CCEB46;� GB� 64G8:BE<M<A:� �BECBE4G8� "78AG<GL� �FF8GF� 4A7�

789<A<A:�G;8�4CCEBCE<4G8�F86HE<GL�6BAGEB?F
�



Corporate Identity Fraud 

Bryan K. Fite  15 

 4G8J4LF� 4A7� '8GJBE>� �BAGEB?F� ;4I8� I<F<5<?<GL� GB� A8GJBE>� F8EI<68�

E8DH8FGF�4A7�E8FCBAF8F
�,;8E89BE8��CEBK<8F��9<E8J4??F��<AGEHF<BA�78G86G<BA�FLFG8@F�

4A7�<AGEHF<BA�CE8I8AG<BA�FLFG8@F�64A�58�HF87�GB�E8FGE<6G�4668FF�GB�>ABJA�C;<F;<A:�

F<G8F�� FGBC� O�E<@8J4E8P� <A986G<BA�� 6BAG4<A� 6B@CEB@<F87� JBE>FG4G<BAF� 4A7� 4?8EG�

FG499�B9�@4?<6<BHF�46G<I<GL
�

7. Corporate Identity Protection Program 

��6B@CE8;8AF<I8�4A7�89986G<I8�CEB:E4@�J<??�<A6BECBE4G8�@4AL�B9�G;8�6BAGEB?F�

CE8I<BHF?L�7<F6HFF87
��864HF8�@BFG��BECBE4G8�"78AG<GL��E4H7�<F�C8EC8GE4G87�7<E86G?L�

4:4<AFG�8A7	HF8EF��6HFGB@8EF�4A7�C4EGA8EF��BE:4A<M4G<BAF�@<:;G�ABG�;4I8�7<E86G�

>ABJ?87:8�G;4G�4A�4GG46>�<F�G4><A:�C?468�BE�;4F�FH6688787
�,;8�47I4AG4:8�<F�

6HEE8AG?L�J<G;�G;8�6E<@<A4?F
�!BJ8I8E��4�6?84E?L�789<A87�BE:4A<M4G<BA4?�J<78�

CEB:E4@�G;4G�HA78EFG4A7F�G;8�A4GHE8�B9�G;8�8IB?I<A:�G;E84GF�64A�E87H68�E8F<7H4?�

E<F>
�

/;<?8�<G�<F�BHG�B9�G;8�F6BC8�B9�G;<F�7B6H@8AG�GB�CEBI<78�4�78G4<?87�GHGBE<4?�

BA�G;8�6E84G<BA�B9�4�6HFGB@��BECBE4G8�"78AG<GL�)EBG86G<BA�)EB:E4@��<G�<F�HF89H?�GB�

?BB>�4G�4�F4@C?8�CEB:E4@�4A7�G;8�E4G<BA4?8�HF87�9BE�F86HE<GL�6BAGEB?�F8?86G<BA
�/8�

J<??� 8KC?BE8� G;8� 54F<6� 8?8@8AGF� B9� 4� 6B@CE8;8AF<I8� CEB:E4@� <A<G<4G87� 5L� 4�

9<6G<G<BHF�6B@C4AL�A4@87�!��&�
��

!��&���BECBE4G8�"78AG<GL�)EBG86G<BA�)EB:E4@�

�FFH@CG<BAF��


 ,;<F�BE:4A<M4G<BA�;4F�8K<FG<A:�;<:;	?8I8?�F86HE<GL�CB?<6<8F�
�
 ,;<F�BE:4A<M4G<BANF�8K<FG<A:�5E4A7�CEBG86G<BA�CEB:E4@�J4F�4AG<DH4G87�

�
 ,;8�BE:4A<M4G<BA�E868AG?L�E4G<9<87�CEB:E4@�E8DH<E8@8AGF�



Corporate Identity Fraud 

Bryan K. Fite  16 

�
 ,;<F�BE:4A<M4G<BA�HF8F�G;8�"AG8EA8G�GB�6BA7H6G�5HF<A8FF��
�
 -CC8E�@4A4:8@8AG�6BAF<78EF�G;<F�4�CE<BE<GL�

)EBG86G�


 �HF<A8FF� HA<GF� @HFG� <78AG<9L� 4FF8GF�� 4FF8G� BJA8EF� 4A7� 4FF8G� 6HFGB7<4AF�
1�!1',+�� �� 0#/'#0� ,$� *##1'+%0� 4'1&� 1&#� #5'01'+%� ,4+#/0� �+"� !201,"'�+0�

1�(#�-)�!#�1,�!/#�1#���"#$'+'1'3#�)'01�,$��00#10��,4+#/0��+"�!201,"'�+0��

�&'0� )'01� '0� !,+3#/1#"� 1,� �+� �21&,/'1�1'3#� !#+1/�)'7#"� "�1� �0#� 4&'!&�

/#$#/#+!#0�1&#��00#10��,4+#/0��+"�!201,"'�+02�

�
 �FF8G� BJA8EF� @HFG� 786?4E8� 4� E8?4G<I8� 4FF8G� I4?H8� 1�!1',+�� �00#1� ,4+#/0�
"#$'+#�1&/##� �0'!�3�)2�1',+�!�1#%,/'#0��&'%&��*#"'2*��+"�),4���&#6��/#�

/#)�1'3#� 3�)2#� /�+%#0�� �,4��	����� �#"'2*��	������

����� �'%&������������

�00#1�3�)2#0��/#��00'%+#"��+"�1&#��21&,/'1�1'3#�"�1� �0#�'0�2-"�1#"�4'1&�

1&#�3�)2#02�
�
 �HF<A8FF� HA<GF� @HFG� 6?84E?L� 789<A8� EB?8F� 4A7� E8FCBAF<5<?<G<8F� B9� BJA8EF�

4A7�6HFGB7<4AF�1�!1',+���))��00#1�,4+#/0��/#�0#+',/�#5#!21'3#0��+"�4'))�

+,1�-)�6���/,)#�'+�1&#�,-#/�1',+�)��0-#!10�,$�1&#�-/,%/�*���&#6�0#1�1&#�

3�)2#�,$�1&#��00#10��0-,+0,/�$2+"�1&#�-/,%/�*��-/,3'"#�-/,%/�*�,3#/0'%&1�

�+"��!1��0��+�#0!�)�1',+�-�1&���201,"'�+0�&�+")#��))�,1&#/��0-#!10�,$�1&#�

-/,%/�*�� �&#/#� �/#� 0#3#/�)� !201,"'�+0� �!/,00� 1&/##� %/,2-0�� �#%�)��

1#!&+'!�)�,-#/�1',+0��+"�*�/(#1'+%2�

�
 �HF<A8FF� HA<GF� @HFG� 789<A8�� <@C?8@8AG� 4A7� 9BE@4?<M8� 4� 6B@CE8;8AF<I8�

"78AG<GL��FF8G�)EBG86G<BA�)EB:E4@
�

4
 &HFG�58�EB?8�54F87�1�!1',+���4+#/0��+"�!201,"'�+0��%/##�1,�0#12-���
$,/*�)�%,3#/+�+!#�*,"#)���&#6�",!2*#+1�/#.2'/#*#+10��+"��002*-1',+0��

�+�'+1#/+�)�����'0�"/�$1#"���1�'"#+1'$'#0�1&#�0-#!'$'!�,-#/�1',+�)�

"21'#0�� 1&#� -�/�*#1#/0� ,$� 1&#'/� "#)'3#/6� �+"� 0#/3'!#� !,**'1*#+10��

������ '0� �� )�/%#� %), �)� #+1'16�� �0� 02!&�� 1&#6� &�3#� "#!'"#"� 1,�

'*-)#*#+1���%), �)�!,2+!')�1,�*�+�%#�1&#'/��"#+1'16��00#1��/,1#!1',+�

�/,%/�*�� �&'0� !,2+!')� /#-,/10� 1,� �5#!21'3#� *�+�%#*#+1� �+"� �00#1�

,4+#/02
�

5
 &HFG� 58� 4H7<G45?8� 4A7� E8C84G45?8� 1�!1',+�� �/,!#"2/#0� �/#� -/,-#/)6�
",!2*#+1#"� �+"� !)#�/)6� !,**2+'!�1#"�� �))� !,2+!')� *##1'+%0� �/#�

/#!,/"#"�$,/�-,01#/'16�2��

6
 +;BH?7� <A6?H78� 4HGB@4G<BA� 4A7� @4A4:8@8AG� GBB?F� 9BE� @4A4:<A:� 4FF8G�
CBEG9B?<BF� 1�!1',+�� �&#�  20'+#00� 2+'10� 4#/#� �))� 20'+%� "'$$#/#+1�

",*�'+� +�*#� /#%'01/�/0�� �&#� !,2+!')� "#!'"#"� '1� *�"#� 0#+0#� 1,�

!,+0,)'"�1#� 1&#� *�+�%#*#+1� ,$� ",*�'+� +�*#0� 1,� �� 0'+%)#� 3#+",/�� �6�



Corporate Identity Fraud 

Bryan K. Fite  17 

",'+%�1&'0�1&#� 20'+#00�4�0�-/#0#+1#"�4'1&���!#+1/�)�,+)'+#�",*�'+�

*�+�%#*#+1� -,/1�)� �+"� /#�)'7#"� 1&#� 3�)2#� ,$�  2)(� /�1#� ",*�'+� +�*#�

-/'!'+%�2��

�
 �HF<A8FF�HA<GF�F;BH?7�78I8?BC�4�@8GE<6�GB�4EG<6H?4G8�G;8�E<F>�CEB9<?8�B9�
4A� 4FF8G� BE� :EBHC� B9� 4FF8GF� E8?4G<I8� GB� BG;8E� 4FF8GF� 58<A:� @4A4:87�

1�!1',+�� �&#� !,2+!')� "#!'"#"� 1,� )#3#/�%#� �+� #51#/+�)�  /�+"� �2"'1� 1,�

"#1#/*'+#� 1&#'/� !2//#+1� 0#!2/'16� -/,$')#�� �&'0� �2"'1� 4�0� /#3'#4#"�� ��

1�/%#1� /�1'+%� 4�0� �%/##"� 1,� �+"� /#*#"'�1',+� 4,/(� 4�0� -#/$,/*#"��

�2 0#.2#+1��2"'10�0&,4�0'%+0�,$�'*-/,3#*#+1��+"�,/�,+�-)�+�2��

�
 �FF8GF�@HFG�58�F86HE87�54F87�BA�FG4A74E7�CH5?<F;87�6E<G8E<4�

�

�8G86G�


 &BA<GBE<A:�B9�4??�!<:;	I4?H8�4FF8GF�@HFG�58�C8E9BE@87�1�!1',+���&'/"�-�/16�
*,+'1,/'+%�0#/3'!#0�4#/#�0#!2/#"�$,/��))��'%&�3�)2#��00#10�2�

�
 &BA<GBE<A:� B9� &87<H@	I4?H8� 4A7� %BJ	I4?H8� 4FF8GF� @HFG� 58� 6BAF<78E87� 4A7�
F;BH?7�58�<@C?8@8AG87�54F87�BA�4�5HF<A8FF�E<F>�4A4?LF<F
�1�!1',+���,2+!')�

0#00',+0� 4#/#� 0!&#"2)#"� 1,� "'0!200� 0#!2/'+%� *,+'1,/'+%� 0#/3'!#0� $,/�

�#"'2*�3�)2#��+"��,4�3�)2#��00#10���1�4�0�"#!'"#"�1,�20#���!,* '+�1',+�,$�

1&'/"�-�/16� *,+'1,/'+%� 0#/3'!#0�� #5'01'+%� ",*�'+� /#%'01/�/� 0#/3'!#0� �+"�

,-#+�0,2/!#�1,,)0�1,�-/,3'"#���1'#/#"�*,+'1,/'+%�!�-� ')'16�2�

�
 �FF8G�45HF8�4?8EGF�F;BH?7�58�GE46>87�68AGE4??L�4A7�6B@@HA<64G87�GB�BJA8EF�
4A7�6HFGB7<4AF�54F87�BA�5HF<A8FF�EH?8F
�1�!1',+���)#/1'+%� 20'+#00�),%'!�

4�0�"#$'+#"� 6�1&#�!,2+!')��+"�'*-)#*#+1#"��!/,00�*,+'1,/'+%�0#/3'!#0�2�

�
 ,;8E8�@HFG�58�4�J4L�9BE�4FFB6<4G8F��6HFGB@8EF��C4EGA8EF�4A7�8@C?BL88F�GB�
E8CBEG� CBFF<5?8� 4FF8G� 6B@CEB@<F8F� BE� 8KCBFHE8F
� 1�!1',+�� �+1#/+�)� �+"�

#51#/+�)�4# 0'1#0�4#/#�!/#�1#"�1,�/#-,/1�� 20#�2�

�

*8FCBA7�


 �HF<A8FF� HA<GF� @HFG� ;4I8� 4� 7B6H@8AG87� E8FCBAF8� CEB687HE8
� "G� F;BH?7� 58�
4HGB@4G87�4A7�9B??BJ�4�FG4A74E7�CEB68FF
�1�!1',+���&#�!,2+!')�#+",/0#"���

 �0'!�'+!'"#+1�/#0-,+0#�4,/($),4� �0#"�,+��00#00'+%�/'0(���00#1�3�)2#��+"�

1&#�#3#+1�'10#)$���#%�)�*201�#3�)2�1#�1&#�#3#+1�1,��+04#/�1&#�1/�"'1',+�)�

.2#01',+� 9�0� '1� �!1',+� )#�:� �+1#/+�)� /'0(� �+�)6010� /�1#� 1&#� 1&/#�1�



Corporate Identity Fraud 

Bryan K. Fite  18 

 �0#"�,+�1&#�0,2/!#��+"�16-#�,$��11�!(���+�!�0#0�4&#/#�1&#�4,/($),4�",#0�

+,1� �!!,**,"�1#� �+� �--/,-/'�1#� /#0-,+0#�� 1&#� ,-#/�1',+�)� �/*� ,$� 1&#�

!,2+!')�!�+�'+3,(#��+�#*#/%#+!6�*##1'+%��+"�,/�#0!�)�1#�2���

�
 ,;8�E8FCBAF8�CEB687HE8�@HFG�466B@@B74G8�4�9887546>�@86;4A<F@�G;4G�HC74G8F�
G;8�4HG;BE<G4G<I8�4FF8G�74G454F8�BE�?<FG�J<G;�FG4GHF�<A9BE@4G<BA
�1�!1',+��

�""'1',+�)�$'#)"0�4#/#��""#"�1,������80��,/-,/�1#��"#+1'16��00#1���1� �0#�

1,� �!!,**,"�1#� "#1�')#"� 01�120� '+$,/*�1',+� $,/� �+6� �00#1� 1&�1� '0�  #'+%�

�!1'3#)6��11�!(#"�,/�!,*-/,*'0#"�2�

�
 ,;8� E8FCBAF8� FGE4G8:L� @HFG� 6BAF<78E� GE47<G<BA4?� ?8:4?� E8@87L� 4F� J8??� 4F�
<@@87<4G8�G86;A<64?�E8FCBAF8F
�

�

"A�477<G<BA��4A�BI8E4??�4J4E8A8FF�4A7�87H64G<BA�64@C4<:A�F;BH?7�58�?4HA6;87�

GB�8KC?4<A�G;8�CEB:E4@�GB�8@C?BL88F��6HFGB@8EF�4A7�C4EGA8EF
�1�!1',+���&#�!,2+!')�

-/,*,1#"�'10�!/#�1',+�,$�1&#��,/-,/�1#��"#+1'16��00#1��/,1#!1',+��/,%/�*�4# 0'1#0�

�0�-�/1�,$���!,*-/#&#+0'3#�#"2!�1',+��+"��4�/#+#00�!�*-�'%+�2�

8. Summary 

�F�BE:4A<M4G<BAF�@BI8�9EB@�G;8�O5E<6>F�4A7�@BEG4EP�J4L�B9�7B<A:�5HF<A8FF�GB�

G;8�@B78EA�@4E>8G�C?468�B9�5<G�4A7�5LG8F��A8J�<AG4A:<5?8�6BECBE4G8�4FF8GF�4E8�58<A:�

6E84G87
� ,;8F8� 4FF8GF� @HFG� 58� CEBG86G87
� ,E47<G<BA4?� CEBG86G<BAF� 4E8� ABG�

4CCEBCE<4G8�BE�89986G<I8
�,;8E89BE8��A8J�G86;A<DH8F��G86;AB?B:<8F�4A7�CEBG86G<BAF�

4E8�J4EE4AG87
�

"G� <F� HA?<>8?L� G;4G� ?4J� 8A9BE68@8AG�� G86;AB?B:L� BE� <78AG<GL� 4FF8G�

FG4>8;B?78EF�J<??�58�45?8�GB�784?�J<G;�G;<F�:EBJ<A:�8C<78@<6�4?BA8
�"G�<F�8DH4??L�

HA?<>8?L� G;4G� 6E<@<A4?F� J<??� IB?HAG4E<?L� FGBC� G4><A:� 47I4AG4:8� B9� G;8� 6HEE8AG�

F86HE<GL� 789<6<8A6<8F
� ,;8E89BE8�� <G� <F� <@C8E4G<I8� G;4G� BE:4A<M4G<BAF� G4>8�

CEB46G<I8�FG8CF�GB�<78AG<9L�4A7�CEBG86G��BECBE4G8�"78AG<GL��FF8GF�589BE8�4A�4GG46>
�



Corporate Identity Fraud 

Bryan K. Fite  19 

9. Appendix A: References 

'4G<BA4?��L58E�+86HE<GL��??<4A68��������
��(%�'�+��BA?<A8�F498GL�FGH7L
�*8GE<8I87�

#4A
�����������9EB@�;GGC���JJJ
FG4LF498BA?<A8
<A9B�C79�F498GL3FGH7L3����
C79
�

�AG<	);<F;<A:�/BE><A:� EBHC��������
�);<F;<A:�46G<I<GL�GE8A7F�E8CBEG
�*8GE<8I87�

#4A
�����������9EB@�

;GGC���JJJ
4AG<C;<F;<A:
BE:�E8CBEGF�4CJ:3E8CBEG3'BI����3�"'�%
C79
�

-+��8C4EG@8AG�B9�#HFG<68��������
�(C8E4G<BA�6L58E�FJ88C
�*8GE<8I87�#4A
�����������

9EB@�;GGC���JJJ
95<
:BI�6L58E�6LFJ88C�6LFJ88C
;G@
�

,E478@4E>�BGF
6B@��"A6
��������
�(A?<A8�5E4A7�E4G<A:
�*8GE<8I87�#4A
�����������9EB@�

�BECBE4G8� BI8EA4A68�/85�F<G8��;GGC���BA?<A85E4A7E4G<A:
A8G�:BI8EA4A68
C79
�

+�'+��������
�,;8�+�'+�F86HE<GL�CB?<6L�CEB=86G
�*8GE<8I87�#4A
�����������9EB@�

;GGC���JJJ
F4AF
BE:�E8FBHE68F�CB?<6<8F�
�

 

�

�

�

�



Corporate Identity Fraud 

Bryan K. Fite  20 

10. Appendix B: Vendors and Solution Providers 
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11. Appendix C: Corporate Identity Asset Protection Life-Cycle 
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12. Appendix D: HACME Corporate Identity Asset Database 
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