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Intr oduction

Asthe importance of remote access to network resources grows, so does the desire and ability
for certain types of people to atempt to access those resources without authorization. The most
powerful weapon in a Network Security Administrator’s arsenal is a lay ered diversification of
technology, or “ Defense-in-Depth.” As the number of different technologies used to securea
network increases, so does the possibility that an attacker will not havethe expertise to subvert
all of them. For this very reason, when setting up Virtual Private Network (VPN) connections,
tunneling Point-To-Roint Tunneling Protocol (PPTP) connections through Secure Shell version 2
(SSH2) connections adds another level of encryption and incresses the* depth” of security of the
connection.

Brief Over view of the Protocols

SSH was developed for conputers running UNIX-based Operating Systems to be able to connect
and transfer data in asecureenvironment. SSH2 is the newer, more secureversion of SSH that
can now be used by most operaing systems. SSH2 requires user authentication before
establishing an encrypted tunnel and granting access to network resources.

“Public key authentication is based on the use of digital signaures. Each
user creaes a public / private key pair for authentication purposes. The
server knows theuser's public key, and only the user hasthe private key.
The filenames of private keys that are used in authentication are set in
$HOME/ .ssh2/identifi cation. When the user tries to authenticate himself,
the server checks SHOME/ .ssh2/authori zati on for filenames of matching
public keys and sends a challenge to the user end. User is authenticated
by signing the challenge using the private key.”*

SSH2 authentication and encryption is handled by different components of the protocol. “ The
SSH protocol consists of three major components: The Transport Layer Protacol provides server
authentication, confidentiality, and integrity with perfect forward secrecy. The User
Authentication Protocol authenticates the client to the server. The Connection Protocol
multiplexes the encrypted tunnel into several logical channels.” * SSH2 has the ability to use
3DES, Twofish, Blowfish, Arcfour, and CA ST 128 encryption algorithms.

“Point to Point Tunneling Protocol (PPTP) was developed by the PPTP Forum. The forum
consists of the following organizations: Ascend Communicaions, Microsoft Corporation,
3Com/Primary A ccess, ECl Telematics, and U.S. Robatics.” ® PPTP was developed for
Microsoft-based computers to securely connect to a corporate network over the intemet. Linux
and several other versions of UNIX now also support PPTP connections. PPTPalso requires
user authentication before establishing an encrypted tunnel and granting access to network
resources.

“MS-CHA P (PPP authentication) is used to validae the user credentials

against Windows NT domains and the resulting session key is used to
encrypt user daa. RASinherently supports ashared secret between the

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



RAS client and the RAS server& mdash; essentially, a user-supplied
password & the client to derive the same MD4 hash as that stored
password stored in the Windows NT security datebase @ the server. By
using this shared secret between the RASclient and the RAS server, we
are able to elegantly solve a mgjor encryption problem: key distribution.
If encryption is negotiated, RSA RC4 is used with a 40-bit session key
derived as a result from the earlier user authentication. Microsoft will
also offer 128-bit encryption for RAS in the United Saes, as governed
by export law.” *

Configuring the Connection

This VPN solution will appeal mainly to the small to mid-sized companies that cannot afford to
spend a large amount of money on network security, but still want to allow key personnel to
access the Corporate network fromhome. It will also providethemwith ahigher level of
security at very little additional expense.

The secure tunnel must be set up in three phases. The first phase is the physical configuration of
the Corporate network. This will be the most difficult phase and should be completed and tested
first. The second phase isthe physical setup of the Remote network(s). Although this will be
easier than the Corporate configuration, the Remote sites also must be tested before continuing.
Finally, thethird phase involves making the connections between thetwo networks. Testing the
setup and configuration of each site as it is completed will help to reducethe time
troubleshooting errors in thethird phase.

The Cor por ate Configur ation

The Corporate network should have a hardware firewall as the first, or outermost, layer of
defense. Several different hardware firewalls can be purchased for less than $1500 and can be
set up relatively easily. Thenext layer should be the DMZ (literally demilitarized zone). DMZ
is the space between the intemal and extemal firewalls that contains the company’s web and e
mail serversthat providethe public with access to corporate data and services. A software
firewall, built on arelatively inexpensive PC, running Linuxwith 1P Chains, should beplaced on
the inside of the DM Z. The final level should beaWindows NT Server with Remote A ccess
Server (RAS) services placed inside of the software firewall.

The Remote Configuration

The remote network should consist of asoftware firewall, built on arelatively inexpensive PC,
running Linuxwith IP Chains. Insideof the firewall would be theclient PC. Theclient PC
should be running the most secure OS available to the company, preferably Windows 2000
Professional or Windows NT workstation. The client machine must also havethe Microsoft
VPN client installed.
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Network Diagram for VPN
Using PPTP Through SSH2
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Making the Connections

First, the SSH2 client and server portions will haveto be configured on thetwo Linux firewalls.
Then, the client firewall will have to initiate the SSH2 connection, through the hardware firewall,
tothe intemal Corporate firewall. Configure the SSH2 connection to forward port 1723 (PPTP
authentication port) and 47 (PPTP daatransfer port). Then establish the PPTP connection
between the client and the RA Sserver.

Configuring SSH2

After installing the SSH2 server and client portion on each respective firewall and generating the
public/private keys, a forwarding tunnel can be created between thetwo machines. For
additional security, the SSH2 server can be configured to allow only specific hostnames to
authenticate. “The AllowHosts and DenyHosts keywords permit or prevent (respectively) SSH
connections fromgiven hosts”® Log into the SSH server as root and type:

AllowHosts“ Client Machine Name’

Log into the client firewall as root. At the command prompt, type:

ssh—L 1723:10.10.15.20:1723 217.82.126.167

where 1723 is the port on theclient firewall tha will make the PPTP connection, 10.10.15.20 is
the destination RA Sserver, and 217.82.126.167 is the public address of the Corporate firewall
that will forward port 1723 to the internal firewall.

Then type:

ssh—L 47:10.10.15.20:47 217.82.126.167

where 47 istheport that PPTP will transfer thedaa.
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Client Firewall Rules

All of the rules arebased on the IP Addresses from the diagram above.
#!/bin/sh

# variables
LOCALNET=192.168.200.0/24
INT NIC=ethl

LPBK=1o0

EXT NIC=ethO

# start port forwarding
echo 1 > /proc/sys/net/ipv4/ip forward

# Flush current rules
/sbin/ipchains -F

# forward rules

/sbin/ipchains -F forward

/sbin/ipchains -P forward DENY

/sbin/ipchains -A forward -j MASQ -s $LOCALNET -d 0.0.0.0/0

# Inbound connections

/sbin/ipchains -A input -1 -j DENY -i $EXT NIC -s 0.0.0.0/0 -d SLOCALNET ! -p
tcp
/sbin/ipchains -A input -1 -j DENY -i $EXT NIC -s 0.0.0.0/0 -d SLOCALNET ! -p
udp
/sbin/ipchains -A input -1 -j DENY -i $EXT NIC -s 0.0.0.0/0 -d SLOCALNET ! -p
icmp

# Spoof proof
/sbin/ipchains -A input ! -i $LPBK -s 127.0.0.0/255.0.0.0 -j DENY

Cor por ate Har dwar e Fir ewall

The configuration of the hardware firewall will vary grealy depending on the type of firewall
used and the company’s need for public access to company daa. For this specific connection to
work, regardless of the rest of the settings, the hardware firewall will have to forward ports 1723
and 47 to the intemal firewall.

Inter nal Cor por ate Firewall Rules

The internal Corporate firewall could also haveasimilar set of rules asthe client firewall, with
IP Address modifications for the Corporate private address scheme.

#!/bin/sh

# variables
LOCALNET=10.10.0.0/24
INT NIC=ethl

LPBK=1o0
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EXT NIC=ethO

# start port forwarding

echo 1 > /proc/sys/net/ipv4/ip forward

# Flush current rules
/sbin/ipchains -F

# forward rules
/sbin/ipchains -F forward
/sbin/ipchains -P forward DENY

/sbin/ipchains -A forward -j MASQ -s $LOCALNET -d O.

# Inbound connections
/sbin/ipchains -A input -1 -j DENY

tcp
/sbin/ipchains -A input -1 -j DENY
udp
/sbin/ipchains -A input -1 -j DENY
icmp

# Spoof proof
/sbin/ipchains -A input ! -i $LPBK

Configuring RAS

$EXT NIC -s O.
$EXT NIC -s O.

$EXT NIC -s O.

127.0.0.0/255.

.0/0

.0/0 -d $LOCALNET ! -p
.0/0 -d SLOCALNET ! -p
.0/0 -d $LOCALNET ! -p
.0 -j DENY

Install the Microsoft RA Sservices and configure the gopropriate number of VPN connections.
Install theM S VPN client on theclient machine. Forthe address of the VPN server, theuser
MUST use the intemal IP Address of the client firewall.

Summary

Following the above configuration and implementation procedures, tunneling PPTP connections
through SSH2 tunnels, will provide double encryption and an incressed “depth” of security. The
possibility that people will havethe expertise to gain access to your corporate resources is
greatly reduced by the multiple layers of several different technologies.
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